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GNU GENERAL PUBLIC LICENSE GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

This License applies to any program or other work which contains a notice placed by the copyright
holder saying it may be distributed under the terms of this General Public License.The "Program"”,
below, refers to any such program or work, and a "work based on the Program" means either the
Program or any derivative work under copyright law: that is to say, a work containing the Program or
a portion of it, either verbatim or with modifications and/or translated into another
language.(Hereinafter, translation is included without limitation in the term "modification".)Each
licensee is addressed as "you".Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope.The act of running the Program is not restricted,
and the output from the Program is covered only if its contents constitute a work based on the
Program (independent of having been made by running the Program).Whether that is true depends
on what the

Program does.

1.You may copy and distribute verbatim copies of the Program's source code as you receive it, in
any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to this
License and to the absence of any warranty; and give any other recipients of the Program a copy of
this License along with the Program.You may charge a fee for the physical act of transferring a
copy, and you may at your option offer warranty protection in exchange for a fee.

2.You may modify your copy or copies of the Program or any portion of it, thus forming a work
based on the Program, and copy and distribute such modifications or work under the terms of
Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files
and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is
derived from the Program or any part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause it,
when started running for such interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a notice that there is no warranty (or
else, saying that you provide a warranty) and that users may redistribute the program under these
conditions, and telling the user how to view a copy of this License.(Exception: if the Program itself is
interactive but does not normally print such an announcement, your work based on the Program is
not required to print an announcement.)These requirements apply to the modified work as a
whole.If identifiable sections of that work are not derived from the Program, and can be reasonably
considered independent and separate works in themselves, then this License, and its terms, do not
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apply to those sections when you distribute them as separate works.But when you distribute the
same sections as part of a whole which is a work based on the Program, the distribution of the
whole must be on the terms of this License, whose permissions for other licensees extend to the
entire whole, and thus to each and every part regardless of who wrote it..Thus, it is not the intent of
this section to claim rights or contest your rights to work written entirely by you; rather, the intent is
to exercise the right to control the distribution of derivative or collective works based on the
Program.In addition, mere aggregation of another work not based on the Program with the Program
(or with a work based on the Program) on a volume of a storage or distribution medium does not
bring the other work under the scope of this License.

3.You may copy and distribute the Program (or a work based on it, under Section 2) in object code
or executable form under the terms of Sections 1 and 2 above provided that you also do one of the
following:

a) Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections1 and 2 above on a medium customarily used for software
interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge
no more than your cost of physically performing source distribution, a complete machine-readable
copy of the corresponding source code, to be distributed under the terms of Sections 1 and 2 above
on a medium customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding source
code.(This alternative is allowed only for noncommercial distribution and only if you received the
program in object code or executable form with such an offer, in accord with Subsection b above.)

Source code for a work means the preferred form of the work for making modifications to it.For an
executable work, complete source code means all the source code for all modules it contains, plus
any associated interface definition files, plus the scripts used to control compilation and installation
of the executable.However, as a special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary form) with the major components
(compiler, kernel, and so on) of the operating system on which the executable runs, unless that
component itself accompanies the executable.If distribution of executable or object code is made by
offering access to copy from a designated place, then offering equivalent access to copy the source
code from the same place counts as distribution of the source code, even though third parties are
not compelled to copy the source along with the object code.

4.You may not copy, modify, sublicense, or distribute the Program except as expressly provided
under this License.Any attempt otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.However, parties who have
received copies, or rights, from you under this License will not have their licenses terminated so
long as such parties remain in full compliance.

5.You are not required to accept this License, since you have not signed it.However, nothing else
grants you permission to modify or distribute the Program or its derivative works.These actions are
prohibited by law if you do not accept this License.Therefore, by modifying or distributing the
Program (or any work based on the Program), you indicate your acceptance of this License to do
so, and all its terms and conditions for copying, distributing or modifying the Program or works
based on it.



6.Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives a license from the original licensor to copy, distribute or modify the Program
subject to these terms and conditions.You may not impose any further restrictions on the recipients'
exercise of the rights granted herein.You are not responsible for enforcing compliance by third
parties to this License.

7.1f, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License.lf you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may
not distribute the Program at all.For example, if a patent license would not permit royalty-free
redistribution of the Program by all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to refrain entirely from distribution
of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is implemented by public license
practices.Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a licensee
cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License.

8.1f the distribution and/or use of the Program is restricted in certain countries either by patents or
by copyrighted interfaces, the original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded.In such case, this License
incorporates the limitation as if written in the body of this License.

9.The Free Software Foundation may publish revised and/or new versions of the General Public
License from time to time.Such new versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.Each version is given a distinguishing version
number.If the Program specifies a version number of this License which applies to it and "any later
version", you have the option of following the terms and conditions either of that version or of any
later version published by the Free Software Foundation.If the Program does not specify a version
number of this License, you may choose any version ever published by the Free Software
Foundation.

10.1f you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission.For software which is copyrighted
by the Free Software Foundation, write to the Free Software Foundation; we sometimes make
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exceptions for this.Our decision will be guided by the two goals of preserving the free status of all
derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11.BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS I1S" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.THE ENTIRE RISK AS TO
THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

12.IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.



GNU LESSER GENERAL PUBLIC LICENSE

Version 2.1, February 1999
Copyright (C) 1991, 1999 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0.This License Agreement applies to any software library or other program which contains a notice
placed by the copyright holder or other authorized party saying it may be distributed under the terms
of this Lesser General Public License (also called "this License").Each licensee is addressed as
"you

A "library" means a collection of software functions and/or data prepared so as to be conveniently
linked with application programs (which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work which has been distributed under
these terms.A "work based on the Library" means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a portion of it, either verbatim or with
modifications and/or translated straightforwardly into another language.(Hereinafter, translation is
included without limitation in the term "modification”.)

"Source code" for a work means the preferred form of the work for making modifications to it.For a
library, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation of
the library.

Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope.The act of running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based on the Library (independent
of the use of the Library in a tool for writing it).Whether that is true depends on what the Library
does and what the program that uses the Library does.

1.You may copy and distribute verbatim copies of the Library's complete source code as you
receive it, in any medium, provided that you conspicuously and appropriately publish on each copy
an appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to
this License and to the absence of any warranty; and distribute a copy of this License along with the
Library.You may charge a fee for the physical act of transferring a copy, and you may at your option
offer warranty protection in exchange for a fee.

2.You may modify your copy or copies of the Library or any portion of it, thus forming a work based
on the Library, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files
and the date of any change.
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c) You must cause the whole of the work to be licensed at no charge to all third parties under the
terms of this License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied by an
application program that uses the facility, other than as an argument passed when the facility is
invoked, then you must make a good faith effort to ensure that, in the event an application does not
supply such function or table, the facility still operates, and performs whatever part of its purpose
remains meaningful.

These requirements apply to the modified work as a whole.If identifiable sections of that work are
not derived from the Library, and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works.But when you distribute the same sections as part of a whole which is a
work based on the Library, the distribution of the whole must be on the terms of this License, whose
permissions for other licensees extend to the entire whole, and thus to each and every part
regardless of who wrote it.Thus, it is not the intent of this section to claim rights or contest your
rights to work written entirely by you; rather, the intent is to exercise the right to control the
distribution of derivative or collective works based on the Library.In addition, mere aggregation of
another work not based on the Library with the Library (or with a work based on the Library) on a
volume of a storage or distribution medium does not bring the other work under the scope of this
License.

3.You may opt to apply the terms of the ordinary GNU General Public License instead of this
License to a given copy of the Library.To do this, you must alter all the notices that refer to this
License, so that they refer to the ordinary GNU General Public License, version 2 instead of to this
License.(If a newer version than version 2 of the ordinary GNU General Public License has
appeared, then you can specify that version instead if you wish.)Do not make any other change in
these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU
General Public License applies to all subsequent copies and derivative works made from that
copy.This option is useful when you wish to copy part of the code of the Library into a program that
is not a library.

4.You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you accompany it
with the complete corresponding machine-readable source code, which must be distributed under
the terms of Sections 1 and 2 above on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place satisfies the requirement to
distribute the source code, even though third parties are not compelled to copy the source along
with the object code.

5.A program that contains no derivative of any portion of the Library, but is designed to work with
the Library by being compiled or linked with it, is called a "work that uses the Library".Such a work,
in isolation, is not a derivative work of the Library, and therefore falls outside the scope of this
License.



However, linking a "work that uses the Library" with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a "work that uses
the library".The executable is therefore covered by this License.Section 6 states terms for
distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library, the
object code for the work may be a derivative work of the Library even though the source code is not.

Whether this is true is especially significant if the work can be linked without the Library, or if the
work is itself a library.The threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and
small macros and small inline functions (ten lines or less in length), then the use of the object file is
unrestricted, regardless of whether it is legally a derivative work.(Executables containing this object
code plus portions of the Library will still fall under Section 6.)Otherwise, if the work is a derivative of
the Library, you may distribute the object code for the work under the terms of Section 6.Any
executables containing that work also fall under Section 6, whether or not they are linked directly
with the Library itself.

6.As an exception to the Sections above, you may also combine or link a "work that uses the
Library" with the Library to produce a work containing portions of the Library, and distribute that
work under terms of your choice, provided that the terms permit modification of the work for your
own use and reverse engineering for debugging such modifications.You must give prominent notice
with each copy of the work that the Library is used in it and that the Library and its use are covered
by this License.You must supply a copy of this License.lf the work during execution displays
copyright notices, you must include the copyright notice for the Library among them, as well as a
reference directing the user to the copy of this License.Also, you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked with the Library, with the complete
machine-readable "work that uses the Library", as object code and/or source code, so that the user
can modify the Library and then relink to produce a modified executable containing the modified
Library.(It is understood that the user who changes the contents of definitions files in the Library will
not necessarily be able to recompile the application to use the modified definitions.)

b) Use a suitable shared library mechanism for linking with the Library.A suitable mechanism is one
that (1) uses at run time a copy of the library already present on the user's computer system, rather
than copying library functions into the executable, and (2) will operate properly with a modified
version of the library, if the user installs one, as long as the modified version is interface-compatible
with the version that the work was made with.

c) Accompany the work with a written offer, valid for at least three years, to give the same user the
materials specified in Subsection 6a, above, for a charge no more than the cost of performing this
distribution.

d) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place.

e) Verify that the user has already received a copy of these materials or that you have already sent
this user a copy.For an executable, the required form of the "work that uses the Library" must
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include any data and utility programs needed for reproducing the executable from it.However, as a
special exception, the materials to be distributed need not include anything that is normally
distributed (in either source or binary form) with the major components (compiler, kernel, and so on)
of the operating system on which the executable runs, unless that component itself accompanies
the executable.lt may happen that this requirement contradicts the license restrictions of other
proprietary libraries that do not normally accompany the operating system.Such a contradiction
means you cannot use both them and the Library together in an executable that you distribute.

7.You may place library facilities that are a work based on the Library side-by-side in a single library
together with other library facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on the Library and of the other
library facilities is otherwise permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined
with any other library facilities.This must be distributed under the terms of the Sections above.

b) Give prominent notice with the combined library of the fact that part of it is a work based on the
Library, and explaining where to find the accompanying uncombined form of the same work.

8.You may not copy, modify, sublicense, link with, or distribute the Library except as expressly
provided under this License.Any attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your rights under this
License.However, parties who have received copies, or rights, from you under this License will not
have their licenses terminated so long as such parties remain in full compliance.

9.You are not required to accept this License, since you have not signed it.However, nothing else
grants you permission to modify or distribute the Library or its derivative works.These actions are
prohibited by law if you do not accept this License.Therefore, by modifying or distributing the Library
(or any work based on the Library), you indicate your acceptance of this

License to do so, and all its terms and conditions for copying, distributing or modifying the Library or
works based on it.

10.Each time you redistribute the Library (or any work based on the Library), the recipient
automatically receives a license from the original licensor to copy, distribute, link with or modify the
Library subject to these terms and conditions.You may not impose any further restrictions on the
recipients' exercise of the rights granted herein.You are not responsible for enforcing compliance by
third parties with this License.

11.If, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License.lf you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may
not distribute the Library at all.For example, if a patent license would not permit royalty-free
redistribution of the Library by all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to refrain entirely from distribution
of the Library.



If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply, and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system which is implemented by public license
practices.Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a licensee
cannot impose that choice.This section is intended to make thoroughly clear what is believed to be
a consequence of the rest of this License.

12.1f the distribution and/or use of the Library is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Library under this License may
add an explicit geographical distribution limitation excluding those countries, so that distribution is
permitted only in or among countries not thus excluded.In such case, this License incorporates the
limitation as if written in the body of this License.

13.The Free Software Foundation may publish revised and/or new versions of the Lesser General
Public License from time to time.Such new versions will be similar in spirit to the present version,
but may differ in detail to address new problems or concerns.Each version is given a distinguishing
version number.If the Library specifies a version number of this License which applies to it and "any
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MiBICRETEET,
o Xy =V EBEEBICETIUTOHE

o fUA—Fy bk TAOFINL(P) T KLRABREEIL—TF 1425

® Dynamic Host Configuration Protocol (DHCP)

¢ LAV2HBLIULAVIRMIYFDHRE (BEVICHEIRA Y FTRELEDIFE)
e |EEE 802.11 (Wi-Fi) IZB8 3 2 LU T D=

e ESSID
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o Xy rI—HEXa YT (ATVay)
e WPA
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e RADIUS
e X.509 iIHAZE

BEEYT =317/

e [FortiwLC (SD) U/ /—X /— ]
o [FortiWLC (SD) BEX 1 Fl

NEBHSEEMN

e Stevens, W.R. &, IR : 1994 & [TCP/IP lllustrated, Volume 1, The Protocols]
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e Gast, M.S. &, HiRE : 2002 &F [802.11 Wireless Networks, The Definitive Guide]
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YHEFIRET B5IHLERALET,

Courier T74IWNE, F4IWEL, avEa—2BEHEN. BLXUVI—FNAAH

T+ 2k TEIREBXEROXFIE2RLET,

help ARV FADHEBY) VO FRLET, Vo9 FD )9O THEEDOV
Y ROHBANRTEINET,

Ctrl- HmOF—E—#ICCtrl T—2FRTILELHDIEEFRLET, =&

ZIX, Ctr-D (F, Ctrl L= KEBTD F—&WIELEZEHKRLET,
F—FAXFTRELEFITH. KXF/PMXFORFFEShFEEA,

ZD rEY YIRS 2EMIER. BIE. EX bTY,

HOTE.

TR OWRYER, FET7 TV r—2avOFHLGVEEESI SRS AIREED H HEEICE
A TEHEELRBERLET,

A KEOHEFITEEICRIRARSFTREDHSEEICEHT IERGERERLES .
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HUoTL0aTy FEXEREANFITE, UTOTHR M EREAHRILESEEALT, O
TURIIRTHI—FOANEIVE2a—2DbDHAZERLET,

XF WMEDIATUE, F—T—F, RYYXFTYT,
At ENRASI BB HELEZT7AILRTT,
no ZTORFMOHEEEREDICT I EER/TTHODFT T3V TY,

[] ARIMTEENDSINT, T a VDERTY,
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EX
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[ T avDEZRANG 1 DELTEIRLET,
HIDSIMERYBEST CENTEFET,

UTORIE., BXRITOH U TILERLTVET,

[no] ZH¥ay #—4vwbk (¥—0J—F|Xx—0—F) [F/#.

‘ |— 1 DU LEDEDREY IR
BEFERLTLESESRN LR
YIE—FAOF—T—FELEFIATUF

ARV KRFERET7ZVa320. 7o avItkoT.
AMDATY FE—RIZBITT S8 LHYET,
—— FFarhnoBAIFav Ly FEEMLET,
no ZIEELAEVE BNFEEBEANILRYET,

— £<OARYRIZEFE, AR FOR=20 [FI4)L b QEISRLIEESY. T4 FOFREE
% 1IZERHY £,

TJ+—T 143y bADBRBIWLWEHE
T+—T4F%Y D WebHA FIZIE, MFOURL T7YERATEET,
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[Support] A —a2a—HRE2VEI VYU TBE, T+—T A4 Y FDAREI H—ER &Y
— rOBEREZCEWVEZLEITET,
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BELGHE

AETIK. ARV SAV A=A R (CL)DFERICEHTIE FERBNMLET &
BOaOTUF E—FIZOVWTHBAL, AUVLTEBROAF., EX LVHBEEOER. 5&U07
OV T FEHRDFEDHRIIARICETIEY FEBNLET . AZEUTOETHERK
ShTWET,

CLI O Fta

ARV A A V=T A ADFERERIKT SI2E. ROFIREXRTLES,

CLI DBAsA

1.

CLI DF715 (41 N—2°)

CLI 372 R E—F(42 X"—2)

AV R S 2DADITT (43 X—22)

IV FDEREFE (45 X—2P)

IV FDno 74 —.4E default 74 —ALDREH (46 XN—2)
AL T DF T (47 X—)

IV R EXRYUDEFE (48 N—)

show T V> FDHHIZH 17 BELDIEZE (49 X—)
CLI Z7O> 7 FDAHRXE 74 X (50 N—F)

T K 1F 1% DIEIE (50 N—2P)

w3 2DET (51 N—2)

IR T— FTDIN—IDEFE (51 N—2)

a2 hO=FICZIP7RLAMNEYHETON=E, PUTILaAVY—ILERFA—Y
*y b IR—bZEARTBHH., telnet £ SSH2 ) E— FTERALT, O bOo—
SICEELET,

AV FA—=SIZIP7 RLRFEY B TEHAEXIZDOWTIEL, [FortiWLC (SD) AF54 1 Kl
D THMPREy b7y 7] OEZSBELTLESL,

R4y JAVTRT, 2—HID ERXRT—FRZAALET, T74I/L LTIE, admin
EVWSI—FIDAZRESNTLT, guest I—HFIFEMTT,

41



e admin 11—, admin /XXT—KFTAY A U35 &, BEMICHEHE EXEC E— FIC
AYVET,
® guestA—H¥THY AT 5L, A—H EXEC E—FICAYFET, $# EXEC E—
KICAB1=®IZ1F, 2T Tenable a7 K&, admin —HD/IRAT—KEZAH
TELENHY FET,
3. ATV FDETEMBLET,

CLIav<w kK E—FK

CLIIEZWS 2ADEHL DTV K E—FIZHdhnTHY., FE—FIZIEFHBEOaTUF
ty rHBHY., WKDOHADE—FRIZIFE 1 DUEDYTE—FABYET, VATL JOV
THZHOIRFIVI—Y ) EANTREBRENDE—FTHATESATVEFDYR b
NREREESNET,

d1—4H EXEC E—F

a2 bO—5TEyIavERBRTDE, 2— E—F (A—Y EXEC E— FEELHUE
FT)IZCAYES, A—H EXEC E— K TlE, avY FO—EOAZHEATEET, &2
£, 2<OI—HEXEC av Y Fl&. BEDEREFHRERTT D showaT U FPho U4
LB —T A REY YT TS clear ARV FDESIT, —HEMIZERERTT BT
NDIARVKRTY, arvbrA—50DY) T—rBEICA—Y EXEC a7 Y FIXRESINFERTA.

TOERTBAEE guest I—HE#FEALT, a2 bA—SDEy P a FMABLET,
JRY 7 b default>

BRTHE exit =l quit EABLFET,

FELH A—YFEXECE—FIE, aVVY—ILDBREEEFT D, VATLEREERTT
5. XY FI—VBEEERTILED VAT LIEROEED-OICFEALET,

51 EXEC E— bk
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CLIDFTRTDAIY RIZTIERTBICIL, ¥ EXEC E— FICAZRENHY FT,

admin TAOY A >3 BH, 1—HF EXEC E— KT enable A< FZAHAL T, admin /%

AT —RZIETEITNIE, BEEXEC E— FICARZENTEET, COE—FhBIE. &

RTOFEEXEC AY Y FEANTE, JO—NLBREE—RICASZELTEET,

o 7HOXRFBAE: A—Y EXEC E— KT enable E AAT BH. admin 2—H TR
1V LFET,

o OV k :default#

o f&THi%:disable EAALET,

CLla<wYvk E—F



o FLH:IDE—FEHEALT. YATLIFAILODEBELVSDOADFF T
DA—TF AV ERTLET, COE—FADTHIEREZRETHL-HICF. (FB—
NILREE—KDD)TIAILEDIRRT—REZZEBRELTLESL,

Ha—LBEEE— K

TA—NILEEE—FEZOHTE—FE2FERAL T, BITOREZERLFET ., REERE

T5E, a0 hA—50) T— FEICZOREFRERESA, YREZ—LENFET,

TA—NILREE—FMSIE, SEIFHEYTE—F (DIK) ITHBITL. SOICIREMTE

EHEEERITTEET, REY TE— FOFIE L TIL, security, qosrules, vlan 7 EA

HYET,

o HE: OV FA—S2RICERAIND/INSA—FE/ELFET,

o 7OV RFTBAEE: HHE EXEC E— FDIREET. configure terminal E AN LET,

e JOY 7k :controller(config)#

o WTAE exit EANT HM. Ctrl-Z 2| T & HHEEXEC E— K (1 DRIOLANIL)
ICRYZEY,

o FLH:IDE—FIF, WKOMDIRTLEREICFERSN, EBMOBEYITE—F
(security, qosrules. vlan) [CAYET,

m v N R 2 YN () I eV N
Z<LDCLIAT Y RIZDNTIE, Web A 22 —T 24 XL EEOHENHY . EB5D
AV8—DJx(REZFEALTLRLCERZTIENTEET ., UTDUR MK, Web 1
VA—T 4 ADOBEEITFLENITURTY,
EXEC €E—FOavT U F
® configure terminal
® no history
® no prompt
® no terminal length |width
® help
e cd
® copy (copy running-config startup-config. copy startup-config
runningconfig, 8L VI RTHO—AIIL / JYE—F copy Z&T )
® delete flash: image
® delete filename

® dir [ dirname ]
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debug
disable
enable
exit

quit

more (more running-config. more log log-file. more running-script #&{

)

prompt

rename

terminal history|size|length|width
traceroute

show history

show running-config

show terminal

gEE—FOavYF

do
ip ftp|scp|sftp username
ip ftp|scp|sftp password

show context

FIVr—2avERRER2 YT 28T HaT UK
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calendar set

timezone set|menu

date

capture-packets
analyze-capture

debug
diagnostics[-controller]
ping

pwd

shutdown controller force
reload controller default
run

setup

upgrade

ATV R SA0DAHFNDAIUER



a7 FOERR

downgrade

packet-capture-profile

poweroff

show
show
show
show
show
show
show
show
show
show
show
show

show

calendar
timezones

file systems
memory

controller cpu-utilization
processes

flash
high-availability
gosflows

scripts

station details
syslog-host

log

autochannel

high-

availability

telnet

syslog-host

a2 FOEBBRRS

controller# sh security-profile default

Security Profile Table

Security Profile Name

L2 Modes Allowed

Data Encrypt

Primary RADIUS Profile Name
Secondary RADIUS Profile Name

WEP Key (Alphanumeric/Hexadecimal)

Static WEP Key Index
Re-Key Period (seconds)

AX Y RTCLIZH L TR TAALETAEESHRLDIX. ZOaAT U FEERET 501+
DEEBHFEFTT, ROBFIE, show security AX Y KTIE, A<v Y FE sh[CHEAKBTES
ZEERLTWVWETD,

: default
: clear
: none

o Rkokkk
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Captive Portal : disabled

802.1X Network Initiation . off
Shared Key Authentication . off
Pre-shared Key (Alphanumeric/Hexadecimal) Hilalaialole
Group Key Interval (Seconds) : 0

PMK Caching : disabled
Key Rotation : disabled
Reauthentication . off

MAC Filtering : off
Firewall Capability : none
Firewall Filter ID :

Security Logging . off

Security Profile Table

Security Profile Name : default
L2 Modes Allowed ¢ clear
Data Encrypt ¢ none

Primary RADIUS Profile Name
Secondary RADIUS Profile Name

WEP Key (Alphanumeric/Hexadecimal) o okkokok
Static WEP Key Index )

Re-Key Period (seconds) : 0

Enable Multicast Re-Key . off
Enable Captive Portal : disabled
802.1X Network Initiation ¢ off
Enable Shared Key Authentication : off
Pre-shared Key (Alphanumeric/Hexadecimal) Hilalaiaiole
Enable Reauthentication : off

MAC Filtering : on

AT KD no 74—Lé& default 74— LDER
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FEAETRTHDREAYEFTno 74— LEFEATEET, —BRHMIZ. RDBAIC no

I+r—LZEFEALEY.

o HEHLWIIHEEETEMICT S,

¢ ATVFETIAILKMIVEY FT B,

e ATV FDTHI I IVEHIZT S,

¢ no JA—LGELTIATUFEFERALT, EAICH STV AEETHEERNICT 5H.
HBHWNEno A FDTFTH L avEHIZLET,

REAVYY FTld default 7+ —LEHEFEATEEFT, avY FD default 7+ — A2k YO
IURRENT AN EOREICRYET FEAEDIAT Y FIETIA4IL MK > TED
2% 518, default 7+ —Lldno 74— LERUMEEIZLZYZET, LML, LW<D2HD

a2 KM no 74—L4 & default 7+ —LDFEMA



ARV FETIAINMIESTEMIGY ., EHHIEEDT IAIL MEICERESNET, O
h5DIFEE., default AT FIFaT Y FEEMICL T, EHET 74 MEIZRELFE
T CNLDOEHIZTOVTIE, ARV FDYIT7 LA R=UTHBALET, LW 2HD
BETEIZRLET,

corpwifi# default history

corpwifi# default terminal length
corpwifi# default terminal width

ANILTDRER

ANILTDRT

VRATFL TAVI MO IRFaYI— () EANTDHE, KAV K E—RTHAT
EHAVVRDYRMARRTENFTAVTIER N BT 4T (XRIKE ) AL TEE
RATZBEEF.VIRFarI—9 ) DEDAR—R (HDINEAR—RZANGWN &
VHAREREKRZEEET, HEDXFEV—FT VATHEDSIVVERDYR MERTT SIS
X, VIXFarI—9 ?) DERICTEOXFE ZANLET, AR—RFANFEA, &
DBRRADANILTIE. HDT—FORLEEREI—VFICRFTTDIIENDS, T—F ANLTE
FFENET,

F—D—FFELEEIBZERTT HICIE. F—T—FFEE5HOMEICVIRFIY ¥—
2 () EAALET., ?) DHIZAR—RZFANTT, COBKXOAILTE, 2—HTT
[CAALFZaATU R, F—7— KR, B&UBIHICH L THEEATRELEF—7— FEIESI15%
RBERTHIEMND, AV FBXNILTEEENET,

F1: Help 2 v> FDH

BrY
(prompt)# help AVT SRTLOEEGHBERRLET .

T

av Yy

(prompt) # abbreviated-command? HEDE—FCHEATES. BEDXFIITH
F5IYURDOYRMERTRLETS,

(prompt)# abbreviated- BAMAEIT Y FEERLBICEETBMAES,
command<Tab>
(prompt)# ? AR K E—FTHATELIIRTOATU R
=RELET,
(prompt)# command? FOAIX U RTHRATE /XA T3> (5l
HEXF—T—F)DJRMERTLETS,
(prompt)# command keyword ? COAYYFTRICHATESBXDY X +E
=RLET,
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RRENDTOVT FEIREE—FICE>TRBYET,

ARV REF—T—FE, TAZTLZERNICHETCELIRIICETERTEET, &2
I£. configure terminal A< ¥ FTHMNIEL, config t EWLVI KSITHBTEET,

help ARV FEANTBHE AT SRTLOFANRRINET, Thilk, Enavy
FE—FTELRATEEY,

AT R EXM)DFEH

CLIX. £y avHhIZAASNEaIT Y FOER M) ZRET HHEZBATHET, =
DBEEIX. RV ROEHLBEIT U RE NSA—2FDV LEFEBLTEANT SIS
BIZERTY, XU F ERXR M) DOBEEZFERT 5IC1E. UTOREEZETLET,

o OTYURERMN)NRYI7DHAXELY FT 5

o AT UKRERUHT

o OTUF ERMMEEEEMNICTS

ATV RERRMN) N T 7DHALAXDEY k
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FTIAIKRTIE, CLIZFER MY Ny T7IZ 10D FIT2EHLET, WEDE —
SHIL(HKR)EY DI VTIORTLAEHET ST FOTHEEY L. O F ER
b EEZEBMIZT BIZIX, terminal history AW FZEALEY,

controller# terminal history [size n]

terminal no history size AX Y K&, EX FY Ny T 7ICRESATWSITHEY
Ty bL. TIAILETHS 10 TEzIE size THELLITHRIZLET,

EXFY Ny T 7ORBERTT BT, default history EABLET,

controller# default history

EXRY NYITFOREERTT BIZIE, terminal history EAHALET,
controller# terminal history

7 interface DotllRadio 1

8 end

9 interface Fast Ethernet controller 1 2

10 show interface DotllRadio 1

11 end
12 show interfaces FastEthernet controller 1 2
13 sh alarm

OV KR ERMYDERA



14 sh sec
15 sh security

ATV ROMUHL

EXMY Ny T7hbavy FEREVETICIE, UTOavT Y R, £-E3—0#EsE0
TEFERALET.
o Ctrl-P £=lF LREFXAF—, ChIZKY., EX MY NYTFIZREIATVWSERE

HFLOLOTY KASIEERIC, O Y KAV HEINET, COFXF—ANERYIRT &,
HWaAT Y RIZEMADE->THEVHEESAET,

e Ctrl-N #1=(& FTRIEXH*—, EX M) Ny T 7DHRT, Ctrl-P Ff(T LRA EKED
F—THUHLfzaT Y FOZICHELWLWIAT U FIZRYET,

e lnumber, EX Y YR LD number DAR 2 FHEEITLET, terminal history 3
<2 K #Ffzl& show history AT FZEFERALT. EXRMY) Ny T7ZE2—BRRL.

FD%., COATURZEFRALT. FOV—4 Vv ABETRRSNAT Y FEBEET
Liﬂ-o

o ERRY NYIT7ORBERFRT BDIZIX, show history ATV FEFERLET,

controller# show history
aAv Uk ER MY BEEEDEL
WARER )BEEIL. BRIMNICENCHES>TVET, BITOHEREY a3 v TCIOWMELE

M BIZIE. 454 EXEC E— FETILIEHHE EXEC £— KT no terminal history &
ADLET,

controller# no terminal history

show A< FOREAIZHEITELHERADRRER

show AR Y FOHNIZHIEBAZFREIRETSHICIE, UTOaAT U FEFERA LET,

show argument | grep "string"

COHEEEFERT HICIE, BE—D show av Y KL grep ~DAAIZTES, showa~v
VRIZIEBIBEFRETEFTRA (12 XL, show ap 54 DL S53HaT L KEK ), "string"
IS, VTFSLXFZEEELET, CCTIXAPBA DESITANFIMXFERERNSh, =
ESAMCTHECHBRENHYET, XY RTFIZOZT 1 AOXFEINREDHAEETTEET,

& LT, show ap AR FOHEATAP-54 EVWSERERRLTRTT BIZIE, UTD
aAYYUREAALET,

controller# show ap | grep "AP-54"

show 2T Y FOHAIZH T EEBADKRE 49



AP ID AP Name Serial Number Op State Availability Runtime
Connectivity AP Model AP Type

54 AP-54 00:0c:e6:00:3e:a8 Disabled Offline 3.1.4-25 None
AP201 Local

AP Table(1 entry)

CLIZA>T rOAREATA R

FIAI LD CL 7OV Tk

FTIAIERTIEK.CLI 7RV T &, — EXEC E— FDBBIZIZV AT LEZDEIZKE
Y5 (>) . ¥ EXEC E— FDIBRICE I vy—TRS #) LBV FET,

CLIZ7AY T hE2HAREITARTHBEHOaATUR

VATFLDCL 7OV T FEAREITAXTBIZIE. T A—NILEREE—FTUTOWLWTH
MDA REFALET,

R2:CLI O TP EHNREVL AT BEHDIV R

avwv kR B
prompt XF3// CLIZRYTrEhRETARXLET,
no prompt CLI7ZOV T rORREEDIZLET,
default prompt ;D‘/j Fa, TOALPTHEIRAMEICEY FLE

i R 1 DR 1F
i R 5% TE D R
BEOES LEERO LTS, BEOHRREERRT BT, UTFOLSCAALET.

controller> show terminal

Terminal Length: (%]
Terminal Width: 80
History Buffer Size: 10

50 CLIZav7 rDHRETAR



mAREEDR S EERDEY b
FTI4I LTI, BROEEIZ 0T, 18X 80FTY, COTIAHILMEEEZLEEL T,
BTty a > TOREDHREADITHSD 2 WVEIXFINEHRET 521X, 21— EXEC
E—KTUTOavY FEFERALETS.

controller> terminal length screen-length
controller> terminal width characters

HARDRS EMRET 74 I MEIZU Y bTHICIE, default 372 FEFERALET,

controller> default terminal length
controller> default terminal width

HMARDKRESEEALNDIEIZT DL R—DBORTAF VITHEY FT, HADREAIHR
DRSZBADE. TOHAE—FHFIEL, ——More— ERTENFET,

1. —-More--- 7AV T R TAR—=X N—%HF L ZOHADRDR—INRFTEINE
_d—o
2. -—-More--- 7OV T FTEnter ¥—%##3 &, TOHADXRD 1 THARTEINET,

3. —-More--- FOVT FTA—HFNINUNDOXFEIHRTE, TOHANETL, a7V
F7OUTrRRRENET,

g NRT

w3 UERTTBICIE. 1—Y EXEC E— FE=IL454E EXEC E— RTULTDaT Y
FEFEALET,

controller> exit

INAT— RKTHOAR—ANDEHR

CLIf A —T7 x4 RATIEFHBRAHY . AR—RAEFHTEZNRAT—FK JL—XEAHNTS
L. A—HFIZH L TRIINBERSNDGENHYET, LHL. ThE5D/SRT— FIE Web
Ul TIXEBEICERTE, AR—XLPARICEMTEES, L. "RT—FK JL—X%
SIAMFCRLE. CLITHIRRT—RIZCAR—RZEBMTEET,

default(15)# password “sample password”
default(15)#

IRAT—FIESIABGELTANT B0, ERICEESINDNNRT—FIE, LETIE
sample password DD IZH Y £3,

vyl arDET 51
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3

A—YH A8 —TJx44RXAIK

AETIEK, 7RV T L (EE) DEE. HROERE. #EORTLEENI—HF (4 —Tx
A ADFRFEIZET ST FIZOVWTHBALET, Flz. ANLTORTFOET., KDY
VR LRIIZABE=HDaAT Y RIZDWTHBLES,

o ?7(54 N—2)

® Jdisable (55 N—2°)

® Jo (56 N—)

® cnable (57 X—<°)

e end (58 N—20)

o oxit (59 N—2)

® help (60 N—)

® prompt (62 X—<°)

® quit (63 X—°)

® show history (64 X—°)

® show terminal (65 NX—<)
o terminal history (66 N—<°)
e terminal history size (67 NX—5°)
o terminal length (68 N—2°)
o terminal width (69 N—<°)
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°vJ

FERAENDITU R LALICEARIGELGY T PO R MERTLET,

X ?

avo kR TRC

E—F

TI24NE

& CLIDELARLT 2?2 ZEANTBEANLTHRRRINET., ELALT? 2ERATHE. T

RTOAR Y FDIRAIARTENES, EIAY U FOERT? 2ERAT &, EATRES
HTARFEF T avDYRMRRRENET,

=K controllers ?
debug Turns on debugging.
default Reset to default values.
enable Enables privileged mode.
exit Exit the CLI.
help Displays help information.
no Disables various parameters.
prompt Customizes the CLI prompt.
quit Exit the CLI.
show Displays various system parameters.
terminal Displays or sets terminal characteristics.

fEa<v UK help (60 X—=3)
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disable

H LU
| d
AN

T

T+

H
S

{5

BEEXEC E—F##&TL., —Y EXEC E— FZBBLET,

disable

21— EXEC

Y EXEC E— FTHEZ2LTULABREIC, disable a<v Y FEFEHALTLI—Y EXEC E— K
ZRALET, 7OV T I, HEEXEC E— KDOBAIC# &Y, 22— EXEC E— K

TlE>IZEDLYZFET,

UTDaT Y FIE, HHEEXEC E—FE#TL, 21— EXEC E— FEFMBLET.

controller# disable

controller>

enable (57 X—5)
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do

(378

FTIXIE

Rz

{52 Rl

56

FENDaAYUFKF E—FMALCLIOY Y RFEEITLET,

do <command>

command £33+ SCLIavTY K E—F,

IRTOREE—F

do AWV RZFEALT, YO—NILBEE—FHIVEVLWTIAADHREFTE— KM D
EXEC LR)LaT > K (copy. default, show % &) 2T LET,

UTDaT Y Fi&, $5# EXEC E— FIZRLFIZ, 774 /L startup-config ICIRTEDER
EERELET,

controller(config)# do copy running-config startup-config

LUTFOa<w R, avra—SDIPEEERRTLEDT,

controller(config)# do show ip

Interface Number IP Address NetMask Gateway Address
Assignment Type Interface Mode

1 172.26.0.53 255.255.240.0 172.26.0.1 DHCP
active

IP Addresses(1 entry)
controller#
controller(config)#



enable

H LU
| d
AN
T

T+

H
r‘ilwo

{5

BEavY R

Y¥1E EXEC E— FZBBLET,

enable

21— EXEC

I1—H EXEC E— FTenable Y FEFEAL T, FHEEXEC E— FZHBLET,
EXEC E— RZBBLET, OV T I, A—F EXEC E— RFDBEEIZ> 1Y, 458

EXEC E— KT #IZZEDLYET,

I—H EXEC E— FTEFTEINBUTOITY RIZ. EE/AART— FOAHE. $51E EXEC

E—FZERBLES.

controller> enable
Password:
controller#

disable (55 X—°)
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end

BREE—FE#®RTL, HEEXECE—FZRBLET,

ﬁEjt end

avy R

E—FK

FTI+IE L

& KEDHEE—FTlEend aTY FEFEALT, BEE—FZKRT L. 454 EXEC E—F
*HERBLES.

= RAHI LUTFDaAT Y REGEATRE, X2 T FOT7ALBLUSTO—NILBEEE— A

BT L. HEEXEC E—FICAYET,

controller(config-security)# end
controller#

fEa<v UK exit (59 X—=2)
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X

FTIAIE

R

fs2 FR I

BEE-—FERTLTRICBUEOE—FZERBLET . HSHLEI—H EXEC E— KT CLI
ERTLET.

exit

FRT

exit AVYRF, BELEDATU R E—FTERELTLAMNZE>THEHENERY ET,
WIhADREE—FDIBE. exit Aav U FEFEALT. E—FZRTLTRIZEVE—
FEBIALET, —HHDIIFE EXEC E— FDBE. exit a7 REHEEL T, CLI
ERTLET,

UFOaRYRiE, £X2UTF 4 FOT7 A LBREE—FERTL, RITEBVWE—F (4
O—/NLBREE—F) BB LET.

controller(config-security)# exit
controller(config)#

quit (63 N—=2)

59



help

BARVEKEDANILTERRTLET,

B help
help <command>
command BELIZATY FICETAANLTERTLET,

avyk IAT

EF—F

TIHIE BENDIATU R LALTHATEEITY FE—EBERTLET,

& help A7y K&, BAENDITU K E—KOYRTL AT RE—EBRTLET, help 3
IURIE ?2aAX YV RERFRERY, a9 REYTaT U FOYR MERRLET, a7V
FORIIZ help #A AT HE. TDAT Y FOFBELKRTIIN F£9,

=R controller(config)# help radius-profile

radius-profile:
Manage RADIUS servers.

UTOHlX, radius-profile ¥ > K 4 JE— FTCHATEELGZIT U FERRTLTVET,

meru-wifi(config-radius)# help

default Set RADIUS profile parameters to default value.
description Specifies the RADIUS node.

do Executes an IOSCLI command.

end Save changes, and return to privileged EXEC mode.
exit Save changes, and return to global configuration mode.
help Displays help information.

ip-address Configures the IP address.

key Configures the secret key.

mac-delimiter Configures the MAC Delimiter.

no Disabling RADIUS profile parameters.
password-type Configures the RADIUS Password Type.

60



ek

avw vk

? (54 X—22)
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prompt

CLlZ7av7+2ZELEY,

X prompt <prompt-name>
no prompt
prompt-name ;FLwWIFor 7 o,
avwo kR ## EXEC
E—F
TIAIE FIALbDOTAYT REIL, default TY,
A& DAYV FREFEALT.CLIOTAY T EEEELET, no prompt A7 REFRAL

T, Ly avomkIOor T EEMIZLET,

{5 A5l LTOav Y Rk, 7> 4% default 55 controller [(CZEELET,

default# prompt controller
controller#

62



CLIZ#TLZEY,

quit

21— EXEC

L

quit AT FEEALT, CLIZ®TLEY,

UTDavwr Rk, CLIZRTLEY,

default# quit

exit (59 N—25)



show history

DOty arvTRAEFRASN ATV RFOYRARERELET,

.94 show history

avoFk 1—HH L UHFIE EXEC E—F

E—F

T24NE FIANEDER MY 44 XE 10 TT,

A& show history YV FZHERALT. REAALFOTUFERRLET, EX Y Ry

T77MNRTIT BT FOHIL. terminal history size AY Y FIZK>TRESNFET,

£ A5 LTFDavyRiE, SOty avTANSAERFO 10BADIYY FERTLET,

default> show history
26 access-list permit import acl
27 exit
28 show access-list permit
29 configure terminal
30 access-list deny on
31 exit
32 show access-list deny
33 disable
default>

BEEaTUF terminal history size (67 N—2°)
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show terminal

H LU
| d
.\V

T

T+

H
r‘ilwo

fs2 FR I

MAREEERTLES

show terminal

A—YEIUHEHHEEXEC E—F

RE. B Ny 77 YA XE2BT. REDHROREERTLET,

UTFDavy R, ImRBEERTLES .

controller# show terminal

Terminal Length: 50
Terminal Width: 80
History Buffer Size: 10
controller#

® terminal history (66 N—=5)

e terminal history size (67 N—=°)
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terminal history

AREShEaT U FOER M) ERRELET,

B terminal history
no terminal history

avwo kR A—HFE LV EXEC £E— K

E—F

FI4ILE FIFILEDERRY Ny T7 B4 XE 10 T,

A& COIHEKRTORFD 10BENDIT U FERRLET . no 74— LEFRTHE. BEDEY
a3V TIDEENENIZHEYET,

fE AR UTDaAR Y RERETHE.COWMKRTRAFEASINZ 10BN RKBARRTEINET,

controller# terminal history
15 prompt default
16 show terminal
17 show terminal
18 terminal history
19 show terminal
20 terminal
21 show terminal
22 show terminal
22 terminal history
23 show terminal
controller#

BEITUF ® show terminal (65 N—=°)

e terminal history size (67 N—<)
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terminal history size

(378

{52 Rl

EXNY Ny T7ICRBESNDITHRELEELFT,

terminal history size <historysize>
no terminal history

historysize ERNY NYTFICFRRERSNBITH, ASNMEE 0~ 1,000 T
EI

1—4 EXEC

TIAHILEFDER MY 4 XL 10 TG,

WMRIZKRTFT DITHELBELET . €0 (0) ZHEET L. RIRSNDER MY ITHA T4
L1 124 Y ZEF, noterminal history A< > F&FERATHE. EX M HRENEIZLY
£9,

UTDaAT Y REEETHE. EXMNY RNy T7 YA XMW EBRESHh, RFNIBENaT
U RBREINET,

controller# terminal history size 33
controller#
controller# show terminal

Terminal Length: 10
Terminal Width: 80
History Buffer Size: 33

e show terminal (65 N—<°)

e terminal history (66 N—=°)
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terminal length

(378

{52 Rl

68

WRICRTT DITRERELFS.

terminal length <length>

length

WRIZRTT T8 ARLEHZ 0 ~ 256 TY,

A—HE X VHHE EXEC E—F

€0 (0) 7.

WRDITHERTLET, CD/INFTA—2ZF 012K
YRELRERET DL, TAVIFERLRBIL—TRTRREINET,

controller# terminal length 100

controller#

terminal width (69 N—<%)

ETHENTIODRREN FT. 0 &



terminal width

WRICRTT DN LBERELFS,

(378

FTIXIE

{52 Rl

terminal width <width>

width

WRICRTT SN 5 LE. EHNLBERE0~80TY,

A—HH K UEE EXEC E—F

0 (0) 7.

WMARDHSLBERTLES, CONTA—FZ0ICRETDHE N DFTLTORRENFE

To

controllert# terminal width 60

controller#

terminal length (68 N—<5)
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4 TFAIEEBIOIUF

RETE, VRATLAAA—CBEUNVITITRETFANGBEDVRTL T74ILD
ERBICERT STV FIZDODVWTEHRALET, HEDRTF. FortiWLC (SD) /A—2 32D
TyvTTL—RFELUTIU T L—F BEZELKEELTCEERT S0ODEFRERTT
58T RIZOVWTHEBALETS,

o cd (72 X—2)

e copy (73 N—25)

® copy running-config (75 ~N—2°)

o delete (77 XN—25)

o Jir (79 N—2°)

e downgrade (81 N—2°)

® more (82 X—°)

o pwd (84 N—2°)

® rename (85 N—2°)

® run (86 N—2°)

® show controller file systems (87 NX—22)

® show flash (89 N—<°)

® show running-config (90 N—=°)

® show startup-config (91 X—<°)

® show scripts (92 X—<)

® upgrade ap (93 N—<°)

® upgrade controller (95 N—32)

® upgrade system (97 N—2°)
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cd

(378

FTIXIE

A&

=Rl

BAEavU R

72

REDEET ALY FYERELFET,

cd
cd <directory>

directory REDEETALI M) ELTRETHTALY FIDE
Ao

Y51 EXEC

TI7+IWEDEET LY LI images T,

A ZBERMTANTEE.TIAILLDEET ALY R (images) ICEBLET . F=. T«
LY b)RAZERELTCcd 2FEATHE. BEDEET ALY MU ERODVWTIALDT 1 L
g hJICERELET,

ATS/scripts AP J—t R9 YT rHEMENTNET ALY FY
capture Ry MERIZ7ZALEETTALI Y
images FITITL—R A A=DFEELTALI R,

LUTFMDaTY Fl&, ATS/scripts T4 LY bUIZBEIL T, EEZHELT, 7741+
D images T4 LY FUIZRY ET,

controller# cd ATS/scripts
controller# pwd
ATS/scripts

controller# cd
controller# pwd

images

o (Jir (79 N—2°)
o pwd (84 N—2)



copy

(378

7274 0LEO—AILELVYE—FTIE—LET,

copy filename ftp://<username>:<password>@server/filename ( 7 71L& )
E—FICabE—)

copy ftp://<username>:<password>@server/filename .()JE—F Z7A N EO—
ANIcar—)

copy filename scp://<username>:<password>@server/directory/filename ( 77
ANEJE—FZaE—)

copy sftp://<username>:<password>@server/filename .( ') E—bF 774 %
O—AJ)LZabl—)

copy filename tftp://server/filename ( 2 7AIN%EY)E—FZaE—)

copy tftp://server/filename( ) E— b+ Z7AINZEO—HNIZaE—)

filename JE—rEEIZO—HIL T7A4ILDLFHI,

ftp:// FTP #AL. ZOHY—N\THEMZLI—FRBEFALT.

<username>:<password> v rO—5&H—NETIF7ALEEELET, /IR

@server J—REHEETEET, BELHWE, SRT—FKEAR
TELSBERINFET,

scp://lusername@server SCP #FRHL. #OH—NTAYLEI—YLEFEHALT.
AV FA—FEY—/ETI7AILEEELET,

sftp:// SFTP R L. TOHY—NTHEHLGLI—FHEERALT.

<username>:<password> v rO—S¢H—NETIFAILEGEELET, /IR

@server J—FEEETEFET, BELGWE, XRT—FZARD
THEOIBERINET,

tftp://server/ TFTP ZEAL T, av hrA—SEY—NRBTI7M4ILE

RELFEFYT (L —HFREFTE),

¥4 EXEC

FTP %W ME SSH H—N\ABEET DV E—F T7/I)L SATFLT, avba—5~, &
flIFayrO0—ShoT77A4ILEIE—LET,
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£

74

HPNDATY FIZEY FTP #{HA L T, userl@serveri/home/backup/ 1277 4 JL
dflt_backup.dbu AAE—ZhFFT2EBDAT UV FIZKY UE—rNVITVT 77
AIDBA—AIL T4LY FJICTE—SNFET ((FYy F)IE. IE—SNBET71ILED
a—kAhv TY (dflt_backup.dbudflt_backup.dbu)),

controller# copy dflt_backup.dbu ftp://userl@serverl/home/backup/
dflt_backup.dbu

FTP password:
controller#

controller# copy ftp://userl@serverl/home/backup/dflt_backup.dbu .
FTP password:
controller#



copy running-config

(378

FTIXIE

A

&

ETHPOREEA—HIL 753922 HBWVEVE—F VRATFALIZOIE—=LFET,

copy running-config startup-config

copy running-config ftp://username<:password>@server/directory/filename
copy running-config scp://username<:password>@server/directory/filename
copy running-config tftp://server/directory/filename

copy filename running-config

ftp:// FTP #FHAL. ZOY—N\THEYHZI—FLEFEALT. 3

username<:password>@s > hO—S &H—N\BETI7AILEGEELET, /SRT—FK%

erver BETEET, EELHEVE, NRT—FRZAHATEESER
ShzEd,

scp://lusername@server SCP #{FH L. FOHY—N\TEMNHI—HFLEFAL T, O
v bA—F¢Y—/\HTI7AILEGEELET,

tftp:/iserver/ TFTP #EAL T, A bA—S &Y —/\BTI 7ML % #EE
LET (A—HRIEIFE),
startup-config HEERIBELES,
filename running-config NDHEAHBWEANELTHERAT ST 7ML
DI 74IE,
15+ EXEC

T4 MMIBAERTPOERETT,

copy running-config AV YV FZFERAL T, BERTHIOREZVRATLEREET S
startup-config IC&K > TR EINEA—AIL TSV aBET 7M. HDHWVIENY Y
7y TELTHERAT A E—F H—NN[ZaE—LET, VE—F H—N\ZFaE—IZFERT
5156, 774X FTP, SFTP, SCP 5 WML TFTP AL TEETEET . ZIEXD
T7ANBIFI—FHIRIRARETT,

COARVFIF AAT7AILDAT Y FIZHT HETHDFREZFZEET 5. running-config
ADARELT, Z7MLEEZIHFITET,

JE—b OT—=23 0T 7AILERYRALITIE, copy aX Y FEFERALET,

75



fERAHI LTDavy Rk, WEFhADFTP 2#AL T, BAERITHDRE % useri@serverl/
home/backup/ [CaAE—LZET,

controller# copy running-config ftp://userl:mypwd@serverl/home/backup/
running-config

EEav> K copy (73 X—5)
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delete

(378

FTIAIE

{52 Rl

DRTLDS T FAINEBIRT BN VRATLOAA—SETYvTIL—FLET,

delete <filename>
delete flash: <filename>

filename

HIFR9 2774 ILD&TR,
flash: filename HIRT 27 v T L— K A4 A—CDEHT,

%1 EXEC

ARV KREFERALT, 27A4LHBBINVET Y TITL—F A A—CFBIBRLET, 2D
ATV KRIE, A A= FA LI MJIZEDO—RENTWEAELREIZR A A —D
T7A4NEHIBRLT, 759221 A—FOREZHRT HGEITRILEET, dir OT >
4> show flash XY RZEFRAL T, 1 A=Y T4 LY FPJIZRFESATWE 7741
EHERLET.

UFTOavy kK Y—H52RIE capture T4 LY FUDABZERTL, 72741
my_capture_file ZHIfkL. BETA LY FUDABTERRTLET,

controller# cd capture
controller# pwd
/capture

controller# dir
dir

total 1
-rw-r--r-- 1 root root 28658 May 14 12:02 my_capture_file
controller# delete my_capture_file

controller# dir

total o

UTDaAT U RIEISysa AEUMNST74)L 3.0-139 ZHIBRLET .

77
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avw vk

controller# delete flash: 3.0-139
controller#

® (Jir (79 N—2)
o pwd (84 N—%)
® show flash (89 N—<°)



(378

iU
| d
.\l

T

T4

fs2 FR I

TALY FIDRBERTLET,

dir
dir <directory>

directory RRITBT2LY MDRTL

154E EXEC

BEDEET ALY FIERTLET,

dir #ffALT. BEDTA LY P ABROFHMLEVRMERTLET, T3 00
directory SI8 &AL T. ZDMODT s LY LU EERBELET . A T3 >DTaLI RY
[SIEUTAEENET,

ATS/scriptsThe directory containing the AP boot scripts.
backupThe directory containing the backup databases.
captureThe directory containing packet capture files.
imagesThe directory containing the system images.
scriptsThe directory containing the controller scripts.

UTDavy FEREDTA LY M EBLVEORBTERTLET,

controller# dir

total 70

drwxr-xr-x 8 root root 1024 Jan 30 19:00 meru-3.5-45
drwxrwxr-x 8 522 522 1024 Feb 21 19:34 meru-3.5-46
-PW-r--pr-- 1 root root 3195 Feb 19 10:17 meru.user-

diagnostics.Dickens.2008-02-19.02-17-17.tar.gz

-rW-r--r-- 1 root root 3064 Feb 21 08:50 meru.user-
diagnostics.Dickens.2008-02-21.00-50-50.tar.gz

-rW-r--r-- 1 root root 2635 Feb 21 10:12 meru.user-
diagnostics.Dickens.2008-02-21.10-12-54.tar.gz

-rW-r--r-- 1 root root 3336 Mar 5 05:54 meru.user-
diagnostics.Dickens.2008-03-05.05-54-51.tar.gz

-PrW-r--r-- 1 root root 2398 Feb 22 10:24 meru.user-
diagnostics.default.2008-02-22.10-24-42.tar.gz
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80

ek

\O

.

Lrwxrwxrwx

1 root

3.5-46/mibs/mibs.tar.gz

-rW-r--r-- 1
-PW-r--r-- 1
-PW-r--r-- 1
“PW------- 1

controller# dir
total 2
-rW-r--r-- 1

controller#

pwd (84 X—22)

root
root
root
root

scripts

root

root

root
root
root
root

root

28 Feb 21 08:50 mibs.tar.gz -> meru-

16778 Feb
18588 Mar
11172 Mar

1915 Feb

1239 Feb

21 08:
6 02:
5 05:

21 08:

21 19:

50
56
59
50

16

pre-upgrade-config
script.log
startup-config
upgrade.log

create_rules.cli



downgrade

DRATLEEYUGL—KLET,

X downgrade system version

avwok 1€ EXEC

E—F

TI24NE L

& DATLIZUEICA VR =L EN T =4 A —TIZET5EI1Z. downgrade system O <
VREFALET, COFIUIL—FRE OV FO—SETRTODAP ICEHEFRIZLE
ER
show flash AY U FEFERLTHA DU IL—FRTEBZVRATLAA—=VDY R MERTE
LET

{2 R UTDaAT Y RIT&Y, YRFLRETO VT L—REhET,

controller# downgrade system 3.2-116

BEavT VR e show flash (89 X—<)
® upgrade system (97 N—2°)
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more

HHLE I FALBHDINIRTLERERTLET,

X more running-config
more startup-config
more running-script
more file <pathname>

more log

avwok 1€ EXEC

E—F

T4k

A& ZMax 2 R#&EMAL T, running-config, startup-config, & & U XA F L B4 (syslogd.log)
IEFNDELIBVRATLREICEHT HSESETLHMERETFVHLET, file F—7—
REFERLT. RETDI7MILDTLH/INRLEZHEELET, more running-config 3
< > Rl&. show running-config v > K& RETY,
OV REELETBICIE. Crl-C E#WLET,

=K RIZRT D& running-config HAD—ETY,

default# more running-config
configure terminal

no ip dhcp-passthrough

audit period 60

auto-ap-upgrade enable
optimization none

hostname meru-wifi

ip dhcp-server 10.0.0.10

ip address 192.168.10.2 255.255.255.0
ip default-gateway 192.168.10.1
ip domainname 10.0.0.10

gosvars admission admitall
gosvars ttl ©

gosvars udpttl o

82



gosvars tcpttl o

gosvars enable

gosvars bwscaling 100

gosvars intercell-periodicity 30
gosvars drop-policy head
rogue-ap detection

rogue-ap acl 00:0c:e6:02:9e:6f
rogue-ap acl ©00:0c:e6:03:5f:67
rogue-ap acl 00:0c:e6:04:5f:67
rogue-ap acl ©00:0c:e6:05:b0:7a
rogue-ap acl 00:0c:e6:06:26:df
rogue-ap acl 00:0c:e6:07:17:d5
rogue-ap acl ©00:0c:e6:08:e9:29

BEavY R show running-config (90 NX—<5)



84

REDEET LI FUERRLET,

pwd

5 EXEC

REDEETA LI FITY,

COARUFEFEALT, REDEETALI FPIDTILNRREHRELET,

controller# pwd

images
controller#

dir (79 X—22)



rename

(378

T+

P&

fs2 FR Bl

O—AIL 774 ILDERIEEELET,

rename <source> <file_dst>

source BRELEET DD I 74 ILDATRI

file_dst EEEDEZRE. DFEY T 7M1 ILEDOHFH L AT,
44 EXEC

Tl

CDARVEEFERALT, Z7M4ILDEHELEELET,

UTOav Y FI& dflt_backup.mbu &LVS 7 7 A L& % default_backup.mbu [CEFE L

35?-0

controller# rename dflt_backup.mbu default_backup.mbu

controller#

dir (79 ~X—23)
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run

BESNERV YT LEETLET,

B run <script_file>
script_file ETTBIRIVT D IIIRRE,
avvFk 1€ EXEC
E—F
TIHIE L
FAi& COAXUREFEALT. TR MELEZOMOBHT ) r—>a v %RTL. BEICE
DIERERTLET,
{3 A controller# cd ATS/scripts
controller# dir
total 4

-rw-rw-r-- 1 root root 3922 Jan 13 10:05 jan@l-config
controller# run jan@l-config
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show controller file systems

T+

F&

=Rl

AV EA=3 TN YRTLAICET SERERTLES,

show controller file systems

¥ EXEC

CDARVKRFVARATFLTALIR)ETFAIL DRATFLIZDVTDERERTLET,
UTORERMNMRESIET,

& 3: show controller file systems MDH 7

RS A—4 L]

Filesystem 774N PATLDARERTLET, T4 LY FUDBE. none &
=RLET,

1K blocks 774N PRATLERETA LY FUBRERTEZESICHRESATL
51K F TAvHOHERTLET,

Used 774N DRATLERETA LY ML RAEFERALTLS 1K/ A k
JOvIHBERTLET,

Available T7AN PRATFLERIET 4 LY FYAMERTRER 1K/ ~ Tay

IB(EEAR—R)ERTLET,

Use % T7A4IN DRATLERIETALY FUDMNBREFEAL TS EAAREY
JOv I DEE (%) ERELET,

Mounted on T7AIN SRATLRRIY FENTWAIYI U MRSV MERTT S
M TALIRJDIRREZEYRAMLET,

UTOaAR Y RIEVRTL 77A4IILIZEAT 5 EHERTLET .

controller# show controller file systems
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.

Filesystem
/dev/hda2
none

none

none

none

none

controller#

1k-blocks
428972
4880
19528
9764
9764
9764

Used
230456
40
6256
2944
896

0

Available
175630
4840
13272
6820

8868

9764

Mounted on

/

/dev/shm
/opt/meru/var/run
/opt/meru/var/log
/tmp
/opt/meru/capture



show flash

H LU
| d
AN

T

T+

H
s

fs2 FR I

VARTLAA—=D T7ANRETSTVIa AEVIZRELET,

show flash

4$4E EXEC

COATUREFEALT, 7592 44— D74 ERRTLET,

LTDaAT Y RIEISYoa M +A— D74 LB ERRTLET,

controller# show flash
5.0-87
5.1-47

controller#
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show running-config

REDA FO—FREEZRTLET,

.94 show running-config

avwv kR ##E EXEC

E—F

TIALE L

& COARUREFALT, BEOVATLRENTA—4E2RRLET.

BEITVF more (82 X—2)
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show startup-config

AV EPA—SDRA— 7Y TREERRTLET,

H LU
| d
.\V
T

T+

H
2

show startup-config

154E EXEC

ARV KEFALT, a2 rO—5DREI— 7Y THREFRRLET, < OHREIL

AV MA—SHRBET DI EFICERASINET,

® copy running-config (75 N—2%)

® more (82 X—°)
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show scripts

fs2 FR I

92

BYEAP RO ) T rERFELET,

show scripts

EXEC

ARV EEFEALT. B AP RV YT (ERIE, AP ZEBT DRI 1) T
) D&RTZRRLET . UTOFIE, RYYThDaE—%EdL, S5ICaE—MNET
LE=#BODRY ) TrERLTVWETD,

UTOHFIE, R2 Y T rOaE—%2El L, EHICIE—ARET LEEDRY Y T RERL

controller# cd ATS/scripts
controller# copy scp://jsmith@server2/home/jsmith/default-ap .
SCP Password:

de"FaUlt'ap 1@9% |*****************************| 3 ee.ee
controller# show scripts

default-ap

controller#



upgrade ap

(378

T4

R

TICRARRAVECDVRTLAA—DET T L—FRLET,

upgrade ap <version>
upgrade ap same <id>
upgrade ap same <range>
upgrade ap same all

version Tl L—FEIZEREINS FortiWLC (SD) YR T L A A—
CSHIN—2 3,
same <id |range | all> Y bA—SHAEFLTVEIVRTLYI DT T7ERLN—
TavIic. TOHERRRAU DA A—=CE Ty TSI L—FKLE
E
e [d-aAY FA—FMHEFTINTWBILVRATLYIbDTE
RCNA—C 3V, BEOIDDT7O A RA b ET YT
JL—FKLZET,
e range- YR FT(HUIENATUEFEAL, AR—ZP
DAL EFA—KRIZFERALEWNT)EELESEED AP 27 v
TFOL—FLET, APID &, RIBEIZY R bR T 2 E
NHYES,
e al-aY FO—SAETINTVEIIRTLYI+ITT
ERULNA=DavIc, $RTOTFIERA RS UM A A=
#7vITL—FKLET,

H¥1 EXEC

TIOERRLA UV MDIVRTLAA—=SET YT T L—FTBRIIC. EfELIzA A—D %D
vhO—5Mimages T4 LY bUIZERELET, 7Y TIL— KT BRI, 41 A—DN
images T4 LY FJIZHEELTLWARELAHY FI . dirav U FEFERALT. T4 LIk
DRDA A—D#REELET,

copy AV Y REFERALT, FIRDAA—2 J7 AL EGEELET, EXIE FTP 2EH
LTI774 1 %ZE&ETBHICIE. UTEZAHDLET,

controller# copy ftp://jane@l@.1.1.1/meru-3.2.tar .
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fs2 FR I

BAEavU R

94

ip ftp password X Y RZFERALTT 74 M FTP/RART—FDHREZETT LTV
BEIF. XRT—FOEREARNIRTINET,

T7ANLDEEITEESINIC L FHRT HICIE. UTEAADLET,

controller# show flash
3.2

HEZEET S LLTEEY,

UFOIATURE. DA 7. BEUV10DTIER RSV b EN—=2D3 033127y 7T
JUL—FKLFEY,

controller# upgrade ap 3.3 1,7,10

UTDOa<TYRiE. IDA4, 7. 10, 12 ~20 FETOT7 IR RA >V hE/N— 23233
27y FoL—FKLET,

controller# upgrade ap 3.3 4-7,10,12-20

UTDaAvR Y R ITRTODTIERAKRA D 2. AV FO—SHAERTHOATL A A —
SERMUEN—VavIZTY T L—FRLET,

controller# upgrade ap same
This will overwrite all existing system images.Are you sure [y|n]? y

TyvFTL—F JORARKRRENET . TV TTL— BB THE UTDE I G A Y
T—URARTEINFET,

Upgrading APs
1 AP-1 :::::::::::::::::::::::::I Success
controller#

upgrade system (97 X—=°)



upgrade controller

(378

fs2 FR Bl

AV PA—SDIVRTLAA—DETYITITL—FRLET,

upgrade controller <version>
upgrade controller <version> force

version TyTTL—FBRIERINEVRATLAA—SDN—D3 Y,
force ToFTTL—FE#HILET. BRANVFERTLENHDEEL

ERARTHDN—2 3 vIZT7yTIL— T H5EITHETT,

%1 EXEC

AV MA—SDYARTLAA—=CE Ty T L—FF BRI, 32 bO—50 /images
TALY FJICEBN—DavEEBRETILENHYFET, drav U FEFEALT. BE
DIV rO—=5DT4 LY N ERERELET,

copy AV REFERALT, FHRDAA—D TJ7AIWVEEELET, EAIE FTP #EH
LTI774NWVEEETDICIE. UTEZADLET,

controller# copy ftp://jane@l0.1.1.1/meru-5.1.tar .

ip ftp password Y Y RZFEALTTIAI L FTIP XRT—FDHREEZZTLTULEW
BEIE, ART—FOBEREENRTINET,

T7AIUDEEICEESNI-CEFHRTHICIE. UTHEADLET,

controller# show flash
5.1

UFOaATYREaY bA—5DYRTLAA—=DFEN—=D3 051127y TIL—FKL
ij-o
controller# upgrade controller 5.1-xx

This will overwrite all existing system images.Are you sure [y|n]? y
Upgrading Controller
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Stopping FortiWLC (SD) services ...
Upgrading the current configuration ...
Upgrade complete.

Broadcast message from root (pts/@) (Fri Mar 10 14:51:59 2004):
Now rebooting system...

The system is going down for reboot NOW!
default#

® upgrade ap (93 N—=°)
® upgrade system (97 N—2°)



upgrade system

(378

TI4ILE

R

{52 Rl

AV PO—SELVITRTODTIERA RSV b ETY TSI L—KLET,

upgrade system <version>

version YT L—FBICERINEVRTLAAA—=DNDIN—T 3
:/O

5 a—/NILERTE

AV FA—SDIVRTFLAA=VETYTHL—FTBHENZ, v bA—5D /images
TALY MIICEBN—Da v EGETAIRERAHY ET, dirav > REFRALT. BRE
DAY rO—5DT4 LY F)EHERELET,

copy IV Y RZEFEALT. FHROA A= IJ7 4L TEELET, & XK, FTP 2ER
LTI7ANLEEET BHICE, UTEAALETS,

controller# copy ftp://jane@1@0.1.1.1/meru-5.1.tar .

ip ftp password OV Y REFERALTT 74/ b FTP /SRT—FDHREFET L TULVEL
BEEIF. XRT—FOEREARNIRTINET,

T7ANAERBITEESN-C L ZHERT HICIE, UTFZEAALFET,

controller# show flash
5.1

UTOavy RiEk, SATFL A A= N—2 3051 2FATEHELSIC, avhbao—5¢&
TRTDT7IEARA Vb ETYTTL—FKLET,

controller# upgrade system 5.1
This will overwrite all existing system images.Are you sure [y|n]? y
Upgrading APs
1 AP-1 | | Success
Upgrading Controller
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Stopping FortiWLC (SD) services ...
Upgrading the current configuration ...
Upgrade complete.

Broadcast message from root (pts/@) (Fri Mar 10 14:51:59 2004):
Now rebooting system...

The system is going down for reboot NOW!
controller#

® upgrade ap (93 N—=°)
® upgrade controller (95 N—2°)



patch upgrade

X

avY R
EF—F

T+

R

{52 Rl

Ny FEERALT, IV FA—ZBLVTRTOTIERRA U bETYvTIL—FLE
ERR

patch upgrade <version>

version Ty T L—FBIZERINE/INYF A A—SNI—2 3
’O

5 Ba—/NILERTE

mL

A A=CETYTTL—FKT BRI, a2 bO—50 /images T« LY b ICEHE/NN—
CAVEBRTILENHYES, dir AU FEFALT. BEOI Y FA—5DT 1 L
IR EERLET,

copy IV REMALT. HMOA A—2 T7 A LERELET, =& zIE, FTP 265
LTo7 4 LEERT Bk, LFEAALET.,

controller# copy ftp://jane@l0.1.1.1/meru-5.1.tar .

ip ftp password Y Y REHERALTT 74 I b FTP /SRT—FDHREFTET L TULVELL
BEEIF. ARV —FOEREARNIRRTINET,

T7ALDNERBICEE SN LEEHETHICE. UTEAALET,

controller# show flash
5.1

UTDavy R, YAFLA A= N\—2 326136 #2FATHL3I1Z, avrOo—
SEITRTODT7IERARLA U NET Y TTL—KLET,

controller# patch system 6.1-3-6
This will overwrite all existing system images.Are you sure [y|n]? y
Upgrading APs

1 AP-1 | | Success
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Upgrading Controller

Stopping FortiWLC (SD) services ...
Upgrading the current configuration ...
Upgrade complete.

Broadcast message from root (pts/0) (Fri Mar 10 14:51:59 2004):
Now rebooting system...

The system is going down for reboot NOW!
controller#

BEaOYUR e upgrade ap (93 X—<°)
® upgrade controller (95 NX—22)
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ATLEEOT R

1Tl

AETIE, VRATLEBICHERAYT IV RITDOWTHBALES., Evy b7y T Ry T
FDET, DRTL IOV IREIALY—2VDERE. BLUVVRTLORY FT—71FR
DIRELEDZRYIZDNVTEHBALET,

® 10gig-module (104 NX—<°)

® aeroscout (105 X—2)

® alarm (106 X—2°)

® amconfig (109 N—2°)

e audit period (110 X—<)

e bonding (111 X—<°)

e calendar set (113 X—2)

® clear statistics interfaces (115 N—2°)

e client-locator (116 X—<5)

o controller-index (118 X—2>)

e Jdate (119 N—2°)

® crase-guest-user (120 N—<°)

o cvent (121 X—0)

o fastpath (124 ~X—<°)

e fingerprint (125 NX—23)

® guest-user (126 N—2°)

® hostname (128 X—2)

® ip udp-broadcast downstream (129 N—2°)

® ip udp-broadcast downstream-bridged (130 X—<°)
® ip udp-broadcast upstream (131 N—2°)

® ip udp-broadcast upstream-bridged (132 N—=°)

® Jicense (133 X—2°)

® management wireless (135 N—<)

® nms-profile (136 NX—<°)
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nms-server (137 X—5)
nms-vpn-server (138 X—<5)

nip (139 X— <)

passwd (141 X—2)

ping (142 X—2°)

poweroff controller (143 X—2°)
proactive-spectrum-manager (144 X—23)
proxy-arp-filtering (147 X—2°)

reload (148 X—<5)

reload-gui (150 ~N—2°)
reload-management (151 X—2°)
reload-security (152 X—2°)
reload-snmp (153 X—<%)

reload-vpn (154 ~X—2°)

reload-wapi (155 X—<°)
remove-license (156 ~N—2°)
roaming-domain (157 N—23)

setup (160 N—2°)

setup (160 N—2°)

show alarm (162 X—2°)

show bonding (168 X—<°)

show calendar (170 X—2°)

show client-locator (171 X—<5)

show controller (172 N—5°)

show controller cpu-utilization (177 X—22)
show controller file systems (178 ~N—<°)
show controller memory (180 X—2°)
show controller processes (182 X—2°)
show event (185 N—<°)

show fastpath (187 ~N—2°)

show features (189 NX—<5)

show fingerprints (190 NX—2°)

show flash (191 N—<5)

show guest-user (192 N—2°)



show hostname (194 X—2°)

show ip udp-broadcast downstream all-ports (197 N—2°)
show ip udp-broadcast downstream-bridged all-ports (198 NX—=°)
show ip udp-broadcast upstream all-ports (199 X—2°)
show ip udp-broadcast upstream-bridged all-ports (200 X—<°)
show interfaces accel (193 N—<)

show license (195 N—<°)

show license-file (201 N—°)

show log (202 N—<°)

show nms-server (203 N—°)

show ntp-server (204 N—>)

show roaming-domain (205 N—2°)

show syslog-file (207 N—<°)

show syslog-host (209 N—°)

show syslog-table (210 X—<°)

show sys-summary (212 X—2)

show sys-summary ess (214 X—27)

show sys-summary general (216 N—°)

show sys-summary resources (218 X—2°)

show sys-summary stations (219 N—2°)

show sys-summary throughput (220 NX—2°)

show system-id (221 X—2°)

show timezones (222 N—<°)

spectrum-band (223 X—2°)

start-ntp (224 N—=5)

statistics period (225 ~N—2°)

Sysconfig backup (226 N—2)

Sysconfig restore (227 N—2°)

syslog-host (228 N—<°)

telnet (229 N—2°)

timezone (230 N—<°)

topo-update (233 N—2°)

traceroute (234 N—=°)

zeronet-packet (235 X—2°)
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l10gig-module

(378

FTIXIE

Rz

{52 Rl

104

10gig BV a—ILDRAT—EREFNEIEEMLET,

10gig-module <option>

option Enable Ff=I& Disable

JO—RILEE

controller# configure terminal
controller(confi)# 1@gig-module enable



aeroscout

Aeroscout EFZR A — b DEY FSyF VT EOHRBEERMZEDE L UVEDIZLET,

B aeroscout enable
aeroscout disable
aeroscout ip-address
aeroscout port

HO—/NLERE

H LU
| d
AN

T

T+ COBEEIFT 4L FTEYTYT,

H
r‘ilwo

FortiWLC (SD) I&. AeroScout @2 % (1z1ZL. S v T by TTEHY ELHA) TR LI
ERETHLET. TA—TAXRY MDA VIZRAMSIVFY (A FA—FELUTVE
A RA2 b ) & AeroScout DT Ty b T+ —LOBMEERAZRRLET, /XTA—4 ip-
address & port #fFH L T, Aeroscout YV UMNERT S IP EAR—FEHEELET,

= B LITDOHIIE. Aeroscout ZE#ZLET,

controller(config)# aeroscout ?

disable (10) Disabling AeroScout Feature.
enable (10) Enabling AeroScout Feature.
ip-address (10) The Aeroscout engine IP address.
port (10) The Aeroscout engine port.

controller(config)# aeroscout enable
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alarm

(378

106

alarm-type (75 —L 24 7 ) EH/ELET,

alarm <alarm-type>

ZEARTHATROT7 I —L ZA1TOVWTANEANT E2LELNHY ET,

AP CPU Usage High (AP CPU £ %5 )

AP Down (AP {=1t )

AP Memory Usage High (AP * £ ) ERES )

AP Radio Card Failure (AP £ Hh — KDEE)

AP Runtime Error (AP S V42 4 LI 5—)

AP Software Version Mismatch (AP ¥ 7 bz 73— 3 D DF—E)
AP Wireless Interface Down (AP 7 A ¥ LR £ A —T (AR A2
AP Wireless Interface Station Capacity Full (AP 74 ¥ LR 41 >3 —TJ 24 R RT—
a3 OFvNOTARR)

Admin Login Failure ( EE&Q45 /4 DI S5—)

Alarm History Full ( 7 5 — LB E )

Alarm History Reaches Threshold ( 7 5 — LBEMN L EMEIZET )
CAC limit reached (CAC @ _EFRIZEI5E )

Certificate Error (SEBAZ T 5 —)

Certificate Installed ( £ > X b—JL SN =FEAE)

Controller CPU Usage High (2>~ kB—35 CPU #RAZEE )

Controller IP Address Change (2> FA—Z IP 7 FLRADEE)
Controller Memory Usage High (3> b O—35 A EYFRAES)

DFS Channel Update (DFS F+ R JLEHT)

DHCP Address Pool Exhausted (DHCP 7 KL A F—ILD#5F )
Event Log Full (4 X2 b OIS HSEF)

Event Log Reaches Threshold (4 N> k A AL ELMEIZET S )
Fan Module Failure (77 > EP 21— ILDEE)

High Channel Utilization ( F v R IJLFIAES )

Interference Detected ( FiH D& )

Link Down (I >%9 Hv)

Low Channel Quality ( F v R L @REIK )



TIAINE

A&

{5

e MIC Counter Measure Activation (MIC 1™ > % —BIEDBEHE )

e Master Down (RR% #oV)

e Power Module Failure (BEREC 1 —ILDEE)

e Radius Server Failed (Radius H#—/\DEE )

e Radius Server Restored Primary ( 'J X k7 &1z 54 < 1) Radius ¥—/\)

e Radius Server Switchover Failure Accounting (Radius H—/3 X4 v F A —/N\—[EET7 H
IUT4VY)

e Radius Server Switchover (Radius #—/\ XA v F#4—/\—)

® Rogue AP Detected ( IN1IE AP D& )

e Software License Expired (#IRtINDOYV 7 b7 51422 R)

e Software License Violated (:ERDH>F-V I+ 7 14V R)

e System ID Changed (YA T L ID DEE)

e User 802.1x Authentication Failure ( 1—%IZ & % 802.1x F2EF%ER )

e User TKIP Message Integrity Check Failure ( 1—HI2& % TKIP A vy 2—C &M
FyvIDKRK)

e Watchdog Failure ( BEfRI&EEDEE )

¥4 EXEC

COARVFEFERALT, 753—L 24 T2FERALTT7S—LERELFET.

MC3200(15)# configure terminal

MC3200(15) (config)# alarm “AP CPU Usage High”

MC3200(15) (config-alarm-configuration)#?

end (10) Save changes, and return to privileged EXEC mode.

exit (10) Save changes, and return to global configuration mode
reload-configuration (10) Reload Default Configuration of this alarm.
severity (10) Configures Severity of this alarm.

snmp (10) Enable/Disable Snmp for this alarm.

state (10) Enable/Disable this alarm.

syslog (10) Enable/Disable Syslog for this alarm.

threshold (10) Configures Threshold value for this alarm.
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MC3200(15) (config-alarm-configuration)# snmp enable
MC3200(15) (config-alarm-configuration)# exit
MC3200(15) (config)#

BEavY R show alarm (162 X—<5)
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amconfig

X

FTIAIE

A&

{5

SR ELILSFP DIR— O WTIANET Y T 4 774 MC5000 BLK1C2F2 f 4 —TJ = A
AELTERLETS,

amcconfig copper
amcconfig sfp

copper fARR— FEERALET .
sfp SFP R— &AL ET,

S O—/\)LERE

ARV EARELZDIE, AEa RS 42 & SFP a9 2A MC5000 IZBRET 2154 T
T, TRTOARTEADR—HLTWEEE., COaATY FIEIBEHY FTEA.
UTDav Y FiE, tAROR—FEHRELET,

controller# configure terminal
controller(config)# amcconfig copper
controller(config)#
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audit

(378

£
TI4ILE

Rz

{5

110

period

TOERRAY MBETHEREIL FO—SHRETIHEEZRELFET,

audit period <period>

period AV FA—FBT IR RS2 BT HEHREINET 5/
M. ARFBEOHREL 0, 5~ 65535 TY,

ARV 3

T4 FDEERERE 60 TY,
BERFCOEERRELZET SLEFHY EFEA EERBREIUTOaI T FITKYIRES
NET—RICEELET,

® show ap-assigned
® show ap-siblings
® show ap-discovered

® show topoap
COEEMRICE>T, FEAPDTZ—LNY YT EndRRLHEESAET,

0ZRETHE. BERENENICLGYFT,

UTDavy FEEET HE. BEMRA 120 RICRESAFT,

controller(config)# audit period 120
controller(config)#



bonding

X

TI4ILE

Rz

HYR—bEShda2b0—5 TSV M ITA—LEDA—S 2y b R—FEHREZED | X
IZLET,

bonding none
bonding single
bonding dual

T RA—/NILERE

bonding [ET 7 #JL kT single IZERESNET,

bonding AT > FZFEAT B L BEAMEELR A —Y Ry b FR— rAURS LIL (5] ) TER
SN, RIL—=Ty bHEMLET (FR—k rSOFUT FREVVIEHREITIENRFTT
Yo CDHEBEIL. AMC 4 —H 3%y b R— bk BH— FD&H %S MC4100 & MC5000. & & U
MC3200 & MC4200 3> hA—5 THR— S TWWET, FastPath E=F 795 L—
YavEkillarthEdE, RIN—T Y IS HITEMLET, show controller ATV K
T. RVTAVIDRT—RAREHERLET,

bonding single AV Y FEFERATHEL.4 DT RTDR—+Z 1 DIHAEHEDZEN
TEFET, bonding none (&, R T4 VIHREFHIBRL., I_XTOR— FZEERIZERT
E5L5IZLFET,

AR RERADITTHEHICIE. I FO—IAEEESNDIYAICRS vy FD Y U &EH
Ny b7y TENTWSIEEERE. 2V bA—5D) T—tABETT, TODK SR
RIE—HRTIE AWz, BEIX) T— FARBEIZHY FT,

B1: S0 RKoTFrod

1 2 3 4

TS L—4 R—r1

bonding dual aX Y FEFRTHELE 2D —Y Ry b R—+bZE2D0T79 5 L—42
R—FHAELEDLIENTEET,
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Dual 1 —# % v b £— FIZIZ bonding dual SRENKHETT,

B2 FaFN Tl

1 2 3 4

7ot L—% R—Fk1 T7ot7L—% R—F2

{5 A5l LTFDa<y K&, MC4100 R— F$_RT%E 1 DICEHLET,

mc4100(config)# bonding single

BAEa<TF ® fastpath (124 N—=°)
e show bonding (168 X—<°)
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calendar set

(378

avwyY R
EF—F

FTIAIE

F&

{52 Rl

AV EA—SDON—FOzT7HEHSEVUYV I I THHERELET,

calendar set <mm/dd/yyyy> <hh:mm:ss>

mmlddlyyyy A/B/EomKTRB SN S B (=& XL, 04/06/
2008),

hh:mm:ss B (24 Bz ). 7. B TRB S HEFZ,

1€ EXEC

L

FHTURTLOBMNEBRNEZRTET HIZIE. calendar set A7V KEFRALET, BT
EBZERESTDE. a0 FO—F5F) T—r LT . HRIZRELEBZICVORTA YOy
F)EY FTEINESIHDHERTIAVE—UHARTENETST, AV T LT yes £&
AbE. VATL AV I LWEZICEREESNET, Ff-. running-config % startup-
config ICRFT B2 L ERDHBIA Vv E—IUDRTEINET ,show calendar £7=& date O
TURT, BRIREZHERALET,

UTDavY R, VATLOBRMEN—FIZT7DHEEE2008E3 A6 BHD F&
1:00:00 IZERELET,

controller# calendar set ©3/06/2008 13:00:00

This command requires a controller reboot.Do you want to Proceed [yes/no]
yes

Thu Mar 6 13:00:02 UTC 2008

You will lose any unsaved configuration.Save to startup-config now [y|n]?
y
Configuration saved

Broadcast message from root (Thu Mar 6 13:00:29 2008):

The system is going down for reboot NOW!
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BEEaTUF e copy running-config (75 N—=°)
® show calendar (170 X—°)
e Jdate (119 N—2)
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clear statistics interfaces

(378

TIHILE

R

fs2 FR I

A8 —T 14 ADMEEHRRHV 8 E Y FLET,

clear statistics interfaces Dotl1lRadio <ap 1id>
clear statistics interfaces FastEthernet controller
clear statistics interfaces FastEthernet ap <ap_1id>

%1€ EXEC

clear statistics interfaces 37> F#{#H L T. Dot11Radio % /zI& FastEthernet
VA—TJ 1A ADMEHEREEE LET, Dot11Radio fEHEREEET 5 & EIZE. APID
FHRETIVLELNHY FJ, FastEthernet #FHBERZEZHAET DL EIE. a2 bO—F, IR
THOAP, EEIEZAP D ID 2 EETEET,

ARV KEFERTLHE., TRTH AP DI RTO FastEthernet #isHiERMEE SN E
j—o

controller# clear statistics interfaces FastEthernet ap
ZOaAYY REFERATHE. AP 5 DT N TO FastEthernet #HEHEHRAVEE SN FET,

controller# clear statistics interfaces FastEthernet ap 5

® show interfaces Dot11Radio statistics (644 ~N—<°)

® show interfaces FastEthernet statistics (302 N—2°)
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client-locator

(378

FTIXIE

Rz

{5

116

9347 b O7—=23 0 R YT RERBMLET,

client-locator (V547> bk O5—32 RV YT REENZTS)

no client-locator (US4 7>k OF— 3> RS YTREEMZTS)

show client-locator (V347> b A —4 A—T 4 )T A DIREFRTTS)
client-locator add (OUI #0O4—4%(ZEMT S )

show client-locator ouis ( A% —#(ZHFET S OUI #KRRT D)

¥ EXEC

30

CDHEBEX ICMP Ny hEHA LU N VSA T U MIREETBHET. VA4 T U RD
2 —=TREIZBITLEVESICLET, YALY R 25472 D OUl 1L, /opt/meru/
bin ZAIILFITEM TS, ping_ouis EWVSBRRDFHERINLAI U TRZIAAS
nTWET,

A—HEHLEEDOUI #EBMTE, add 8L U show AaYX Y FTHREND YR FERRTEE
ElS

controller# client-locator
controller# sh client-locator
Client Locator utility is enabled
controller# no client-locator
controller# sh client-locator
Client Locator utility is disabled
controller#

controller# client-locator add 11:22:33
controller#

controller# show client-locator ouis
00:13:02
00:02:b3
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00:
00:
00:
00:
00:
00:
00:
00:
00:

03

04:
:e9
:fl
HId
Qe:
11:
12:
13:
controller#
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controller-index
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.
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.

ATF—23 EDBSSID AOO Y FA—SOHAFERELET,

controller-index <identifier>

identifier av rA—SEHDHEHAF (D), Identifier 1Z[&, 1 ~ 255 DIEZEHE
TEFET, identifier & 0 IZRET D E. DX T a VIFEMIZHY
ij_o

JO—NIILEREE—F

5 (0 [ZRTE ).

controller-index IV > FEMEAL T RER— MEETHERI S a0 bO0—5%—EIC
HAILET AT—2a3 0 TEICEARRY VIOMNEYETOENDZ LT, RERLEETD
—BEOHAMNNAREICEYES, —BEOIV FA—F ATV X%E, WLAAN IOEZa Y k
O—ZISERT2LENHY ET,

abA—=Z ATy RIE, —ED CSSID #ERT 51=HICFERAINS AT LIEFERD
—8TY, REKR— +ZFEHAT B ESS ITHRIGT BT RTDY 547> kI, CSSID ALY
ETonNFET . A O—F A OTYIRDEEIND L. CSSIDDELEFEINS=0.
CSSID NEIYHTOENTVERTRTDISA T hOEREREKRL T, BERKIT IHEN
HYFET.

% BLArY bT—0 LD 2ENELZ3 FO—FIZRAILA VTV I RBESZHERLLBZWTLEEL,

DAYV ETE, a2 bO—F A VTYIRETIZHRELTWET,

controller# configure terminal
controller(config)# controller-index 1
controller(config)# exit

virtual-port (570 X—2°)



date

H LU
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.\V

T

T+

H
r‘ilwo

{5

REOCBMERLUERTLET,

date

154E EXEC

REOHMEFRERTT SITIE, date AT FEFERALET . PRXATLOBFEREZZE

HBFEJ BIZIE. calendar set Av Y REFERALEY,

UTOaR Y REEETSE. VRATLOBEBRIARTEINET,
controllert# date

Thu Mar 6 13:15:34 UTC 2008

® calendar set (113 N—2°)

® show calendar (170 X—2°)
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erase-guest-user

guest-user (126 X—2) XY RTHER LT A 21— T—TILEEELET,

B erase-guest-user

= 51 EXEC

E—F

TIAIE L

A& erase-guest-user A7 K&@EMAL T, guest-user Y Y REFALTAR SN2 —

HTFT—TILEHEELET,

= B CHATURE. FRARF A FT—TJILEBEELET,

controller# erase-guest-user

BEEavo R guest-user (126 NX—=°)
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event

(378

event-type (f RV b 44 T ) E#RELET,

event <event-type>

“EIARTHATRODAR N Z14TOVWTIADNEANT E2RELNHY ET,

AP CPU Usage High (AP CPU £ %5 )

AP Down (AP {=1t )

AP Memory Usage High (AP * £ ) TRESF )

AP Radio Card Failure (AP £ Hh — KDEE)

AP Runtime Error (AP S V42 4 LI 5—)

AP Software Version Mismatch (AP ¥ 7 bz 73— 3 D DF—E)
AP Wireless Interface Down (AP 7 A ¥ LR £ A —T (AR A2
AP Wireless Interface Station Capacity Full (AP 74 ¥ LR 41 >3 —T 24 R RT—
a3 OFvINOTARR)

Admin Login Failure ( EE&Q 454 >DITS5—)

Alarm History Full ( 7 5 — LB ET )

Alarm History Reaches Threshold ( 7 5 — LBEMA L EMEIZET )
CAC limit reached (CAC @ _EFRIZFI5E )

Certificate Error (SEBAZ T 5 —)

Certificate Installed (£ > X b—JL SN =FEAE)

Controller CPU Usage High (2>~ kB—35 CPU #RAZEE )

Controller IP Address Change (2> FA—Z IP 7 FLADEE)
Controller Memory Usage High (3> b O—35 A EYFRAES)

DFS Channel Update (DFS F+ R JLEHT)

DHCP Address Pool Exhausted (DHCP 7 KL XA F—ILD#55 )
Event Log Full (4 X2 b BSHSEF)

Event Log Reaches Threshold (4 N> k A AL ELMEIZET S )
Fan Module Failure (77 > EP 21— I)LDEE)

High Channel Utilization ( 7+ ®LFIAEEF )

Interference Detected ( FiH D& )

Link Down (U >%9 Hv)

Low Channel Quality ( F v L @REIK )
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e MIC Counter Measure Activation (MIC 7179 > % —BIEDBEHE )

e Master Down (R R% &)

e Power Module Failure (BRET 1 —ILDEE)

e Radius Server Failed (Radius 4+—/\DEE )

e Radius Server Restored Primary ( 'J X b7 &h =75« <) Radius H—/\)

e Radius Server Switchover Failure Accounting (Radius H—/3 X4 v F A —/N\—[EET7 A
DUT4Y)

e Radius Server Switchover (Radius #—/\ XA v F#4—/\—)

® Rogue AP Detected ( IN1IE AP D& )

e Software License Expired (#iRtINDOYV 7 b7 1422 R)

e Software License Violated (:ERDH>F-V I+ 7 14V R)

e System ID Changed (YA T L ID DEE)

e User 802.1x Authentication Failure ( 1—#1Z & % 802.1x F2EFEK )

e User TKIP Message Integrity Check Failure ( 1—HI2& % TKIP A vy 2—C &M
FvIDKRK)

e Watchdog Failure ( BEfRI&EEDEE )

1€ EXEC

COARVFEFERALT, ANV EATE2FERLTARY MERELFET,

MC3200(15)# configure terminal

MC3200(15) (config)# event “AP CPU Usage High”

MC3200(15) (config-event-configuration)#?

end (10) Save changes, and return to privileged EXEC mode.

exit (10) Save changes, and return to global configuration mode
reload-configuration (10) Reload Default Configuration of this alarm.
severity (10) Configures Severity of this alarm.

snmp (10) Enable/Disable Snmp for this alarm.

state (10) Enable/Disable this alarm.

syslog (10) Enable/Disable Syslog for this alarm.

threshold (10) Configures Threshold value for this alarm.



MC3200(15) (config-event-configuration)# snmp enable
MC3200(15) (config-event-configuration)# exit
MC3200(15) (config)#

BEavY R show event (185 X—<)
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fastpath
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=2y b R—F 7O LI L—rEEVDEIVEDICLET,

fastpath on
fastpath off

Fa—/ Ve

fastpath (X TY

A=F ¥ AL IPv4 BE&LU UDP 7 0—DHAM fastpath ICK YREBIhFET,

fastpath I—T A U T AL A=V XY b A =T A RIZHBITD/NT Y FOBENRE
# IP/ATY b RARM)—LDHEHNZEDNTT7YESL—FLET, fastpath BNEZ
SE. IP/Xyy b AM)—LDKEADY FA—F(TE->TUREEINA, LA MJ—LD
BEOITRTO/y Yy MM, a2 FO—STELEBIATIZ, FAD/y COEFIZH -
TEHEEEINET, ChIZE->T, v FO—SULEOARAKIEBICERSNET,

LIFTIl&. fathpath 7o 25 L— FEEMIZLET,
controller(config)# fastpath off

controller#

e ponding (111 X—=5)
® capture-packets (894 N—2°)



fingerprint
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H
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TINARAD T4 v A—TV U FEFERTHE RY FT—VICEKLTVETNSRADEE
SELBUENETEET, 9547 bDOS, TNAREAT, FREATVNE TS
HHE, WESNEBEIZEDOWT, BROTNA REREFHIIBI/MICEETEET,
LIRTD/N—2 3 @ FortiWLC (SD) Tldk. R7— a3 UERICRT—23a > D MAC 7 KL
ABFEUVRY bT—=0 FOTFAETADNEENTOWE Lz, THNAR Tq o HA—=T Y2+
ISE>TRT—2aVICEAT AN RESh., SXATLEBEBFIFERAGTOTNAR 24
TEEBLOITLCRGY, REGEEZHEL DI ENTEET, [Monitor] > [Dashboard] %
BIRTDHE. THNA ADFMERERTCTEET, fingerprint AT FEFERATLHET/NA
A ZEEM, HIBR. YR 7 TE., show fingerprints (190 X—=°) TlE, YA TLIZREESH
TWBTNRAR T4 H—=TY U FBRREINET,

fingerprint [add/delete] [“description®] [“hexadecimal signature™]

HO—/NLERE

mL

TNNAR T4 H—=TY rEFERTHE.RT—232D0S £E21TE 16 EHDS Y
FFHEN—RICBRHELTRRTEET, fingerprint A7V FEFERAL T, YRATAIC
T4 vH—T) U rEEMLEY, SRATLANS T4 v H—TY v bEHEIBRLI-YTEE
ER

controller(config)# fingerprint add “devicetype” “34e514d”
controller#
controller(config)# fingerprint delete “devicetype” “34e514d”

controller#

show fingerprints (190 N—<5)
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guest-user

A=Y ThOo o bEERL, YA 12— HTE—FIZAYET,

X guest user <guestname>, <password>,<service start time>,<service end time>
guestname name
password password
service start time TADY FEFERALTA—YH BT E S8, BHE ‘mm/
dd/yyyy hh:mm:ss”
service end time A—YRTHIOY FMIT I XA TERVERE, BRI ‘mm/

dd/yyyy hh:mm:ss”

avU kR S a—/NILERE

E—F

TI2AILE L

A& guest-user XY FEHERAT S L. O—NILDEEEL, A —FDO—BHNET I X FIR

HMTBITRANTHYOU b EXFYTTF 4T R—FIICEMTESLSICHYET . HRAT 32
BOTFR b A=Y 7hHOY F2RBICERTEET, 2 AULEDT A b 2—FARL21—
FTFThOU b REFERATEET,

The guest-user Y Y Ri&, BELIEZFHTTR N A—HF 7Thoo FEERKL. X b
A—H Y ITE—FRIZAYET, COE—KTIL. NRT—F, 7HhHo 2 AL OREE
MELIURTHELZE, BRYDTHDY FERERETEET,

Thov bpMEiah, 2a—FRAT7HhI UV FEEFERLTEF Y TT4 T R—2)Licnd 4
VERHEELWART—FEREEL. REFAT7 LV 2 FORKRERE &R TEREORTO
TAVERTL, OJA VERNSERIRENHYET,

FELEREGITY FEFERALTHBEOSRA M A—HEHmELES.

= B LTFDOFIE, ¥R~ A—HE2HEFELET,

MC3K-1(config)# guest-user ?
<guestname> Enter the name of the guest user.
MC3K-1(config)# guest-user TempGuest ?
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<password> Enter the password of the guest user.
MC3K-1(config)# guest-user TempGuest XXXXX ?

<start-time> Enter the service start-time (mm/dd/yyyy hh:mm:ss)
in double quotes.

MC3K-1(config)# guest-user TempGuest XXXXX "01/01/2010 00:00:00" ?

<end-time> Enter service end-time (mm/dd/yyyy hh:mm:ss) in
double quotes.

MC3K-1(config)# guest-user TempGuest XXXXX "01/01/2010 00:00:00" "01/01/
2011 00:00:00" ?

<CR>

MC3K-1(config)# guest-user TempGuest XXXXX "01/01/2010 00:00:00" "01/01/
2011 00:00:00"

MC3K-1(config)# exit
MC3K-1# show guest-user

Guest User Name Service
Start Time Service End Time

TempGuest 01/01/2010
00:00:00 01/01/2011 00:00:00

Guest User Table(1l entry)
MC3K-1#

BEavY R show guest-user (192 X—<)
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hostname

(378

= AV
EF—F

T+
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{5

128

IV FO—5SDKRRMREIEELET,

hostname <name>

HO—/NLERE

ARV FREFEALTERRAMEZEI FO—FICEIYETET,

ROARVFIE RRARE (TI4IL L) ERRL, TA—NLEEE—FICAY, SR
mc1100 3> FA—SI(ZEY HTET,

default# show hostname

default

default(config)# configure terminal
default(config)# hostname 3200
mc3200(config)# exit

mc3200# show hostname

mc3200



ip udp-broadcast downstream

BHEavY R

TJO—FXE¥ X b IRRAZRIL—DFTRTHOUDP AU RAM)—L R—FERELET,

ip udp-broadcast downstream all-ports on
ip udp-broadcast downstream all-ports selected

BRLIE=R—MEIT 74 ETHUTY,

COARVFEFERATHE. NFA—F on ZFEAL TIRRIL—DTRTOHO UDP ¥ v
AM)—LR—PbEHRETEET, /8T A—4 selected [&. LHL— 372 K ip udp-
broadcast downstream <portNumber> TIEESNIzmAK 8 DDR—tNA U THBZ &
EEKRLET, COaATY KD selected N\—2 3 VDT I T4 TDIFEEIZI T K show
ip udp-broadcast downstream all-ports #FH3 5L, K8 DDR—FDJ X M
RERENFET, ZOAXY KD on N—T 3 V(E, TAMDBWTOAMERT 5 L ZH#LR
LET,

default# configure terminal

default(config)# ip udp-broadcast downstream all-ports on
default(config)# end

default# show ip udp-broadcast downstream all-ports
Downstream UDP Broadcast All Ports

UDP All Ports : on
default#

ip udp-broadcast upstream (131 N—2°)

® ip udp-broadcast upstream-bridged (132 N—2°)

® show ip udp-broadcast downstream all-ports (197 N—2°)

® show ip udp-broadcast downstream-bridged all-ports (198 X—27)
® show ip udp-broadcast upstream all-ports (199 X—2°)

® show ip udp-broadcast upstream-bridged all-ports (200 X—<°)
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ip udp-broadcast downstream-bridged

130

TJA—FRF¥ AL TYUY D IRRAL—DITARTHOUDP F IR R)—L R—FEHREL
9,

ip udp-broadcast downstream-bridged all-ports on
ip udp-broadcast downstream-bridged all-ports selected

BRLER—REIT 74 bTHUTY,

COARVFEFERATEHE. NFTA—F on ZFEALTNRRRIL—DFTAATOHO UDP £ v
ARY—=L TY)yS R—bE2BRETEET, /85 A—4 selected [E. LAY—aT K
ip udp-broadcast downstream-bridged <portNumber> TIEESNi=ZK 8 DDKR— k
DAL THEIILERERLET, COIT Y KD selected N\—2 3 U7 I T4 TDHE
[23< > K show ip udp-broadcast downstream-bridged all-ports #{FHT 5 & . &
K8DDKR—FDYRRARFTENEST, COAXYFDon N—Vavik, TALDEW
TOHMEATEHEEHELET,

default# configure terminal

default(config)# ip udp-broadcast downstream-bridged all-ports on
default(config)# end

default# show ip udp-broadcast downstream-bridged all-ports
Downstream UDP Broadcast All Ports

UDP All Ports : on
default#

® ip udp-broadcast downstream-bridged (130 X—2°)

® ip udp-broadcast upstream (131 N—2°)

® show ip udp-broadcast downstream all-ports (197 N—2°)

® show ip udp-broadcast downstream-bridged all-ports (198 N—=°)
® show ip udp-broadcast upstream all-ports (199 X—2°)

® show ip udp-broadcast upstream-bridged all-ports (200 X—=°)



ip udp-broadcast upstream

FTIXIE

£

#
Mk
u
«
\O
.

TJO—FXE¥ X b IRRAZRIL—DIFTRTOUDP 7Y TR M)—L R—rEBRELET,

ip udp-broadcast upstream all-ports on
ip udp-broadcast upstream all-ports selected

selected

COARUFEERATDE. T A—F on ZHEAL TRRZXIL—DFTRTO UDP 7 v 7
Ab)—LR—bEHRETEET, /8T A—4 selected [, LHL— 372 K ip udp-
broadcast upstream <portNumber> TIEE SNz K 8 DDHR— AT THI I L%
EKRLET . COaATYRFD selected N\—2 3 VBT O T4 TDBAIZT T K show ip
udp-broadcast upstream all-ports Z{HHT 5L . mKRK8 DDOR— LD X FHRRS
NFET . COATV RO onN—2a V. TRAMDENTOAERAT S L EZHELET,

default# configure terminal

default(config)# ip udp-broadcast upstream all-ports selected
default(config)# end

default# show ip udp-broadcast upstream all-ports

Upstream UDP Broadcast All Ports

UDP All Ports : selected
default#

® ip udp-broadcast downstream (129 X—5°)

® ip udp-broadcast downstream-bridged (130 X—2°)

® show ip udp-broadcast downstream all-ports (197 N—2°)

® show ip udp-broadcast downstream-bridged all-ports (198 N—=°)
® show ip udp-broadcast upstream all-ports (199 N—2°)

® show ip udp-broadcast upstream-bridged all-ports (200 X—<°)
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ip udp-broadcast upstream-bridged

fs2 FR I

132

TA—FRF¥ AL TYUY D IRRAL—DITARTHOUDP 7y TR R )—L R—FEHREL
9,

ip udp-broadcast upstream-bridged all-ports on
ip udp-broadcast upstream-bridged all-ports selected

selected

COARUKFEERT R E. NTA—F on ZHEAL TRRZXIL—DFTRTO UDP 7 v F
ARY—=L TY)YyS R—bEBRETEET, /85 A —4 selected [, LAY— <K
ip udp-broadcast upstream-bridged <portNumber> TIEE SNI=-FK 8 DDHR— kA
FUoTHBIIEEZERLET, 2OAT Y KD selected N\—2 a3 VBT I T4 TDHEIC
a< Y K show ip udp-broadcast upstream-bridged all-ports Z{EfH3 5&. &K 8
DOR—FDYRAMRRTENFET, COAXY KD on/N\—TaviE, TAMDODBEMTD
MHERTEHZELEHRLET,

default# configure terminal

default(config)# ip udp-broadcast upstream-bridged all-ports selected
default(config)# end

default# show ip udp-broadcast upstream-bridged all-ports

Upstream UDP Broadcast All Ports

UDP All Ports : selected
default#

® ip udp-broadcast downstream (129 N—5°)

® ip udp-broadcast downstream-bridged (130 X—2°)

® show ip udp-broadcast downstream all-ports (197 N—2°)

® show ip udp-broadcast downstream-bridged all-ports (198 N—2°)
® show ip udp-broadcast upstream all-ports (199 N—2°)

® show ip udp-broadcast upstream-bridged all-ports (200 X—<°)



license

(378

SRATLDSA U RAEEMILET,

license ftp://<host>/<filename>

host SAEVR T7AIULDHEHRRAMEEIRRELET, host IZ[E, 7
ArEEEIZIPZRLRAZEETEEY,
filename SAEUR IT7AILEERELET,

Ja—NILEREE—F

52O0AP DAtV ARET DDA bA—F, KU Enterprise Mesh AP D &R S T
l’\ij_o

COARVEEFEALT. VATLDN—FRI 7 EMETES 1 —ILDSA R EFMIC
LET, A EVRBRIFa D FO—5DT7—LIzT7ICEORAENATEY., I4+4—TFT+«
Y RDPERTEISIA VR T7AIIICKYBIICERESNET, S1EVR T714)LIE
TA—Ta4Fxy MK YERSH, A—FHPBEALIATLaVIZELT, YRATL aY
K=V DAL REERTET HHICHBERXT—DEENET,

AVR—RU FDTAEVRITF, RRZFELFREZ VNS 20 b E—5DF—NEFEN
TWET, Ffeo YRAFLERFRE2VAAS 2V rO—FICEEFTI2RRXAPH (a2 k
A—SDETIANEEZICRYVET )EEENET,

HWEES A LA TREUTAYR—FEhET,

e AP (Y FE—ZOETNLICHELTIAY FE—SHERAT HHRKNAP )

* N+ (BHOYRE AV FA—3TI1EBDRZ /IS OV bO—5 & HEAT BH#EE)

¢ A—HITEDIFAT I+ (A—HTEIZTFATI+—IILR)O—%2FHELTHE
A9 %8 )

® GRE hFYRIL(ESS TADT7AIEBEEFERALTLSI 74 v ERBRLTIUORILT D
e )

o Ta17J)LB/G (R LREREET AP208 Dl ADEREFRT Dk )

® Enterprise Mesh
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TA—TARY MBIV RE—ERIBMS5. F—% FTP F4L5 Y (FTP %
BRALTLSEE ) £1-1% SCP DEBOBHICEELET.

no 74+ —LZHFEALT. PATLNOHEEDHEEEEY FZEIBRTEET,
LTOa<wy FEERT 5 E. license17331.lic A FTP H—/\ 192.168.1.10 M s ERiG &,
AV PO—SDIAEVABREHELYET,

mc3000(config)# license ftp://admin:admin@192.168.1.10/licensel7331.1ic

® show license (195 X—=°)

e show license-file (201 N—<5)



management wireless

AVMA—FADTVAVLRERBT7 VR ZBNFEEEDICLET,

X management wireless
no management wireless

avok JO—/NLEREE—F

E—F

TIHILE AV PA=SOTA Y LRAEBEIENCHE>TVET,

A& management wireless AV FZFALT. T4 VLR XT—>aryMhar kA—3IZ7

JERALTCHREEZERTEDLSICLET U DX T+ 2RETHLTIDETE
HMRIRE & 4 515 E81%. no management wireless A< Y RZFRALTIAVYLADEERY
JEREENTDHE. TAVLRIFATUMDLREEENS VPN BLUXFY TT47
R=FILUADT TNy bETO v EhFET,

show controller IV RFZEFERALT. EBT7 IV ELADRT—RAREHRTEET, HH
D TEFEITD Management by wireless stations: [Z.on £i=IE of f DEARTINET,

= B LTFOaITURIZ&EY, T4V LR RF—S30h5aY hO—SADERET7 I £ ANE
MBEYES,

controller# no management wireless

TANVLRYSAT U ADT I RAZBEEMCTDICE. RO FEFERALET,

controller (config)# management wireless

BAEavTF show controller (172 X—5)
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nms-profile

136

NMS 7O 774 LEBMELITEMZLET,

nms-profile enable
nms-profile disable

S a—/NILERTE

DAYV RZEFERALTNMS 7O77A4IIL AT arvEBIFERIFESZLET,

UTDa<wY KRiE. NMS 7B 274 ILEBRIZLET,

controller# configure terminal
controller(config)# nms-profile enable
controller(config)#



nms-server

fs2 FR I

NMS H—/\DEFEIFBRBEREZITVET,

nms-server register
nms-server unregister

Ja—/nNJLEEE

COATUFEHEALTNMS Y—/\OEAZHIE LFET, HP OpenView HED Ry b+
D—0EBIORTLNNMS) THY ., 753—LEBRC LSy TEREREERHDEERT—
LI VICEBELET,

ROAT Y FIE, NMS H—nRZ2&HLET,

controller# configure terminal
controller(config)# nms-server register
controller(config)#
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nms-vpn-server

NMSVPN H—/\DIP 7 FLRZEXRELET,

*ﬁ}t nms-vpn-server <ip address>

avUR g a—/NIVERE

E—F

TIAIE L

R CNIATVREFEALTNMS VPN 4—1DIP7 FLRAERELFT.

=K controller# configure terminal
controller(config)# nms-vpn-server 172.27.172.61
controller(config)#
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ntp

X

avwyU kR
E—F

FTI+IE

A&

=Rl

BEavY R

DATLYVAYYEREDRY bT—9 24 L TO AL (NTP) H—nERHEL T, &
ATLOBRAEEHFLET,

ntp sync
ntp server <server>

server DRATL OO EORBIEIZERTANTPY—/\DIP7 KL
AFERIIRRACREEBELET,

%1 EXEC

ntp sync A<Y Y KZFEALT.ntp server AT FTHESNE=NTP H—/NES R T LA
Ay LEERNICRSIETEET, NTP ZEMICLIZY. NTPH—nNEEFLZYL
TH, PRATFLE)T— b BETERFARNLGYERA, —AD NTP H—/IZET
BHIFMIE. www.ntp.org ZSRBL T IZELY,

FHTURATLA IOV EHRTET HIZIE. calendar set Aa<v Y FEFHALED,
DRATLOBN EELEERT SHIZIE, date av U FEFALET,

show ntp-server ATV FZFERAL T, HEELTWA NTP H—/\D IP 7 KL R EHIRT
=FET,

UTFDaITY RIZ&kY ., NTP ICKBEHENETSN, IP 7 FL X 131.107.1.10 ® NTP
Y—\AEHLIZERENET,

controller# ntp sync
controller# ntp server 131.107.1.10

Setting NTP Server to 131.107.1.10.Change will only take effect after
reboot.

® calendar set (113 X—<°)
e Jdate (119 N—2°)
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® show nip-server (204 N—5)
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passwd
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{52 Rl

admin E£7=lF guest RRAT— KEZLEELET,

passwd admin
passwd guest <password>

admin &2 (administrative) /SR T — FZZEELEY,
guest FR b (guest) RRT—REZEBLET,
password administrative E1=1& guest /AAT— KZ#EELE T,

Ja—NLERTE

T 74 )L b® admin /SR T — K& admin T, T 7 4 JL b® guest /XX T — F[& guest T
d—o

MOTURTALIZAGA D LIz EE. EBNART—REZZRELTLESL, AT — K%
TEY HEIZ(E. BEML Linux T4 KSA4 VI E>TLEEL,

ROFTIE, admin DT IAIL b IRRT—REZZEBLET,

MC5000-master# configure terminal
MC5000-master(config)# passwd admin

Changing password for user admin.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
MC5000-master(config)# end

MC5000-mastertt
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ping
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*y bI—VERETAMLES,

ping <hostname>

hostname ping 2173 TINAADIP 7 KL R,

¥ EXEC

L

ping ARV FZEFERAL T, TNAANDERMLGRY bI—VEFKEETAMLET,

UTNavy REEETHE. avba—F (103.12) 15, IP 7 KLAA 10345 DF
N ZANDERGEFKEN T FENFET,

controller# ping 10.3.4.5

PING 10.3.4.5 (10.3.4.5) from 10.3.1.2 : 56(84) bytes of data.
64 bytes from 10.3.4.5: icmp_seq=1 ttl=255 time=0.334 ms

64 bytes from 10.3.4.5: icmp_seq=2 ttl=255 time=0.294 ms

64 bytes from 10.3.4.5: icmp_seq=3 ttl=255 time=0.276 ms

64 bytes from 10.3.4.5: icmp_seq=4 ttl=255 time=0.234 ms

64 bytes from 10.3.4.5: icmp_seq=5 ttl=255 time=0.311 ms

--- 10.3.4.5 ping statistics ---

5 packets transmitted, 5 received, 0% loss, time 3996ms
rtt min/avg/max/mdev = 0.234/0.289/0.334/0.040 ms
controller#



poweroff controller
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AV MA—S5FREIZVY Yy ROV LET,

poweroff controller

154E EXEC

L

poweroff controller A< KZFEALT. IV FA—5%2R2(CO vy FEHULET,

AV MA—ZEZEBELTHSERLEREZENCTEHEICE. vy b UT SIS
copy running-config startup-config AY >V FZHEALTRE— 7Y THRET7 A
LWEREFETHELIICLTLIEZEY,

LTOavT U REHRETHE, A2 FO—FH0 vy FEIULET,

controller# poweroff controller
Are you sure you want to poweroff the controller [y|n]? y

Broadcast message from root (pts/0) (Fri May 14 21:51:31 2004):

The system is going down for system halt NOW!

AV hA—I0Try REDULET,

copy running-config (78 ~X—2°)
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proactive-spectrum-manager
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BEORZA M FrRrILEERLREELET,

proactive-spectrum-manager evaluate
proactive-spectrum-manager stop
proactive-spectrum-manager view

evaluate FrrFERETML. FrrIEEEHETEFETLET,

stop PSM ##4 ZICLZET,

view View E— Fl&, FELZEDTFHZEERL. FYRIFERICOVTOHE
BERPFERRLET,

¥ EXEC

TI7AI KT, View [FTRTOF ¥ RILETHEITY,

2 DM PSM#A 73>, View & Evaluate WY EIT, TI4II LT, View [TTRTD
FYRLETHEN T FELEDE—FERIVF—T A RERTT DEMN. Fr I
FEAICET S GUI DHERBIEZRRLFET, IOZFr RILLICREBOENRZ H5EIE.
View DHADNETHBH. £1=&. Evaluate LEHMTHY . EDF ¥ RILIZHETELH Y
FtH A

FI7#4 )L kTIE, Evaluate (T RXRTHOF ¥ RILTEMTY, F¥ R T Evaluate E— K%
BT BHE, PSMIE, BELI-EDARET IV TAETAEEDFYRILDLTINARE
BEL., ChOHDFrRILOEREZSELED,

ROARV FEFEAT S L, BEIMIZF Yy RILOFANBEICT V2 A4 LS BShET,
Evaluation Time At O LU DB S, FHEA x 9 &[T FE I, x [ Evaluation Time
THELEZHEETT., x NEOLUNDBZBEDH, stop AT arEFEAL, SHEMNEY IR
ENEDEEFELT ILENHYFET, ZOHITIE adapt ZFIRLIzF=H. BEFEDOF v I
BEUH LWLF v RILDOED Adaptation Threshold ( T 7 4L +F 25%) DiEL Y L K E
WMEE. FYyRIVIEEBSINET,

PSDMC1k# proactive-spectrum-manager
evaluate stop view
PSDMC1k# proactive-spectrum-manager evaluate



** Attention: Stations may be disconnected in this evaluation **
Are you absolutely sure [yes/No]? yes
Evaluation time [120s]?

View or Adapt [View/adapt]? adapt
Adaptation period [@] min (5-10080)? 5
Adaptation treshold [25]%?

Interference detection for 120 s launched.
Channel 1: goodness is N/A percent.
Channel 6: goodness is 100 percent.
Channel 11: goodness is N/A percent.
Channel 36: goodness is © percent.

Channel 40: goodness is N/A percent.
Channel 44: goodness is N/A percent.
Channel 48: goodness is N/A percent.
Channel 52: goodness is N/A percent.
Channel 56: goodness is N/A percent.
Channel 60: goodness is N/A percent.
Channel 64: goodness is N/A percent.
Channel 100: goodness is N/A percent.
Channel 104: goodness is N/A percent.
Channel 108: goodness is N/A percent.
Channel 112: goodness is N/A percent.
Channel 116: goodness is N/A percent.
Channel 120: goodness is N/A percent.
Channel 124: goodness is N/A percent.
Channel 128: goodness is N/A percent.
Channel 132: goodness is N/A percent.
Channel 136: goodness is N/A percent.
Channel 140: goodness is N/A percent.
Channel 149: goodness is N/A percent.
Channel 153: goodness is N/A percent.
Channel 157: goodness is N/A percent.
Channel 161: goodness is N/A percent.
Channel 165: goodness is N/A percent.
Channel pair 1,6: goodness is 100 percent.
Channel pair 6,11: goodness is 100 percent.
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Channel pair 36,40: goodness is © percent.
Channel pair 44,48: goodness is N/A percent.
Channel pair 52,56: goodness is N/A percent.
Channel pair 60,64: goodness is N/A percent.
Channel pair 100,104: goodness is N/A percent.
Channel pair 108,112: goodness is N/A percent.
Channel pair 116,120: goodness is N/A percent.
Channel pair 124,128: goodness is N/A percent.
Channel pair 132,136: goodness is N/A percent.
Channel pair 140,149: goodness is N/A percent.
Channel pair 153,157: goodness is N/A percent.
Channel pair 161,165: goodness is N/A percent.
Recommended BG-channel of operation is 6.
Recommended BG 40MHz channel of operation is 1,6.
Recommended A-channel of operation is 36.
Recommended A 40MHz channel of operation is 36,40.

FrRRFkkk*k*k**check to see if channels changed**¥¥¥**¥kkk*
PSDMC1k# show interfaces DotllRadio

AP ID AP Name IfIndex AP Model Admin State Op State Channel Oper Channel
Short Preamble RF Band AP Mode

1 AP-1 2 AP320 Up Enabled 36 36 off 802.1lan Normal
1 AP-1 1 AP320 Up Enabled 6 6 on 802.11bgn Normal

ZRMOAT Y RIZ& Y, Proactive Spectrum Manager DG ) HENET (F vy RILEEE
fliL. FY¥RIFERODIT A LAEETVET ),

mg-mc2# proactive-spectrum-manager evaluate

** Attention: Stations may be disconnected in this evaluation **
Are you absolutely sure [yes/No]? yes

Evaluation time [120s]? 10

View or Adapt [View/adapt]? adapt

Adaptation period [@] min (5-10080)? ©



proxy-arp-filtering
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BHEavY R

KDDI MEEMNY 7 b NV FATRICOY FE—FIZBBEINDELSICLET,

proxy-arp-filtering enable
proxy-arp-filtering disable

41 EXEC

Proxy-arp-filtering (&7 7 4 JL k TEHIZEY E£F,

DAYV ERIE, BN ATF—2 32D ARP ERICHT S hO—5D ARP HED
BREAKCEELET, TDT 55 H enabled DIFE (T 7 4L kTl disabled), 3> +
A—3E 2=y b IPRENAAMIL ATF—2a3 2O VLAN DS Tty FZELTLVEN
ARP ERIZHEELFEA,. ZCOAR Y RIZE>T. NV FAT#IZOY bO—5A KDDI &
HERETELLSICHRYET,

default#
default# proxy-arp-filtering enable
default#
default#
default# proxy-arp-filtering disable
default#
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reload
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abA—Z¢ETIOERRA U REY T—FLET,

reload all

reload ap

reload ap <node-id>
reload controller
reload controller force
reload default

reload default factory

all AV PA—FEFTRTODTFTIHERA RS EYT—FLET,

ap [node-id] /—FIDAEESNGEVNEEL. TRXRTOT7IERA RSV &Y
T—bLET. HEDTIER RSV b &Y T— T BICEK. /—
FIDZHEELET,

controller [force] o> rA—5SDHEYT—FLET, force F T a Vv EEETS

E.arbrA—50Y T—FHIZ. REICRFEINEZRSI—+T Y
HEHIERFHIMIERSNES, force AT aviFarro—5h

SIEENZMEAICOAERLTLEELY,

default arkA—5%YTJ—bFLT, RRT—KREVRTLDREETL
HFEDREIZRELET, 512, APRI YT R T74IL (ATS/
scripts/*) HLEIBE SN ET,
ZBE . ZOFA T I VDOFERIEITESLITRTTLESL, VAT A
BEICBELG I 7MILO—EAEIBRINDZ I ENBY FT,

N+1 Ry FT—S DIBE., reload AV KTT A IIA—NEEBEShEE A,
ARV KIE, PUO9TF4T AL—TJ ar brO0—S5TEFITEE A,

¥¥1 EXEC

L

SR AMIEET. reloadall a7 > K& J— MEFIZERT A E. TRAENYSI Ty T O
U hO—5hARLEBREEZFRATETET,
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LUTDaY Y REEETDHE. /— D2 THBET7IERARLAV R T—hrEnZE

ERS

controller# reload ap 2

reload-gui (150 N—2)

® reload-management (151 N—2°)
o reload-security (152 N—<5)

e reload-snmp (153 NX—2°)

e reload-vpn (154 N—<°)

® reload-wapi (155 X—=°)
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reload-gui

Web Ul FA+RZEYEy FLET,

.94 reload-gui

avo kR ##E EXEC

E—F

TI4IE L

A& 372 K reload-gui 2@ 35&. Web Ul 7AEXAY Y hEhET, Web Ul (ZEF

LTROMENFEELIZBEIC. SO RFEFERALET,

e WebUIIZCF7HERTER

e WebUl S5 7DT—2NEFHFINTLVEL
o AP T—JILDR—=UNT1J—XL 1=

o Web Ul ARREIZH -1

= B LTFOa<Y RiZ, WebUl £#1)O—RKL%ES,

controller# reload-gui

BEavT VR e reload (148 X—<)
® reload-management (151 N—2°)
o reload-security (152 N—5)
® reload-snmp (153 NX—2°)
e reload-vpn (154 N—<°)
® reload-wapi (155 X—=°)
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reload-management
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AV hA—SOERTOEREYEY FLET,

reload-management

154E EXEC

[System Busy ( VAT LNED—TH )] EVWS AV E—UNRRTINVRATLNIGE LA
Koz &ZFIS, ZOATUFEFERALTaY FE—SOEETOERE) Y FLET,
ARV FRIZ&KY ., PRTLIBEEBE—FIZRYET,

reload-management 1< > FIZk Y, System Busy (VRTLNEDS—TT )] &5
T— A VE—URRRIN-EZDEBEITOEIA) Y bENFET,

meru-wifi# show ap
The system is busy.Please try again.
meru-wifi#

meru-wifi# reload-management

e reload (148 X—<5)

o reload-gui (150 X—=5)

e reload-security (152 N—<5)
e reload-snmp (153 NX—2°)

e reload-vpn (154 N—<°)

® reload-wapi (155 X—=°)
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reload-security

tXxal)T4 EDa—-ILEYEY FLET,

B reload-security

avU R 1 EXEC

E—F

TIHIE L

A& reload-security IV Y Rld, YRATLDITRTOEX21) T HAETOERE) R4 —
FLES, SOV FEFEALT. BARESINTVWESIRTOEF2) T+ BREZEHE
ALZET,

= Al UTDavY Rk, £F%a2UT4 EPa—LEYBR—KFLET,

controller# reload-security

BAEavU R

reload (148 N—2)

o reload-gui (150 N—23)

® reload-management (151 N—2°)
e reload-snmp (153 NX—5)

o reload-vpn (154 N—2)

o reload-wapi (155 ~X—<°)
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reload-snmp
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SNMP 7Aa+X%&Yty FLET,

reload-snmp

4$4E EXEC

mL

a< Y K reload-gui A9 5 &, Web Ul T7EERAMN Yty hE&hFEFI, SNMP DRERE

NEELLGRIC. COaATU FEFERALET.

LUTOa<Y KIE, SNMPE2a—)LEY)AO—FLEYS,

controller# reload-snmp

® reload (148 X—2)

o reload-gui (150 X—=>)

® reload-management (151 X—2)
® reload-security (152 N—2°)

® reload-vpn (154 N—<)

® reload-wapi (155 ~X—<°)
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reload-vpn

VPN 7OtR%&Ytv FLET,

B reload-vpn

avo kR ##E EXEC

E—F

TIALE L

R reload-vpn I > Rik, VPN REZ ) R4 — kLET., VPN AP BHOEHNA S T Lh

BWEEIC, SOaATY FEFERLET,
=R controller# reload-vpn

BEavT VR e reload (148 X—<)
® reload-gui (150 X—=5)
® reload-management (151 X—27)
® reload-security (152 N—2°)
e reload-snmp (153 NX—5)
® reload-wapi (155 X—=°)

® \pn server (510 N—=5)
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reload-wapi
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WAPI ZO+x#&UEy bLET,

reload-wapi

4$4E EXEC

mL

reload-wapi A7 Y FEFEHATHE. WAPI oA Y £y hEhEd, WAPI H—/\¢&

DBECHENRELLEEIC. OV FEFEALET,

LUTmawy Rl WAPI&REZ)O—KLET,

controller# reload-wapi

® reload (148 X—2)

o reload-gui (150 X—=>)

® reload-management (151 X—2)
® reload-security (152 N—2°)

e reload-snmp (153 X—2°)

® reload-vpn (154 N—<)

® wapi-server (357 X—2°)
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remove-license
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SAEUREHIBRLET,

remove-license

Y1 EXEC £E— K

AT KREFEALT, YATFLN—FHIT7DS54 >R, & license a<v 2 K
FEALTCEMSNIEEED2—ILEHEIRLET, 4 XERIFa -0
T7—LDzTIZEORAEFNATEY., 74—T 42V EDBPERT IS4 VR T7A)LIC
FYUBMICERESNET,

ARV RFEFUHT E, avbO—50") T—rLET,

license (133 X—25)



roaming-domain
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D547 A=V EHAITHa MO—SDTIL—TEEBELET,

roaming-domain create
roaming-domain start
roaming-domain stop

5 a—/NILERTE

O—3IV9 FAAVIIHEELEEA.

roaming-domain create AV Y F#{KaA U FO—FIZHLTHERALT. B—3 25 RAA
VIZBMBOaY rA—=50IL—TEEYy b7y T LET, TDHIZ roaming-domain
start AV FEFERALTCE IV FA—5TH—ERZHBLET . P —EXRZENICT S
[ZIX. roaming-domain stop AV F&#FERALET,

COHENMEAINDIDE, O—I 0T JIL—TRHAD A vN—ar ba—5HDEED
2DONEBEBIPY IRy MRV, a2 FA—F/ETIL—F Xy FT—0ZFALTLS
BEICFERASNAIBENDHATT, BEX520ay hO—5AA—I 45 RAASLVIZEMT
EFET, FMIZDOLTIE, [FortiWLC (SD) BEFEH 17 Fl @ T4 A —a> hO—5 O—=
VT DEESBLTLESL,

ICRE—FIEZ22HY. 1 2FBEER—L UVIA. £5120E8FHY) VI HATY, #lR
EIBIZDWTIX., [FortiWLC (SD) BESN 1 Fl O T4 B —a>v rA—5 O—32Y ) %
SHBELTLESL,

ROBIE. BYDIY FO—5TICRIL—THREDESIZEFBENENERLTUVET,
ey rTYTE,. O—ZIVF RAAVIZHAMDITRTOIY FO—FTITOREMN
HYET,

BEIHR—L Y IREDH

default(config)# roaming-domain create
Create Roaming Domain [y/n]?: y
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When entering values, make sure they are identical in value and in
identical order

among all participating controllers! Remember to include the current
controller!

ESSID for this roaming domain, or q to quit:

IP address of a controller in roaming domain, or q to quit: 192.168.2.1
Is 192.168.2.1 correct [y/n]?: y

IP address of a controller in roaming domain is 192.168.2.1

Is this controller Static DHCP home for this roaming domain [y/n]? :n
IP address of a controller in roaming domain, or q to quit: 192.168.2.2

Is 192.168.2.2 correct [y/n]?: y

IP address of a controller in roaming domain is 192.168.2.2

Is this controller Static DHCP home for this roaming domain [y/n]? :n
IP address of a controller in roaming domain, or g to quit: q

BEEAR—L YD BREDH

default(config)# roaming-domain create
Create Roaming Domain [y/n]?: y

When entering values, make sure they are identical in value and in
identical order

among all participating controllers! Remember to include the current
controller!

ESSID for this roaming domain, or q to quit: fixed_home

Is homelink correct [y/n]?: y

ESSID for this roaming domain is homelink

IP address of a controller in roaming domain, or q to quit: 192.168.2.1
Is 192.168.2.1 correct [y/n]?: y

IP address of a controller in roaming domain is 192.168.2.1

Is this controller Static DHCP home for this roaming domain [y/n]? :y
IP address of a controller in roaming domain, or q to quit: 192.168.2.2
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Is 192.168.2.2 correct [y/n]?: y
IP address of a controller in roaming domain is 192.168.2.2
IP address of a controller in roaming domain, or q to quit: q

show roaming-domain (205 X—2°)
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ERWGORTLEEELY b7y T RV )T ERBLET,
setup

¥¥1 EXEC

setup RV YT hEFERALT, PDRTLDEEHEETICETHERNRNTA—FERELE
TR TREERFTTDHE, AV PO—SELEDBIENRTA—LEHITH-ODERER
HEAvtE—UhARFEEINET,

I hO0—5DIP7RLAZDHCP 2FERALTEIYH TS L3IZLTWSIGE. UTOFE
WERBTILELADY ET,

e O rO—5DHKRRME (KRR MEFEBHOEEL LTHERINIDITTEHY FEA)

¢ DHCPHY—/ADIP7 FLR (A FE—3DIP7 FLRZEYLTHDIZEREINE
)

o OV FO—SOBUERBIET ZDIZFEREINE NP H—/N(FT3V)

BEIP7 FLRAZEYETRHIZE, UTOFRERBTILENHYFET .

e AV PO—SNDKRAME(IP7RLADBXTIEHYEEA)

e OAVFA—FDIPF7KLR

o IrA—5DOYTRY kIRY

e O A—SDTIAILETF—+DTA(DIPFTFLR

e O—AIDNSH—NDIPF7KLRA

o O—AJ KAALUDAR

e OV O—SORBLERKILT ZDIZERSNS NTP H—/(FFa>)

ty b7y T RY )T EOFMZDOWTIL. [FortiWLC (SD) AFiL 1 Fl #5BL T 12
AW

BRGSO RTLEEETIOOMNPRERY Y T FEETTSHICE . setup XU F &
FERALET (—MOAHZEUTITRLET )



default# setup
Begin system configuration ...

Country code configuration for this machine.

The country code is currently set to US
Would you like to change it [yes/no/quit]?:
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show alarm
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AV FA=3TREHESNATVS VTSN TWENWT S —LZRTLES,

show alarm

5 EXEC

BEMENTVWET77ERA R4V MIEESTHIDLEH, v bO—5TREEIh TS
REEIVI VT ENRTVWEWT S —LERTLEY, 77 —LDBK. EEE. TLT
TI—LARITEN/ — EARTENET,

REBEEIVI VT ENTOWEWT S—LNFEELLGVEREF . UTOA v E—UNKRTEN
ij—o

Alarms Table(No entries)

UTOavr Rk, BERBIZE S TWET I—LBRRENET,

controller# show alarm
Alarms Table

Alarm Type Severity Timestamp Content
AP Down Critical 2005/05/14 21:57:17  Access Point AP-1 (1)
AP Down Critical 2005/05/14 21:57:14 Access Point AP-25 (25)

LUTDERTIE, showalarm [ZkYHEASIND T4 —JL FICDWTERBELTWLET,



LE:
Alarm Type

Severity

Timestamp

Content

BiEA
TI53—LBA4T, UFOLWTFIMIZEY FT,
AP Down (AP 1L ) : 3> FB—3 & access point DiEfEH KHNT
WET, 41 —H Ry b 5—TILH access point TR STV,
access point AU LTLET,
Watchdog Failure ( BE{R#EEDES ) : watchdog TR XA/ L
TWEY, COMBEZMBRTIICEVATLEY T— T I2RLELH
YET,
Rogue AP Detected ( RIE AP D& ) : KBS TULVELY AP (FFRT Y
R NI AP) BRI E LT,
Certificate expired ( EEBAE IR YN ) : SEIBAZE DB EIR, I 1=,
SBRENFELEFERIATOER A

77— LOEEE (EIC Critical)

UTC @7 5 —L0 B (year/month/day hh:mm:ss)
year =
month = B%&&R9H (01 ~ 12)

To—LDEH, FEETIER RS2 FZETET7 5 —LDBEIC
[&. Content 7 4+ —JL FIZIZ MAC 7 KL X, BSSID. 8&UVRT—
DAVHMERTEF Y ORI —EBERREINET, ¥ LTI
R RA 2 bDFBEIE. Content 74 —JL FIZIZ AP OERIEBSH—E
RRINFET,

alarm (106 X—<°)
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show ap-neighbor

HETHAP ZRRLET,

B show ap-neighbor
show ap-neighbor <AP ID> <InterfacelList>
show ap-neighbor details

= A ¥5HE EXEC

EF—F

TI4ILE L

& BETYT7OBREGHREERTAICIE. CAoDaT Y KT, AT HIAPEFI v LE
T, EETDHAPDYRNIF, a2 bA—5ARLETHAINEIMNZMZA T, EET S
AP [CBET A RDEBRIPRTEINET,
e APID
o Controller Index
e APMAC 7 KL X
e RSSI

&£ Rl OB, FET B AP OHMERTLET,

Engg-wifi-Main# sh ap-neighbor details

AP ID Interface Id Serial Number Channel Neighbor AP ID Serial
Number ControllerIndex Current RSSI

8 1 00:0c:e6:04:fc:b5 11 10
00:0c:e6:04:f0:b6 18 -54

8 2 00:0c:e6:04:fc:b5 149 10
00:0c:e6:04:f0:b6 18 -54

8 1 00:0c:e6:04:fc:b5 11 11
00:0c:e6:04:fc:b7 18 -66

8 2 00:0c:e6:04:fc:b5 149 11
00:0c:e6:04:fc:b7 18 -70

8 1 00:0c:e6:04:fc:b5 11 5
00:0C:e6:05:06:07 0 -76
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:0c

:0c

:0c

:0c

:0c

:00:

:0c

:0c

:0c

:0c

:0c

:0c

:e6:

:e6:

:e6:

:e6:

:e6:

00:

:e6:

:e6:

:e6:

:e6:

:e6:

:e6:

ROBIF,

05

05

05

Q7

Q7

00:

00:

04:

04:

04:

04:

05

T SHAP ERRELET,

:eb:

:eb:

:eb:

:9e:

:9e:

00:

68:

3c:

99:

fc:

fd:

106

7cC

7¢C

7d

9b

9b

00

3f

8f

79

c7

dd

o7

00:

18

00:

18

00:

18

00:

18

00:

18

00:

00:

00:

00:

00:

18

00:

00:

oc:

oc:

oc:

oc:

oc:

oc:

oc:

oc:

oc:

oc:

oc:

oc:

e6:

e6:

e6:

e6:

e6:

e6:

e6:

e6:

e6:

e6:

e6:

e6:

04:

04:

04

04:

04:

05:

05:

05:

05:

05:

05:

05

Engg-wifi-Main# sh ap-neighbor

AP ID Interface Id Channel
RSSI L3

L2

AN PW NW N0 U0

11

149

11

11

11

fc:

fc:

:fc:

fc:

fc:

eb:

eb:

eb:

eb:

eb:

eb:

:eb:

Local
RSSI L4

b5

b5

b5

b5

b5

11

11

11

11

11

11

11

APs

11 15
-76
149 15
-86
149 13
-63
11 4
-72
149 4
-86
11 0
-40
11 6
-84
11 4
-70
11 22
-64
149 1
-62
11 1
-44
11 5
-73
Remote APs
2 0
0 0
6 1
1 0
5 1

RSSI L1

RSSI
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2 2 11 5 1 1 0
3 1
5 1 11 5 7 2 3
6 1
5 2 11 4 1 1 0
3 1
1 1 11 7 6 1 8
4 0
1 2 11 6 1 0 4
3 0
4 1 11 6 5 2 4
5 0
4 2 11 9 1 0 2
5 2
13 1 11 5 3 1 3
4 0
13 2 11 6 1 1 1
4 0
10 1 11 4 5 1 2
5 1
10 2 11 5 1 1 2
2 0
11 1 11 5 7 0 4
7 0
11 2 11 5 1 0 2
2 1
15 1 11 7 6 1 5
7 0
15 2 11 8 1 0 2
5 2

AP Neighbors Consolidated List(20 entries)

ROAT 2V KRIE. BEDA VEA—T A ADEEDAP W RZA 5T S5 AP R <LE

—d—o

Engg-wifi-Main# sh ap-neighbor 1 1

AP ID Interface Id Serial Number Channel Neighbor AP ID Serial
Number ControllerIndex Current RSSI

1 1 00:0c:e6:04:fc:c7 11 0

00:00:00:00:00:00 0 -79

1 1 00:0c:e6:04:fc:c7 11 4

00:0c:e6:04:3c:8f 0 -49
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00:0c

00:0c

00:0c

00:0c

00:0c

00:0c

00:0c

00:0c

00:0c

1

:e6:

1

:e6:

1

:e6:

1

:e6:

1

:e6:

1

:e6:

1

:e6:

1

:e6:

1

:e6:

05

05

05

05

o7

o7

04:

04:

05:

fc:

fd:

106

ca

cea:

:eb:

:eb:

:9e:

:9f:

b7

dd

Q7

105

e8

11

7¢C

9b

1d

00:

18

00:

0

00:

0

00:

0

00:

18

00:

18

00:

18

00:

18

00:

18

oc:

oc:

oc:

oc:

oc:

oc:

oc:

oc:

oc:

e6:

e6:

e6:

e6:

e6:

e6:

e6:

e6:

e6:

AP Neighbors List(11

04:

04:

04

04:

04:

04:

04:

04:

04:

fc:

fc:

:fc:

fc:

fc:

fc:

fc:

fc:

fc:

c7

c7

c7

c7

c7

c7

c7

c7

c7

entries)

Engg-wifi-Main# sh ap-neighbor 1 2
AP ID Interface Id Serial Number

Number

00:0c

00:0c

00:0c

00:0c

00:0c

00:0c

00:0c

2

:e6:

2

:e6:

2

:e6:

2

:e6:

2

:e6:

2

:e6:

2

:e6:

05

05

05

o7

o7

00:

04:

ControllerIndex
00:0C:eb6:

68:3f 0
00:0C:eb6:

fc:b7 18
00:0C:eb6:

:ea:e8 18
00:0C:eb6:

teb:11 18
00:0C:eb6:

:eb:7c 18
00:0C:eb6:

:9e:9b 18
00:0C:eb6:

:9f:1d 18

04:

04

04:

04:

04:

04:

04:

fc:

:fc:

fc:

fc:

fc:

fc:

fc:

c7

c7

c7

c7

c7

c7

c7

AP Neighbors List(7 entries)

11
-65

11
-42
11
-55
11
-56
11
-63
11
-57
11
-52
11
-63

11
-65

Channel
Current RSSI

11
-64

149
-81
149
-72
149
-61
149
-61
149
-63

149
-71

11

Neighbor AP ID

11

Serial

167



show bonding

(378

avY R
EF—F

TI4ILE

R

fs2 FR I

168

S —Fy kR— k RUTq VIHHERTLET,

show bonding
show bonding full

ful # 7> a3 %&EBmMy dE, #FHORY T« VITREBRVRRENET,

4 EXEC

ROTAUTTE A—YRy bEXRFITHERATDIIET. AL—Ty FARALELFET (
R—b rSOF T IEHNEERIENET ), COHEEE. AMC 4 —H Xy b R—
b H— KZEKET D MC4100 & MC5000 THR— kL TULVET, FastPath E— K 74+
SL—avElAEbEdE. ANN—Ty MISHIZEMLET,

ROARVFEFEATHE AMCTI S L—8 h— FEEHKET $ MC4100 & MC5000
DR— b+ RUT o D TREDBERRSNET,

default# show bonding

Current bonding configuration = single

Master bonding interface 0:

Master interface © num slave interfaces =1

Slave interface 0-0:
Slave interface 0-0 link status = up

* Use 'show bonding full' to display more details.

default#

ROBITEE, TaFILRYT 1V ITRENRTENET,

default# show bonding
Current bonding configuration = dual
Master bonding interface 0:
Master interface @ num slave interfaces =1
Slave interface 0-0:



BgEavY R

Slave interface 0-0 link status = up
Master bonding interface 1:
Master interface 1 num slave interfaces =1
Slave interface 1-0:
Slave interface 1-0 link status = down

* Use 'show bonding full' to display more details.
default#

bonding (111 X—<°)
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show calendar

N—F2z7 70y OREDBEFERLNERTLET .

BX show calendar

::Ezi F € EXEC

TZHILE L

=Bl UTDaATY FEEETDE. N—FDz7 YAy OBRECAENRTINET,

controller# show calendar
Thu Mar 6 14:00:12 UTC 2008
controller#

BEEaTUF e calendar set (113 N—=°)
e date (119 N—2)
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show client-locator

{52 Rl

ping /37y FETH—T 42y FOVRTLITEKELTULSHFED OUI ITEFELET,

show client-locator
no client-locator

41 EXEC

DAYV REFEALT, ping /8 Y b ETA—T 4Ry bOVRATLIZESH LTS8
EDOUIIZEELET, TOaAXY RIEEIS, HALY K E—FDISA4 72 MZERL

£Y,

ROPITIE, 9547 b AF—2%8F L, EHZLET,

corpwifi# client-locator

corpwifi# sh client-locator

Client Locator utility is enabled
corpwifi# no client-locator
corpwifi# sh client-locator

Client Locator utility is disabled
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show controller

T+

P&

172

AV FA—SOEREFEBRERTLET,

show controller

¥¥1 EXEC

show controller AT FEFEALT, a2 bO—5DFO—NIL INSA—FFRRELE
T, ULTOaY FA—JEHARTEINET,

INTA—4 e
Controller ID A kA—50ID &S,
Description AV hA—SOFHBP(FTav),
Host Name I kA—3DKRR M,
Uptime OV bA—ZHEEN L TH S DORFIEEFRH,
Location a2 FA—ZOBHMOHRA (A Tav),
Contact AV FA—JICEALTERENCDOXENVEL LGS IHRITE

BRI HELECHELABEOHRA(FTav),

Operational State a2 FO—SOBREKR, a2 FO—5HAKRBLTLSBAEDIK
BEld enabled &% Y . BEIL TLVEULMES DIREE(L disabled & 7%

UEYS,

Availability Status avbO—SOR A%, 3> FA—3I(X. online £7-14 offline [Z
BYES,

Alarm State 75— LiKEEEL LT, No Alarms (27 %A\, Critical lE EDREERE
7T_\ Lij_o



INTGA—4

Automatic AP
Upgrade

Virtual IP Address
Virtual Netmask
Default Gateway
DHCP Server
Statistics Polling
Period (seconds)

Audit Polling Period
(seconds)

Software Version

Network Device ID
System ID

Default AP Init Script

DHCP Relay Pass-
Through

Encryption Module
Status

Controller Model

Region Setting

St

On (X, AP Oy brO—JIZEHERITONBEIZ, AP Za 2k
O—S5EtTRETEIZYVIRITT7ZON—aVIZBABMIZTY T
SL—FK3252¢ERLET, Off &, COMEENT I T4 TTIE
BWIEFERLET,

AV hA—JICEYETONEREIP7ZRLA,
arvhrO—SICEYETORERERY FRRY,
FTIAILNEHF—FITADIP7KRKLZA,

BHET7 FLRAEYETAIY FO—SIZEREINATLRES.
DHCP ERMNEEINBZY—/IAD IP 7 RLANEKRRENET,

BInt gy O ROy T LTy MG E DR ERE
AV FA=SAR—Y VT T RRNFBESEDLENH D,

A2 FA—SABERFRENRET HAIEBSELLENHHE
Fﬂﬁ o

AV FA—STETFOY I LI T7D/IN—D 32,
a2 bA—5DOYYTFTILES (MACT FLR),
AV rA—5SDIRTLID,

TIAILCDONPIERY U T LDRRT, DRV YT RE, RY
T EOBARMICEESNTOWVEWT IR R4V I LTE
TE3NFET, CORY ) TR, /ATS/scripts T4 LY FUIZTE
ETIBELNHYET,

INRRJ— E— KM DHCP Y L— H—/ITHMIZH>TWLSEINE
ShERLET,

EEORESLLBESA—/ILATY FO—SHIZHEETEINE S
MERRLET, A VA F=ILENTWBIBEE., CO/ITA—4
[X Online X R"LET, 1 VXA F—ILESNTWEWEE., D/
5 A —% 1% Not Installed &R LET,

A MA—SDETILERTLET,

a2 rO—SAEBMETILNIKEREETILNZIEELET
(DFS M BEMTHEA ),
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INSA—4 St EA

Country Setting aY bA—SHRESNELZRRTLET,

Manufacturing Seriall o> bO—5SDL Y FILES,

#

Management by onlIFEFETHE. AV FA—FADTAVLRAEET IV EANE

wireless stations MIEYES, off ITERET HE. FTAVLATIEEETEFEE
Ao

Controller Index REEIANEZREESNTLRIEE, RER— AT TTHAIF 0, K

BR— FAERE ShTONEHEARTENET,

Topology Information kKO SHEHRD7 v TF— k&, kT TNSa—TF 4 V50T

Update Ny TEROWNEIZRILIEET . ST a—Ta 90T
Ny TIEROINENBELRIBERIZDH, COMEETENZTSC
CEHRELET,

AeroScout Aeroscout NETHDE. 29D LS VFUIBNEMLY F

9, AeroScout [, SYT Y TDEIBLENMILEBEFETD
AyvE—UHRERBYET, TA—T14 XY MNIFTDT7EY F k
SyFxoTEYR—FLTWET,

FastPath Mode FastPath Mode H% on DIFE. AIL—Ty bMREREIZHEY FT,

Bonding Mode Bonding Mode (&, single F1=(% dual T¥, RV F 1 VI Tl
A=Yy bEWHTERATSET, RAL—Ty rHAELELE
FT(R—=bF SRV TPOIVIENELTFENET ). CDHEE
IX. AMC 4 —H 3y b iR— b h— FZEHET 5 MC4100 &
MC5000 THHR— bk LTULVET, FastPath E— K 7o €5 L—
LavEAEhEs L. RI—TFy FMIESHITEMLET,

DFS DFS A'enabled TH5 &, HEDIA LT EZRA T EHTRTD
Y—NTRPAT -2 OERANEITENFET,

Station Aging Out
Period (minutes)
=RAK UFOavy RIF, 3y rO—S®EERERTLET.

InteropLab# show controller
Global Controller Parameters
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Controller ID
Description

Host Name

Uptime

Location

Contact

Operational State
Availability Status
Alarm State
Automatic AP Upgrade
Virtual IP Address
Virtual Netmask
Default Gateway
DHCP Server

Statistics Polling Period (seconds)/@ disable Polling :
: 60

: 4.0-15

: 00:90:0b:0e:a8:61
: 1FC4B274070D

Audit Polling Period (seconds)/@ disable Polling
Software Version

Network Device Id

System Id

Default AP Init Script

DHCP Relay Passthrough

Controller Model

Country Setting
America

Manufacturing Serial #
Management by wireless stations
Controller Index

Topology Information Update
AeroScout Enable/Disable

FastPath Mode

Bonding Mode

DFS

Station Aging Out Period(minutes)
InteroplLab-MC1000#

e show controller cpu-utilization (177 X—27)

1

: InteroplLab

: InteroplLab

: 47d:18h:55m:55s
: DC Cabinet 6

: Network Group

Enabled

: Online

: No Alarm

. off

1 172.26.96.11
: 255.255.255.0
:172.26.96.1

: 10.0.0.10

60

: on
: MCl000
: United States Of

: 2008MC10001039
T on

N

: off

: disable

:on

: single

: disable

N
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® show controller file systems (178 X—2°)
® show controller memory (180 N—2°)

® show controller processes (182 N—2°)
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show controller cpu-utilization

a2 hO0—5® CPUERERAZRRELET,

B show controller cpu-utilization

=8 #51€ EXEC

E—F

TIHINE L

A& show controller cpu-utilization <Y > FZERALT. 2> O—5® CPU EFRAE%

ZRLEFT . EZTFOTOELRDY R b ERBFIC—RRMEFIAKRERE Y 7ILEIALTE
FEINGALRIRINET, CTRL-C AT 5H&. CLI TRV T RIRY FJ, CPU &
AZEX, FALEZ CPUKMZ 7O EROETHHEITHRELZLDTHESIR, N—EV +
TRINFET, TRTEMELTE 100% IZHREZEFIFEAEHY FEA,

£ A5 LTDavY REEETSE. OV FO—50 CPU FREENAERRINET,

controller# show controller cpu-utilization

BEEaTUF ® show controller (172 X—=5)
® show controller file systems (178 X—2°)
® show controller memory (180 N—2°)

® show controller processes (182 X—2°)
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show controller file systems

A PAO—5DIT7AI PATLEREERTLET,

ﬁEj{ show controller file systems

= 51 EXEC

£—F

TIAIE L

Ri& CDARVFFEYRTFLTALI MY ETFAL PRFLIZDVTOERERTLET

DAY RIZEY RDEBIRTEINFET,

INSA—4 i B

Filesystem T74IN PRATFLDERZRERLET, T4 LY LYDBFBE. none
EFRRLET,

1K blocks 774N PRATLERETA LY FBRERTEZESICHRESATL
BIKNA R IOV IBERTLET,

Used 774N DRATLFEREIETALY FULRBREFERAL TS 1K/ +
JOvoHERRTLET,

Available T7AN SRFLERIET 1LY MYSMERTARERZ KA Jay

O (ZEEAR-—R)ERTLET,

Use % T74N DRATLFERETA LY FYMNREFRL TS ERATREL
TJRyHDEEG (%) ERRFLET,

Mounted on T7AIN DATLRRI I FENTWAIY YU RSV FERTT
M. TA4LY F)DIRRBEYRMLET,

= B LTFDaATY REEETRE, AV FA—SDT 7ML SRTLEBRNERREINET,

controller# show controller file systems

Filesystem 1k-blocks Used Available Use% Mounted on
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/dev/hdc
none

none

none

none

none
controller#

420453

4880
9764
9764
9764
9764

show controller (172 X—<5)

145615
40
4820
308

(<]

0

® show controller cpu-utilization (177 X—5)

® show controller memory (180 N—2°)

® show controller processes (182 N—2°)

252426
4840
4944
9456
9764
9764

37% /

1% /dev/shm
50% /var/run
4% /var/log
0% /tmp

0% /capture
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show controller memory

FTIXIE

A&

{52 Rl

180

ETHPOTOELRATHERAIATWEIAEYERRLET,

show controller memory
show memory

¥ EXEC

AT RFIVrO—SDOAEYDFARRERRTLET,

controller# show controller memory

total: used: free: shared: buffers: cached:
Mem: 527548416 237649920 289898496 0 6414336 129626112
Swap: 0 0 0
MemTotal: 515184 kB
MemFree: 283104 kB
MemShared: 0 kB
Buffers: 6264 kB
Cached: 126588 kB
SwapCached: 0 kB
Active: 140332 kB
Inact_dirty: 19204 kB
Inact_clean: 28012 kB
Inact_target: 37508 kB
HighTotal: 0 kB
HighFree: 0 kB
LowTotal: 515184 kB
LowFree: 283104 kB
SwapTotal: 0 kB
SwapFree: 0 kB
Committed_AS: 656468 kB
controller#



Mk

\O

T

show controller (172 X—<5)
show controller cpu-utilization (177 N—2°)
show controller file systems (178 N—2°)

show controller processes (182 X—2°)
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show controller processes

ETHFOIATHOIY O—F TOERICETHEREERRLET.

*ﬁ}t show controller processes

= 51 EXEC

E—F

TIAIE L

F& COARVREFaArbO—3 TJOLRDUARMERRLEY, &£T0ERIZDOVT, UTF

DERARTEINET,

NS A—4 B
uiD (L—Y D) At REMAT 51 —HFEERRLET,
PID (7B€XID) 7RO IDEFERTLET,
PPID (B70ER D) ZOTOERADEELELZTOELROESERFLE
j—o
C
STIME TOEAMNBBLIZEED R T LBMERRLES,
TTY ToERMBBLEZEEDI—SFILBERERTLET,
TIME TOERDBETHBERTLET,
CMD TOERDERERRLET,
=Rl UTOH > F)IL a7V KT, BEDVRATL 7OEAO—BRRREINET.
controller# show controller processes
UID PID PPID C STIME TTY TIME CMD
root 1 0 0 0ctig »? 00:00:05 init
root 2 1 © Octi4d »? 00:00:00 [keventd]
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root
root
root
root
root
root
root

® show controller cpu-utilization (177 X—<°)
® show controller file systems (178 X—2°)

® show controller memory (180 X—<°)

3
4
5
6
223

228
238

B R R R R R R

®© ® ®© ® ® ® ©®

Oct14 »
Octil4 =~
Octi4 -
Octl4 »
Octil4 =~
Octl4 -
Oct14 »

show controller (172 X—<)

00:
00:
00:
00:
00:
00:
00:

00:
00:
00:
00:
00:
00:
00:

04
00
00
00
00
00
01

[ksoftirqd_CPuo]
[kswapd]
[bdflush]
[kupdated]
syslogd -m @
klogd -x
/usr/sbin/sshd

183



show controller mobility-vars

Y4 RSSI{BEIZ DLW TDEBERERTLET,

B show controller mobility-vars

= 51 EXEC

E—F

TIAIE L

F& Zoavy FiE, BEDEYL RSSIEZRTLET,
NG A—4 B

Topology Update  rRATEHRD 7Y TT— &, b TN a—FT a2 50Ty 5
FHROWNEICRIDBET, FSTILLa—TFT a4 oT0TN\YTERD
IWENKERIGEICOH. COBEEEEMTILEHELET,
UFTOWThhDA T avEBIRLETS,

On:aY hrA—5TrRADEBROT Y TT— LEEHIZLET,
Off: FAROPHERDT7 v ITT—FEEMICLET, ThHBTIAHILE
HRETT,

AssocStationMaxl BEE{F TSN TWNARRTF—avDERERTA RILER.,
dle

Adeqgate RSSI WAHRE SN T D#EY: RSSI B,

=Rl UTOflE. WED RSSIHEZRLTLET,
default (15)# show controller mobility-vars
Topology Update AssocStationMaxIdle Adequate RSSI
off 2000 -58

Controller Mobility Configuration Parameters(1l entry)

BEav VR e show controller (172 N—=)

184



show event

H LU
| d
.\V

T

T+

H
r‘ilwo

{52 Rl

AVFA-STRHESIN TRV YT SNTVEVNAAY FERTLET,

show event

154E EXEC

BEMEINTLWET7 VA RA U MIBESTHIDLEH, v bO—5TREEIh TS
REBEBELVIUTENTVWEVWARY FERTLET, E/AVNOBK, EEE, ZLT
TI—LARITEN/ — EARTENET,

BREBELV IV TINTWEWARY FRFEELBWVGEIE. UTOA v E—UARTEIN
ij_o

Events Table(No entries)

LTDavr Rz, RERBICHEDTVEIS AU MARTENET,

controller# show event
Events Table

Event Name Severity Source FDN
Raised At Detail Information
User 802.1x Authentication Fail Major controller SD-ST-3-DAbcWebAuth-

00:23:1 07/26/2013 12:21:21 Acces

s Request rejected for User: <host/meru-it-THINK>, NAS IP: <172.29.0.137>,
SSID: <DAbcWebAuth>, Calling

Station ID: <@9:23:14:2e:b9:28>, Called Station ID

User 802.1x Authentication Fail Major controller SD-ST-3-DAbcWebAuth-
44:d8:8 07/26/2013 11:56:31 Acces

s Request rejected for User: <meru>, NAS IP: <172.29.0.137>, SSID:
<DAbcWebAuth>, Calling Station ID: <

44.:d8:84:b6:42:6d>, Called Station ID: <€9:99:0b:23

LUTODRTIEL, show event [CEKYHEASINS T4 —ILFICDOWTERBELTULET,
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Lt
Event Type

Severity

Timestamp

Content

event (121 X—2°)

Sied

ARV 24T, ULFOWTANIBRY ET,

AP Down (AP 81k ) : o> FA—35 & access point DEFHEHKHNT
WET, 1 —H %y b 5—TILH access point [T I TLVE N
M. access point A LTLWET,

Watchdog Failure ( BEfR#EEDEE ) : watchdog TEEAMNNU T L
TWET, COMBEERRT BICIICATLE)T— LT E2LELD
YFEJ,

Rogue AP Detected ( RIE AP MR ) : AR I L TULVELY AP (FFA]
JR RZEWLAP) A SN FE LT,

Certificate expired ( EEBAEHBYIN ) : FEBAZEOFUNHARIUIN =D,
FEBAENFLEFERASINATULERA,
ARV FOEEE (EIZ Critical)

UTC D41 X2 D BH#F (year/month/day hh:mm:ss)

year = £

month= R &R (01 ~ 12)

day = H

hh = B (00 ~ 23)

mm = %3

ss=f

AR FOFMl. FEBTIER KAV BT ST 5 —LDFEIC
[&. Content 7 4 —JL FIZIE MAC 7 KL X, BSSID. 8&URT—
DAVKERYTAF Y URAN—ERTENES, FVULETIE

R R4 2 FDFBEIL, Content 7 4 —JL FIZIZ AP DARTI&EBEMN—
ERRINET,



show fastpath

fastpath 7V €5 L—4#fist#RRLET,

fs2 FR I

show fastpath
show fastpath cache

41 EXEC

show fastpath A< > FZEHI % &. fastpath 5D IEH . fastpath KEE., MIBFH D/
Tb, Fryvia RTF—FRAGENRTINET,

show fastpath cache A< > FZ{#EHL., fastpath ¥ vy a2 TV Y ZERRLET,

ROAT2 FEFEAL., fastpath & & U fastpath Fv v S a#fistE2RRTLET,

MC500# show fastpath

Fastpath status:
Hardware acceleration:
Number of accel engines:

Cache width:

Cache depth:

Cache adds:

Cache deletes:
Cache flushes:
Cache updates:
Cache replaces:
Cache active entries:
Cache collisions:
Total packets:
Eligible packets:
Downstream trials:

Oon
off

32768

0

196049
186087
186097
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Downstream hits:
Upstream trials:
Upstream hits:
Hits, 1st try:
Hits, 2nd try:
Hits, Nth try:

®© ®© ®© ®© ®© ®

MC500# show fastpath cache
Upstream Cache Entries:

Buckt E D Source IP Port Destination IP Port PR Station MAC
Upstream MAC VLAN

Downstream Cache Entries:

Buckt E D Source IP Port Destination IP Port PR Station MAC
Downstream MAC AP IP Port

EEav K fastpath (124 X—<°)
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show features

AR P=ILENTWE/NNY FHEEERTLET,
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show fingerprints

H LU
| d
AN
T

T+

H
r‘ilwo

{5

BEavY R

190

VRATLIZRESNTWETNAR T4V A—T) U bERRLET,
show fingerprints

51 EXEC

TNAR T4 A—T) O raFERTHE. FRPOTNAAAD OS BLUE2A1TE#LYT
FFXER—RICHRHELTRRTEET, show fingerprints ATV FEFRAL T, R#E
BRESNTWBRTNAR T4 A—TY U bERTLET,

controller# show fingerprints

ID | Option 55 Description | Hexadecimal characters
1 Apple i0S 370103060f77fc

2 Apple Mac 0SX 370103060f775ffc2c2e2f

3 Cisco VoIP Phone 370103060c0f1c2a429596

4 Google Android 2.x 3701792103

5 Google Android 2.1 370103061c21333a3b79

6 Google Android 2.3.x 3701792103061c333a3b

7 Google Android JellyBean 37012103060f1c333a3b

8 Google Android 2.3.6 3701792103060f1c333a3b77

9 Blackberry 0S 370103060f

10 Nokia Maemo OS 370103060c01111c28292a

11 Microsoft Windows7-Vista 37010f03062c2e2f1{2179f92b
12 Microsoft WindowsXP 37010f03062c2e2f1f21f92b

13 Microsoft Windows Phone 7 370103060f2c2e2f

14 Symbian 0S 370c060f01031c78

15 Debian/Linux 2.6 generic 37011c02030f0677

16 Linux (unknown) 37011c02030f06770c2c2fla792a

17 Ubuntu 0S 37011c02030f06770c2c2f1a792a79f9fc2a
18 Palm 0S 37011c02030f060C

fingerprint (125 X—<5)



show flash

H LU
| d
AN

T

T+

H
s

{5

BAEavU R

VARTLAA—=D T7ANRETSTVIa AEVIZRELET,

show flash

4$4E EXEC

mL

show flash ATV RZFERALTIS YL a AEVIZHBVATLAA—SDI7AILE

ERTLET,

LUTDATURERETDE. 77922 AFVIZHEIVRATLAA—DD—ENKRRSE

nFE9,

controller# show flash
3.2-116

3.1-139

controllert

delete (77 X—2°)
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show guest-user

H LU
| d
AN
T

T+

H
r‘ilwo

{52 Rl

BEavY R

192

X TTFA T R—EILEFR N A—HDTHYY MERERRLET,

show guest-user

51 EXEC

show guest-user XV FZEFAL T, YA 1Y 7hOU MERERRTLET,

BIVRIIZETADY FOAF. THADY T I T4 TIZHEBBRF. BEXUTHVU R
PNETFIT4TICHLZBANRTENFETS,

ROARVKIE, A A—Y 7hOU FERRELET,

controller# show guest-user
Guest User Name Service Start Time Service End Time
frieda ©5/30/2008 12:00:00 05/30/2008 15:00:00

Guest User Table(1l entry)

o guest-user (126 X—=°)
o ping (142 NX—)



show interfaces accel

(378

avwyU kR
E—F

FTIAIE

A&

{52 Rl

BAEavU R

FoESL—b A—HRy b K— MR EERLET,

show interfaces accel
show interfaces accel <n>
show interfaces accel <n> realtime

n RERTDTIESL— b AVE—TzAR (1, 25K E),

%1 EXEC

TL

ZNaT Y RIE, MC4100 24 YR F—ILENTWE 7S L— A1 —HRy b AV
B—T AR D—F#HERTLET realtime AT a Vv aFATHE. RT—2 A& ERK
LTERRTEET,

UTmavy RiEk, MC4100 D795 L—k h— K#fstE2RR=LET,

mc4100# show interfaces accel
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show hostname

{52 Rl

194

AV FA—ZDRAMEERRLET,

show hostname

5 EXEC

T I+ I EDRR LBIE default TH,
show hostname AY > FZFERALT, a2 rA—5DRAMEERTLET., "R MG E
TRELEMNASEES. I FA—5DKRR ML default TS,

KRR ML, setup £1=I% hostname AY Y FTEERTEFET,

ROATV REFEATHE. O bA—5DHKRR M controller #FRxLET,

controller# show hostname
controller
controller#

® hostname (128 N—2°)
o setup (160 X—=°)



show license

VATLDZA VU RERTLET,

T+

P&

=Rl

show license

¥ EXEC

VATLDZA VU RERTLET,

show license AV Y KZFEALT. IXRTOWLAN Y FO—5E APDIVRATL 54
TURDAT—RARERELET, 2OATY FIZKYRODBERNRTEINET,

NS A—4

Feature Name

CtriStatus

LicenseType

Expiry Date

TotalCount

InUse

£
SAEUREZITTVWAHEEDRFIZRRTLET (Y FA—FF
% AP),
SARAMREELEL S TVWABAIC, AV FO—SDARAT—E2R (T
T4 TERIZREZ VN, ) ERFTLET,

FRPODSAEUADE 4 TE LT, temporary (—B ) =%
permanent (KA ) &R RLET,

—BFIA VAP RNTHAMNERTLET, FAEZVANKATH
BEBEE. CDT4—ILKRIZIK T-] ARFShFET,

CDFA LV ADRREGE>TWDI VT4 T4 DHBBERRLE
ER

BEFRADEL S TWESAEVREZITTWAI VT4 T4 D%
®RLET,

UTDav Y R2FERATEIE, VATLASAEUVRAR (U TIL)BNRRENFET,

meru-wifi# show license
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Feature Name CtlrStatus LicenseType Expiry Date TotalCount InUse

controller active permanent - 1
ap active permanent - 150 0
License Table(2)

EEav> K e copy (73 N—20)

® Jicense (133 X—2°)

® show license-file (201 X—<5)
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show ip udp-broadcast downstream all-

ports

H LU
| d
AN
T

T+

H
r‘ilwo

{52 Rl

TA—FF v XM FOVR M) —L R—bOKREERRLET,

show ip udp-broadcast downstream all-ports

EXEC £E— F

ARV EEFEALT, IRXTHHF DR k) —L udp-broadcast X k1) —Lh on Fi=
& selected DELELTHIMNERTLET, CDIT Y FD selected N\—2 3 U T Y
F 4 TDIFEIZ3 < > K show ip udp-broadcast downstream all-ports Z{EHY 3
&. LHY— a7 2 K ip udp-broadcast downstream <portNumber> THZIZA o1&
K8 DO2DHR—FDYRIBRTENET,

AT RIFE, AYVR M) —L TA—FKXv R b R— FOREERRTLET,

default# show ip udp-broadcast downstream all-ports
Downstream UDP Broadcast All Ports

UDP All Ports : on
default#

® show ip udp-broadcast upstream all-ports (199 N—2°)

® show ip udp-broadcast upstream-bridged all-ports (200 X—<°)
® ip udp-broadcast downstream (129 X—<°)

® ip udp-broadcast downstream-bridged (130 X—2°)

® ip udp-broadcast upstream (131 X—2°)

® ip udp-broadcast upstream-bridged (132 N—2°)
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show ip udp-broadcast downstream-bridged
all-ports

| «
.\
.

H LU

T+

H
r‘ilwo

{52 Rl

198

\'

.

TO—KRX VYR AV VRM)—L Ty D R—bORKREBERRLET,

show ip udp-broadcast downstream-bridged all-ports

EXEC £E—F

DAYV REFEALT, IRXTOFIUA M) —L T v udp-broadcast R k1) —L
Mon Ff-[L selected DELLTHAIMNERTLET, CDIT Y D selected /31— 3
URT O T4 TDIHFEAEIZAT T K show ip udp-broadcast downstream-bridged all-
ports ZEAIT H&. LA — a< 2 K ip udp-broadcast downstream-bridged
<portNumber> THEHIZH 2=HZ K8 DDR—FDY X CARTINET,

COATVFREE AV VAN)—L TYyY TJA—FFv X b R—bOKREERTLE
ERS

default# show ip udp-broadcast downstream-bridged all-ports
Downstream UDP Broadcast All Ports

UDP All Ports : on
default#

® show ip udp-broadcast upstream all-ports (199 N—2°)

® show ip udp-broadcast upstream-bridged all-ports (200 X—<°)
® ip udp-broadcast downstream (129 N—5°)

® ip udp-broadcast downstream-bridged (130 X—2°)

® ip udp-broadcast upstream (131 X—2°)

® ip udp-broadcast upstream-bridged (132 N—2°)



show ip udp-broadcast upstream all-ports

H LU
| d
AN

T

T+

H
s

{52 Rl

TJO—FF¥R Ty TRAM)—L TO—FX v XA b R— FOREERTLET,

show ip udp-broadcast upstream all-ports

EXEC £E— F

ARV EEFEALT, IRXTH7 Y FR k1)—L udp-broadcast X k1) —Lh on Fi=
(& selected DELLTHIMERTLET, CDIT Y KD selected /N\—2 3 URT Y
T4 TDBEIZaT 2 K show ip udp-broadcast upstream all-ports Z{EAT B &,
LAY — a< > K ip udp-broadcast upstream <portNumber> THIIZH >f=&K 8 D
DR— DR BRTEINET,

COARYKRIE, IRTOR— DTV TR M) —L TA—RFX v X FORKEZRRLE
ER

default# show ip udp-broadcast upstream all-ports
Upstream UDP Broadcast All Ports

UDP All Ports : on
default#

® show ip udp-broadcast downstream all-ports (197 N—2°)

® show ip udp-broadcast downstream-bridged all-ports (198 N—2°)
® ip udp-broadcast downstream (129 X—<°)

® ip udp-broadcast downstream-bridged (130 X—2°)

® ip udp-broadcast upstream (131 X—2°)

® ip udp-broadcast upstream-bridged (132 N—2°)
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show ip udp-broadcast upstream-bridged
all-ports

{52 Rl

BAEavU R

200

JO—FFv XA+ T7yTRM)—L TA—FF¥ R+ TP R—rOREEZRRLE
ERS

show ip udp-broadcast upstream-bridged all-ports

EXEC £E—F

DAYV REFEALT, IRXTO7 Yy TR MY—L T v udp-broadcast R k1) —L
Mon Ff-[L selected DELLTHAIMNERTLET, CDIT Y D selected /31— 3
UINT O T4 TDIFAIZAT Y K show ip udp-broadcast upstream-bridged all-
ports ZERAIT BHE, LASL— T2 K ip udp-broadcast upstream-bridged
<portNumber> THEHIZH 2=HZ KX 8 DDR—FDJ X CARTINET,

ARV KRIE, TRTOR—FDT7Y TR M) —L TJO—FX v A FOREZRTLE
ER

default# show ip udp-broadcast upstream-bridged all-ports
Upstream UDP Broadcast All Ports

UDP All Ports : on
default#

® show ip udp-broadcast downstream all-ports (197 N—2°)

® show ip udp-broadcast downstream-bridged all-ports (198 X—2)
® ip udp-broadcast downstream (129 N—2°)

® ip udp-broadcast downstream-bridged (130 X—2°)

® ip udp-broadcast upstream (131 N—2°)

® ip udp-broadcast upstream-bridged (132 X—2°)



show license-file

H LU
| d
AN
T

T+

H
r‘ilwo

{5

BAEavU R

VRTLSGAEUVR T7AILDABRERTLET,

show license-file

4$4E EXEC

show license-file AY Y FEFEALT. 7V T4 TFELEFRE NS 22 FO—5DF
ALV ADFERERNBTERTLET, HAICESA RSN TLSHEEELRRINET,

ROBIE. FOT47T A2 rA—ZD54VAOAEERLET,

slave# show license-file

SERVER this_host ANY

VENDOR Merud

USE_SERVER

INCREMENT controller merud 1.0 permanent 1 \
HOSTID=COMPOSITE=2F402A47C8FE ISSUED=19-mar-2007 \
START=16-jan-2007 SIGN="0OE5 BBB3 2865 4C8C A6C@ 57E9 B12F \
1F00 4F91 ED66 12BB 7009 924B 8337 FDOC"

INCREMENT ap merud 1.0 permanent 150 HOSTID=COMPOSITE=2F402A47C8FE \
ISSUED=19-mar-2007 START=16-jan-2007 SIGN="0082 37BB 8DB1 F8C3 \
D379 5691 D6C3 2400 7C79 45EC BF94 427A 1507 FC9B A583"

® Jicense (133 X—2°)

® show license (195 X—<°)
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show log

VATLBTERRLEY,

X show log [running-config]

= 51 EXEC

E—F

TIHINE SVATLRTERRLET,

A& show log YV FZFERALT. AV FA—5SDYRATLRAYERRLET . AT 30D

#*—"J— F running-config AT % &L  ETHDORENHDATNRRINET Y 1 —
A4 TIOATY FAYRREN, HEDERE (CLI F£2IEGUI), EHATU R AR K~
BE. BLUIS—DBRREINDIELSITHEYFELT,

= B ROFIE., BEIFETHLEVNIY FO—SOOSDOHEITTT .

meru-wifi# show log

Aug 8 09:46:19 meru-wifi ALARM: AP DOWN CRITICAL Access Point #10-1F-
Mktg-208 (10) at location Near printer

Aug 8 09:46:19 meru-wifi ALARM: 11235195791 | system | info | ALR | AP
DOWN CRITICAL Access Point #10-1F-Mktg-208 (10) at location Near printer

Aug 8 9:46:22 meru-wifi ALARM: AP UP Access Point #10-1F-Mktg-208 (10)
is up

Aug 8 9:46:22 meru-wifi ALARM: 11235195821 | system | info | ALR | AP UP
Access Point #10-1F-Mktg-208 (10) is up

Aug 8 13:42:34 meru-wifi ALARM: AP DOWN CRITICAL Access Point #10-1F-
Mktg-208 (10) at location Near printer

BEEavo R ® show running-config (90 N—2°)
o syslog-host (228 NX—<)
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show nms-server

{5

BHEavY R

a2 FE—3® E(z)rf Network Manager Service Appliance ® IP 7 KL X &, E(z)RF 73—
vav, BERORT—HRERTLET,

show nms-server

%1 EXEC

L
a7y F&EFEAL T, Network Manager ®a > hA—5®OH—/NID, ¥—/NIP, OV

FA—3 ID, Y¥—EX 7 TS5 4 7 > XD Network Manager ®D/N\— 3 > & U Network
Manager DEHAT—2 RERRTLET,

HKOFIE, 3> FE—350 Network Manager D1E#HRZRTLET,

corpwifi# sh nms-server

Server ID Server IP Controller ID NmsAgent Version Server
connectivity status

1 192.168.34.210 5 2.1-4.0-A-98 connected
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show ntp-server

BYLBToATWEHRY hT—9 24 L 70 3L (NTP) H—NERRLET,

B show ntp-server

avU R 1 EXEC

E—F

TIHIE L

A& show ntp-server A< > FZ{ERAL T ntp server IY Y FTHESNTLVS NTP H—
NERRLET,

= Al UTRDavTy RIzkY, NTP H—IRRRENET,

MC4200-1(15)# show ntp-server
NTP updates are enabled.
Server: asia.pool.ntp.org

BExEavw>F ntp (139 X—<°)
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show roaming-domain

{52 Rl

O—3I 9 FAAVUEREDRT—RRAERRELET,

show roaming-domain
show roaming-domain all

41 EXEC

show roaming-domain O< > F#{# A L T roaming-domain < > FTHE N1z ICR
A—229 RAA Y IL—TDRT—ERERTLET, all 5IFEFEAL T, #HERT
LET,

UTDavR U RIZ&Y, O—I29 RAS Y RTF—EANKRERTEINET,

MC500# show roaming-domain
Roaming domain configuration:

Controller 192.168.1.100
Controller 192.168.2.101

Roaming domain is active.
LIFTI, all 5I%ZEEAL. FMaN\—2a ERTLET,

MC500# show roaming-domain all
Roaming domain configuration:

Controller 192.168.1.100
Controller 192.168.2.101

Roaming domain is active.Running Status:

[05/23 ©7:48:042] Roaming state:
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My Interface Addresses:

VLAN IP Netmask MAC Device IP

Gw

0 192.168.1.30 255.255.255.0 00:02:b6:35:33:d2 native
192.168.1.30

Peer Controllers:

IP Tunnel IP VLAN
192.168.1.100 10.235.0.1 -1
192.168.2.101 10.235.0.2 -1

BEEavY R roaming-domain (157 X—<°)
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show syslog-file

NEBURTL DY J7AAAEET BHEE. ThERTLES.

(378

FTIAIE

P&

{5

show syslog-file
show syslog-file <facility>

facility T3 odfacility NTA—RIE. HAZET14LRYDTLT, ZD
T7I)TADHDIY R ERTLUET, facility 1IZ1&. RO & 574

IVRIUDRBYETS,
802. EEU T«
NV Ty TT—+h
nms

qos

security

system

H¥1 EXEC

ARV KRIE, O ARATL AT J7 AL EET SBAICETORNETERRTLET,
T4 LTI, AEOF DT IEENCIE>TUNET, syslog-host AT FEFEHAL T,

NEDLRATL AT KRR FERETEET,

UTOaIU RIZ&Y. syslog 774NN Ty TIL—FK ED2—IHARTEINET,

controller# show syslog-file upgrade

Line Priority Mnemonic Time

1 info UPG 2008/01/17 00:43:12
from:3.6-6 to:3.6-6

2 info UPG 2008/01/17 00:43:12

3 info UPG 2008/01/17 00:43:12

4 info UPG 2008/01/17 00:43:12
Requested

Record
Upgrade AP(s)
Upgrade AP 1 START

Upgrade AP 2 START
Upgrade AP 1 Upgrade
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BEavY R

208

5 info UPG 2008/01/17 00:43:12

Requested

6 info UPG 2008/01/17 ©0:43:13
File

7 info UPG 2008/01/17 00:43:13
Requested

8 info UPG 2008/01/17 00:43:15
Verifying

Checksum

9 info UPG 2008/01/17 00:43:16
Flash

10 info UPG 2008/01/17 00:43:21
Flash

11 info UPG 2008/01/17 00:43:37

SysLog(11 entries)

syslog-host (228 X—<)

Upgrade AP 2 Upgrade

Upgrade AP 1 Reading

Upgrade AP 2 Reboot

Upgrade AP 1

Upgrade AP 1 Erasing

Upgrade AP 1 Writing

Upgrade AP 1 Success



show syslog-host

BEISNTWEBEEIZ, SR TL O F (syslog) DRRX FERRLET .

B show syslog-host

= ¥4 EXEC

E—F

TIAIE L

& FTIAILETIE, AEOFXF T IEEMZAE>TUNET, syslog-host A< KEFERAL T,

NEDLATL AT KRR MERETEET,

{5 A5l LUTOav Y REERTEE.CRATLOT KRR N 10123 THHZERRTENET,

controller(config)# show syslog-host
10.1.2.3
controller(config)#

BEav YR e syslog-host (228 X—<5)

® show syslog-file (207 X—<°)
® show syslog-table (210 X—2°)
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show syslog-table
N RTLOTDI 7o) T4 T—TILDRERTLETS,
BX show syslog-table
show syslog-table <facility>
facility T3 b facility NTA—RIE HAZETLRYDTLT, ZD

T7INTADHDIY b)) ERRLET, facility 21, RDK 57
IVRIURBYFET,

802. EEY T«
NIVOG Ty TTF—F
nms
qos
security
system
avwy kR EXEC
E—F
T4 L
A& ZOATYREFEATRE. ABORT L OF F—IUMNGEET BBEE. TOREMN

RERENFET, TIAHIWNMTE, A EOXF VT IEEIZHE>TIVET, syslog-host a7
VREFERALT, MOV RATL OY KRR FEBRETEET,

{5 FA 51 controller# show syslog-table
Description Last Accessed Size # Lines Last Record
Security 2008/03/06 14:21:55 2 0
QoS 2008/03/06 14:21:47 1 0
System WNC 2008/03/06 14:21:54 1 0
NMS 2008/03/06 14:21:47 1 0
Mobility 2008/03/06 14:21:47 1 0
Bulk Update 2008/03/06 14:21:47 1 0
Upgrade 2008/03/06 14:15:52 1 0
Per User Firewall 2008/03/06 14:22:02 1 0
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LUTDavU RIZkY.syslog 774 ILDBFETDHLDD. 774ILDORICTY b HFE

LAEWZ ENTREShET,

controller(config)# show syslog-table security

Line Priority Mnemonic Time

31 info WAU 2005/08/05 10:37:27
logged in OK

SysLog(1 entry)
controller(config)#

® show syslog-file (207 N—<°)
® show syslog-host (209 N—=)

Record
admin@10.0.220.25
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show sys-summary

(378

FTIAIE

A&

{52 Rl

212

BESN/INTA—RICEST, PRATLRAT—RADBEHIANRRIEINET,

show sys-summary <ess/general/resources/stations/throughput>

ess ESS ZLICEHRERTLET,

general DRATLEHROFRERRLET .

resources VRATFLDCPU, 274NV RTL, BLUAE DHEER
~LFET,

stations BEEHRINTWDIRAT—2av0HE42 4 TICET %
®ERLET,

throughput I kA—S5SORIL—Ty bMEETERTLET,

¥ #E EXEC

Bl

show sys-summary <> F(E, 74 VY LRBELIY FA—5 2D L OICET 2 5EHHE
ERTRTEFT . HET DN A—RI2&k>T. BLSBEBARTSINFTS,

LLTDHIIE. resources /185 A —2DH AT,

default(15)# show sys-summary resources
System Resources Status

CPU Usage User[%] : ©

CPU Usage System[%] : ©

CPU Usage Idle[%] : 99

Memory Size Total[K] : 4008008

Memory Size Used[K] : 244100

Memory Size Free[K] : 3763908

Root File System Size Total[K] : 897363
Root File System Size Used[K] : 566296
Root File System Size Available[K] : 283190
Root File System Usage[%] : 67



BgEavY R

default(15)#

show sys-summary ess (214 X—2°)

® show sys-summary general (216 X—=5)

® show sys-summary resources (218 N—2°)
® show sys-summary stations (219 N—2°)

® show sys-summary throughput (220 N—=°)
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show sys-summary ess

RESNTWEITARTOHESSID £ ED ESS ICHT 2R EHHZRRLET,

- 34 show sys-summary ess <ess>
ess HMERTIHESS HIEELFET,
avvFk 154 EXEC
E—F
TI4INE L
A& show sys-summary <Y RDZDNA— 30 TlE, 22004 T a v E#ERATEET,

® show sys-summary ess: TRTDESSID &£ ZDNREEHLUVZENENFMERTLE
-g_o
® show sys-summary ess <ess> 8% L71- ESS OF#MizRRLET,

ELLMN—2320aAT U RTH, UTOFHEHARRIEINET,

® RF Band - ESS MW&i{Ed %/8> K,

e Radios- & ESS IZEIY BT HN L ERDH,

o RX TP-ZIERIL—TY FEE(EY M/#),

o TX TP-#EEAIL—Ty rEE(EY L/#),

o Total TP-£HKRIL—Tv r (Ev b/ BOZEIELZEDEH).
e Stations - ESS D&/ FOEBD AT,

£ A5 LTOFIE. COaTY RO—lEBEDEADNA—Sa v OEAERTLET,

Default(15)# show sys-summary ess

ESSID RFBAND RADIOS RX_TP[bps] TX_TP[bps] TOTAL_TP[bps] STATIONS
vcellclear 2.4GHz 4 0 0 0 1

vcellclear 5GHz 5 © 0 0 3

vcellmixedpsk 2.4GHz 4 © © 0 ©

vcellmixedpsk 5GHz 3 © © © ©

vcellwep64 2.4GHz 4 0 0 @ ©
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vcellwep64 5GHz 4 © 0 0 ©
vcellwpa 2.4GHz 4 0 0 0 ©
vcellwpa 5GHz 4 0 0 0 ©

vcellwpa2 2.4GHz 3 9 0 0 ©
vcellwpa2 5GHz 4 0 © 0 ©
vcellwpa2psk 2.4GHz 5 0 0 0 4
vcellwpa2psk 5GHz 5 149 @ 149 15
vcellwpapsk 2.4GHz 5 30 0 30 1
vcellwpapsk 5GHz 5 39 @ 39 4

ESS Statistics Summary(14 entries)

defaultl5)# show sys-summary ess vcellwpa2psk

RFBAND RADIOS RX_TP[bps] TX_TP[bps] TOTAL _TP[bps] STATIONS
2.4GHz 5 0 0 0 4

5GHz 5 149 @ 149 15

ESS Statistics Summary(2 entries)

default(15)#

® show sys-summary (212 X—<°)

® show sys-summary general (216 N—2°)

® show sys-summary resources (218 X—=°)
® show sys-summary stations (219 N—2°)

® show sys-summary throughput (220 X—22)
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show sys-summary general

T+

F&

{5

216

aY bO—S5E9 % — MG E FortiWwlC (SD) DR T—2 RAERKLET,

show sys-summary general

¥ EXEC

show sys-summary IX > FOZD/NA—2 30 TlE, Oy bO—5SDHRTEIZET 2 3EMIER
L. TP —ERTETANVLR TINAAD—BHEHRE ERETEET., KDL K
BHRARTINET,

e OV hO—5DHKRALE

e OV IO—SDETI

® YILYITFTDN—=VaY

o AURP—INEINTWS/HAINTWDI/IAVSAUIATZA2D AP OEFHH
o HRLETAVLRADRAT— 3 vDEHE

o EXECLDTS—LDEFHE

a2 hO—5DHYR—FZE2T, ChUNDEHELRTEINET,

default(15)# show sys-summary general
System General Information

Controller's Hostname : Engg-wifi-Main-4200
Controller's Model Name : MC4200
Controller's Version : 5.2-32

Controller's Uptime : 01d:23h:02m:49s
Access Point Limit : 500

Client(s) : 5000

Installed Access Point License Count : 150
In-Use Access Point License Count : 5
Online Access Point Count : 5

Offline Access Point Count : 1
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\O

.

Wireless Station Count : 24
2.4GHz Station Count : 6

5GHz Station Count : 18

Wired Station Count : ©

Alarm Count : 10

Critical Alarm Count : 5

Major Alarm Count : ©

Minor Alarm Count : 5

Rogue Access Point Count : ©
Rogue Station Count : ©
Unknown Rogue Device Count : ©
Clear ESS Profile Count : 1
Secure ESS Profile Count : 7
Captive Portal ESS Profile Count : 2
default(15)#

® show sys-summary (212 N—2°)

® show sys-summary ess (214 N—2°)

® show sys-summary resources (218 X—27)
® show sys-summary stations (219 N—2°)

® show sys-summary throughput (220 X—2°)
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show SysS-summary resources

A FO—5DYY—RAT—ARICETHHHERRLET,

X show sys-summary resources

= =V N 1€ EXEC

E—F

TI24NE L

Jz2pd show sys-summary YV FOZDN—2 30 TIE. AV FA—5DYY—RDAT—E R
IZBE9 BEMlIEHRE LT, CPUEAR, AT YHEE, BLUEST s RVBEAEELNRT
ENFET,

{5 FA 51 default(15)# show sys-summary resources

System Resources Status

CPU Usage User[%] : ©

CPU Usage System[%] : ©

CPU Usage Idle[%] : 99

Memory Size Total[K] : 4008008

Memory Size Used[K] : 250704

Memory Size Free[K] : 3757304

Root File System Size Total[K] : 897363
Root File System Size Used[K] : 566296
Root File System Size Available[K] : 283190
Root File System Usage[%] : 67
default(15)#

EEav R ® show sys-summary (212 N—2°)
® show sys-summary ess (214 N—2°)
® show sys-summary general (216 NX—2°)
® show sys-summary stations (219 N—2°)

® show sys-summary throughput (220 X—2°)
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show sys-summary stations

H LU
| d
.\V
T

T+

H
r‘ilwo

{5

BEavY R

AV rA—5AT7ITF 4 TITH—EARALTWART—YaVICEAT AHstERRLET,

show sys-summary stations

154E EXEC

show sys-summary A<X > FDZD/NN—2 3 U Tk, BE. #*Y FIT—YI2HEET DR T—
AV A TITET HEHMBERARTINET, CALDFERIE. ANV F FALT
WBT—8 AM)—LOB. RAT—23 0084 T (T—2FEEEE) J&IahhTL
F9,

default(15)# show sys-summary stations

System Stations Status

802.
802.
802.
802.
802.
802.
802.
802.
802.

11la Station Count :
llanlstream Station
1lan2stream Station
1lan3stream Station
11b Station Count
11bg Station Count
llgnlstream Station
lilgn2stream Station
11gn3stream Station

Associated Data Station

Associated Phone Station Count :

default(15)#

. 0

show sys-summary (212 X—<)

8

Count : ©

Count : 12

Count : ©

0

Count : ©

Count : 2

Count : ©

Count : 20
1

® show sys-summary ess (214 N—°)

® show sys-summary general (216 N—2°)

® show sys-summary resources (218 X—=°)

® show sys-summary throughput (220 N—=°)
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show sys-summary throughput

H LU
| d
AN
T

T+

H
s

{5

BEavY R

220

TAVYLA Ry FT—IDAIL—T v b LRVICEAT Bt EERRTLET,

show sys-summary throughput

51 EXEC

show sys-summary XY FDZDN—P a3 U TIRIBEDITAVYLRBRETORIL—Ty
b LRVIZET ZFHMERNARTINET, TN DFMIE. 215 (Rx) LB#E (Tx) ODLA
LI EIZahhTEY., Ev b/ # (bps) B TRREINET,

default(15)# show sys-summary throughput
System Throughput Information
Controller Total Rx Bytes : 23858571
Controller Total Tx Bytes : 23833005
Controller Rx Throughput[bps] : 3181142
Controller Tx Throughput[bps] : 3177734
WLAN Total Rx Bytes : 896675

WLAN Total Tx Bytes : 34319495

WLAN Rx Throughput[bps] : 119556

WLAN Tx Throughput[bps] : 4575932
default(15)#

show sys-summary (212 X—<)

® show sys-summary ess (214 N—5)

® show sys-summary general (216 N—2°)

® show sys-summary resources (218 X—2°)

® show sys-summary stations (219 N—2°)



show system-id

SAtEURERKIZKHELR, AV FO—5DVATLID #RRLET,

B show system-id

avo kR ##E EXEC

E—F

TIALE L

FAi&

=K UTDaATY R, SAEVRICERTIRENHDIL FO—F IDERTLET,

Master# show system-id
System Id : COMPOSITE=272FF2EEB5F8
Master#

BEITUF license (133 N—2°)

221



show timezones

H LU
| d
.\V
T

T+

H
r‘ilwo

fs2 FR I

BHEavY R

222

BAL) - EEETHAMHTERTLET

show timezones

5 EXEC

COATRUFEE, 84 LYV ZEDETEHTARTENET,

CDATURIZEBDHEAN (—F) FUTOESY T,

controller(config)# show timezones

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmera
Africa/Bamako
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Brazzaville
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca

timezone (230 N—2°)



spectrum-band

£

.

DAV L ABEOREERD TDARYT ML Axv v EeESELITEMZLET,

spectrum-band [band]
no spectrum-band [band]

Ja—NLERE

HL
ZDATYKRIE, ARG FSLBROEDIZCAFYENDEZTA VLR ARY S LDOE
NERELET, AX D N0 7+ —LEFRTHE. ARG S LN FBNEHIZHY

FI. ARV ERYBLERLT, ANY S LDEHDBATENEAMNICTEFTT,
Tz, BIZTall NSA—FZFEALTARY FSLEERERF Y U HTEHHHETT,

controller(15)(config)# spectrum-band 2.4HGHz

controller(15)(config)#

controller(15)(config)# no spectrum-band 2.4HGHz
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start-ntp

BEDRY FT—0 A4 L FOKRIJL (NTP) H—/IRNESRTL 7BV DYRTLEEZ

DBEHRAEHIBLET,

B start-ntp

avwok 1€ EXEC

E—F

TI24NE L

Jz2pd start-ntp AV FZEAL T, ntp server XY FTHRE L NTP H—/NES R T LA
o0y Y OBEEBREEMICLET, —RBAD NTP H—/\IZBE 3 51FHRIE. www.ntp.org
EBBLTLESL,

= B NTP H—/\OBE#E#Z Y b7y T BICIL, start-ntp A2 FEFERLETS,

controller# start-ntp

EEav K ntp (139 X—2°)
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statistics period

AV bO—SAERER—) U ITTEHEERELET.

(378

TI4ILE

Rz

fs2 FR Bl

statistics period <period>

period oY bA—ShAERER— VT T EHETOEM, BOHEDEHR

15~ 65535 #TY,

5 Ba—/NILERTE

T 74 )L kD#ETEAREE 60 BT,

statistics period AX U FZFEAL T, aY rO—SHNERER—I VI TEHEEEZE
BLET, FEZE. TIAINERTIE, avbO—SEEShE Sy kEOROYy FLE=
Ny PR EDERE 60 RERTHR—U S LET, €0 (0) ZIEETHER—U 2T
FEMDCHEYET, COHEEF. UTOIATY FTIRESNWEZT—RIZHLEELET,

show statistics station-per-ap-AP Z&IZRATF— 3 UEHERD Y X FEXR T
LET,

show statistics topl@-ap-problem- HZHLEXRKLEENHDZAPDY R FERTLE
ElS

show statistics topl@-ap-talker-&IPBEBWVWLT T4 v (RATX+Rx ZL—L)
#ZNELTWAAPDYRMERRLET,

show statistics topl@-station-problem- JZ+tEXGRENHDIRT—a DY)
ArERRLET,

show statistics topl@-station-talker-JwEBEWLS 704 v I ZER LTINS R
FT—arDYRMERTLET,

UTDaR Y FZEEET S &, MEHFEREWRET HHEEM 1,000 BISRESNFET,

controller(config)# statistics period 1000

controller(config)#
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Sysconfig backup

SRTFLEEIT7FAINDNY YT TEETLET,

B Sysconfig backup

avwo kR S O—/NILERE

E—F

TI24NE L

& COARVREFEALT, YATLBREI7ANENYITYTILET,
fEFAHI MC3200(15)#

MC3200(15)# configure terminal
MC3200(15) (config)# Sysconfig backup

BEEav UK Sysconfig restore (227 X—=)
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Sysconfig restore

SATFLEBEET7FAILDYRA T EETLED,

B Sysconfig restore

avwo kR S O—/NILERTE

E—F

TI24NE L

P& COATYREFEALT, YRATFLREI7FALEIR T LET,
fEFAHI MC3200(15)#

MC3200(15)# configure terminal
MC3200(15) (config)# Sysconfig restore

BAEavTF Sysconfig backup (226 X—=%)

227



syslog-host

(378

avwyY R
EF—F

FTIAIE

P&

fs2 FR Bl

BAEavU R

228

NED AT L O (syslog) RR FEHRELET,

syslog-host <hostname>
no syslog-host

hostname NEURTL AT KRR FDEFIFERIFIP7ZERLR( Ky FEFIYD
10 EHREL)

HO—/NLERE

T4 RTIE, RRFIIEBEESHFEA,

ZOARVKREF, YRATFLOFDIS— 0O 774V ERETIEFRELTHEET DY
E—FH—NERELET, TIAILLTIE, RRAMIEESLFTREA, FESATNS
SRTL AT H—NFHIRT BIZIE. no syslog-host A< REFERALEY,

UTDavFIz&Y, YRTL AT KRR MREEHEL. KRR 10123 ZMB R T
LagHg—nNItEELTIL, EEERRLET,

controller(config)# do show syslog-host
External logging is disabled
controller(config)# syslog-host 10.1.2.3
controller(config)# do show syslog-host
10.1.2.3

UFOaARURIZEY, YRATL AT KRR MOERENHIBREIN, EELNRTIAFET,

controller(config)# no syslog-host
controller(config)# do show syslog-host
External logging is disabled

show syslog-host (209 N—2°)



telnet

telnet IERE/ELET

B telnet enable
telnet disable

avwU R Ja—/NLEEE—F

EF—F

FTIAIE telnet 7 ¥ £ R ZEH T,

A& ZDav Y KRIE, telnet AEYMRIEAIZOY FO—F (23T S telnet D7 U X ZERIZ

L. telnet WEZIBE(Z telnet 7O XA EZF/MIZLET,

{5 A5l LUTDaITY REIEET L L. telnet 7O RADESICHEY ET,

controller(config)# telnet disable
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timezone

BALT—VERELET,

XX timezone menu
timezone set <zone>

zone BEDAALY—VEEESELET,

avwy kR 1548 EXEC E— K

EF—F

T4 L

A& AT REFEIFO—5SDEA LY —VERELES, menuA T3V EFEATS
& AZa—IT location ( #ilE ( KES L ViEFE ) ) DESHE X FHKREREI N, location
FBIRTDIETRAALY —VERETEFET,, EBIROBRMNEDE E 2 M LY—2 %K
ETDLOIBERIN, V—URENBHMSINET, zone BEIE. TNUBDZ A LY —2
tyiarTsetA T avIcad 35 8ELTHATEET A4 LY —UNERESNT:
5, Ay bO0—5%)TJ— I ERELRAHYET,

&£ Rl LUFTIE,. menuA 7T avgdERLEEA LY —VOBREREERLES,

controller(config)# timezone menu

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa

2) Americas

3) Antarctica

4) Arctic Ocean

5) Asia

6) Atlantic Ocean

7) Australia

8) Europe

9) Indian Ocean

10) Pacific Ocean

11) none - I want to specify the time zone using the Posix TZ format.
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#? 10
Please select a country.

Northern Mariana Islands

Palau

Papua New Guinea
Pitcairn

Samoa (American)
Samoa (Western)

Solomon Islands

Tokelau

Tonga

Tuvalu

US minor outlying islands

United States
Vanuatu
Wallis & Futuna

time zone regions.
locations

County

- most locations
- Crawford County
- Starke County

- Switzerland County

nsin border

1) Chile 15)
2) Cook Islands 16)
3) Ecuador 17)
4) Fiji 18)
5) French Polynesia 19)
6) Guam 20)
7) Kiribati 21)
8) Marshall Islands 22)
9) Micronesia 23)
10) Nauru 24)
11) New Caledonia 25)
12) New Zealand 26)
13) Niue 27)
14) Norfolk Island 28)
#? 26
Please select one of the following
1) Eastern Time
2) Eastern Time - Michigan - most
3) Eastern Time - Kentucky - Louisville area
4) Eastern Time - Kentucky - Wayne
5) Eastern Standard Time - Indiana
6) Eastern Standard Time - Indiana
7) Eastern Standard Time - Indiana
8) Eastern Standard Time - Indiana
9) Central Time
10) Central Time - Michigan - Wisco
11) Central Time - North Dakota - Oliver County
12) Mountain Time
13) Mountain Time - south Idaho & east Oregon
14) Mountain Time - Navajo
15) Mountain Standard Time - Arizona
16) Pacific Time
17) Alaska Time
18) Alaska Time - Alaska panhandle
19) Alaska Time - Alaska panhandle neck
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20) Alaska Time - west Alaska
21) Aleutian Islands

22) Hawaii

#? 16

The following information has been given:
United States
Pacific Time

The name of the time zone is 'America/Los_Angeles'.
Is the above information OK?

1) Yes

2) No

#? 1

The following command is the alternative way of selecting the same time
zone

timezone set America/Los_Angeles

The time zone is successfully set
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topo-update

X

avY R
EF—F

T+

R

{52 Rl

FROSIERT v TT— MEREEEDFEEHICLES,
FROSEROT7 Y TT—FE T TN a—T 1 o TOTNY TEROREICEILE

Yo FITNLa—T 4 VTRTNRYTERORENDELGIZRICOH. COHEEEZHEMIC
THELEMELET,

topo-update enable
topo-update disable

5 a—/NLERTE

T 74 )L FEREIL disable ( #E% ) TY,

ZDaT Y FIE FARBDEROBERT v T T— MEREDN BN EEXBEDO VTN TH D
NEHALET, BUEHE. 20 bE—FF,. FRATEED show 27 > F (show
topoap, show topoapap, show topostaap, show topostation) [ZxfL THERIN S
STV a—TFTaoT I TRy TERERELET,

TIAIILETIE, FRODEROINEEENTT .

T4 LTI, FRODERODIREIIEN TS, FPARODREZEMIZT S, kOO
YU REFERALET,

barneveld# configure terminal
barneveld(config)# topo-update enable
barneveld(config)# exit
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traceroute

(378

TI4ILE

R

fs2 FR Bl

BAEavU R

234

*y bI—VERETAMLES,

traceroute <hostname>

hostname RRTBHRRA L T ELADARIEIP 7 ELA ( Ky FRYYD
10 EHREE)

#4E EXEC

L

COARVREHRETHE, AVFA—SERED)E—F TNAREDRIZHEHTRT
DIL—=BDIPF7 RLRERT—BANKRREINES, IP7 FLRAFL[EIKRR FEORDHY
S, FASVBZERETHLLTEFET,

LUTDavy REIEET HE. Ourserver EWVWVSEZBTDHRR FETORKICEET BIL—4
NRTRENFT,

controller# traceroute Ourserver
traceroute to OurServer (10.0.13.1), 30 hops max, 38 byte packets
1 mc3000 (10.19.1.1) 2997.354 ms !'H 2999.525 ms !H 2999.944 ms !

ping (142 ~X—=5)



zeronet-packet

FTIXIE

Rz

{52 Rl

Y—R [ IP 7 KL XM 0 (zeronet) TIRES. 0.0.0.0 USD IPv4 1=F v X b /X7y
POEREEED / EHIZLET,

zeronet-packet enable
zeronet-packet disable

Ja—NLERTE

2

s

CDHEEIX. Y —R B IP 7 KL AH 0 (zeronet) TH2E 5.0.0.0.0 LIS D IPv4 1 =F v
AbNNTy FOEEEFED/ EBEMLET,

amecntrl# configure terminal
ramecntrl(config)# zeronet-packet ?

<value> Enter Enable or Disable for Zeronet configuration
disable Disable
enable Enable

ramecntrl(config)# zeronet-packet enable
ramecntrl(config)# zeronet-packet disable
ramecntrl(config)# exit
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6

mR{tEavw> K

AETIE, VATLDAURKUERET 5-OICFHATETH S N+1 TRIEEEXZRTET 51
DIZEASINDAT U FIZOWTCEHBALES, CZTHBAT S nplust AT FEFEHALT
12FRIFEHDIYRAEZ AV bO—FIZN\Y I TV T REZUNA av bA—5F 181y

7w T Bh. Web Ul M5 Option 43 #/ETE=ET,

nplus1 a< > FIZIERAESENET,

nplus1 add (238 X—<5)
nplus1 add (238 NX—2%)
nplus1 delete (240 N—<°)
nplus1 disable (241 N—<)
nplus1 enable (242 X—2>)
nplus1 revert (244 X—2>)

nplus1 setdebugloglevel (246 X—<°)
nplus1 start master (247 X—<°)

nplus1 start slave (248 NX—2>)

nplus1 stop (250 X—=>)

nplus1 timeout (252 X—<5)

show nplus1 (253 X—<5)

show nplus1 debugloglevel (257 X—<)
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nplusl add

(378

iU
| d
.\l
T

T4

H
r‘ilwo

fs2 FR I

238

AL—TDOHSRA YA MRS avbO—5%EBMLET,

nplusl add <master_hostname> <master_ip-address>

master_hostname TRAAZ a2 hrO—5DEKRR L4,
master_ip-address YRA2 3 FE—=5DIPT7 RLZR,

S O—/nNJLEEE

nplusl add A<Y > RlE, RA VN4 AL—J av bO—JIIR L THERALEIT, 2D
RUFREFERLT, AL—THAEHRTHYRE a2 rO—JFEBMLETS,

N+1 SBREZRFIBRT BRI ITRTDOI SRS 22 bO—35TaA AN (HA) Y—EX &M
IZLE T (high-availability stop #{#f ), F£/=. SO F&FERAT HHIZ. CORXL—
TELEUVTARTHOYRE TN+ 6535 LET (nplusl start slave & nplusl start
master Z{EMH ),

=N

nplusl add AY Y F#FERALT,. RATSEDNDTYRE AV bO—FF1ED NI TY
TAL—T7 a2 bO—FICEMTEET, TORICIETR4Z1 BT DEBMLET., 75
ABZHHERAREZ AV bO—FDHRRA ME (=& ZIE, 3000-1) & IP 7 RLRZEREL
T, COEBMREZRTTHEHICID FA—5DIRT—KEZANTILENHY F
ER

nplusl add master command A< FZEZETLF-EIC, BFEOI FA—F% J|L T
WW315A . nplusl access AV Y REETLET,

ROAT U KETIEFIP 7 KFLXA 10.1.1.10 TH S 3000-1 £ VNS KRIOTRE av kO—
SHE. NI F7yTAL—T a2 kO—5 3000-slave T S XE )X MIEMULERIZ,
FDIP7RLR 101110 #FALTIYAEZ A hO—SIZT79EATEDLSIZLTWL
35?_0

3000-slave(config)# nplusl add 3000-1 10.1.1.10
admin@10.1.1.10 Password: xxx



3000-slave(config)# nplusl access 10.1.1.10
BEavY R e nplusi start master (247 N—<°)

® nplust start slave (248 N—)
® show nplus1 (253 X—2°)
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nplusl delete

(378

FTIXIE

Rz

£

240

\O

.

N+1IREZ a2 bhA—5%0S5RADLHIBRLET,

nplusl delete <master_ip-address>

master_ip-address YRA2 a2 kO—5DIPT7KLZA,

JO—RILEE

N+1 TRAEZRL—TDY Z XD LHEIBRT HIZIE. AL—TOa> bA—5M5 nplusl
delete A7 Y KZEHFITLZET, nplusl delete [, RE2 /N4 AL—T o> bO—5T
DHEELET,

ROATRIFIP7FLAA 101110 THHYRZ I bA—FFZXL—T a2V b
O —3 3000-slave Mo HIFR L TULVET,

3000-slave(config)# nplusl delete 10.1.1.10

show nplus1 (253 N—<5)



nplusl disable

YRXZ AV bA—5 TN BEEZEHICLES,
X nplusl disable <master ip-address>

master_ip-address ~ <RX4 2L rE—5DIP7 KL X,

avyU kR S O—NILEE

:E_ >

FTIXIE L

& YRR AV FA—STNH BEEENCLEADSE, VS5RFICHIZELRET S84

[%. nplusl disable YV KZXL—7J a2 bO—5M5FEITLET, nplusl disable
ERTTBICE. AL—THRREUNSREICHEIVENHYET, 79T 14 THAL—T
IOV ZEDLDE(RREZ a2 bO—5OXH) COREFITEEEA.
YRR AVEA—Z5%YRLT7TBIZIE, AL—T 22 FA—35H 5 nplusl enable O
RUREETLET,

{5 FafI ROBE P 7 ELAA 10.1.1.10 THAHT RS 3> FO—F % 3000-slave & V5 ZHETD
AL—7 ar bO—FTEMLTWET,
3000-slave(config)# nplusl disable 10.1.1.10

B R e nplusi enable (242 NX—<)
® show nplus1 (253 X—2°)
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nplusl enable

(378

FTIXIE

Rz

fs2 FR I

242

nplus1 disable M2, YRX42 A2 FO—SDRT—ERAEBYIZRELET,

nplusl enable <master_ip-address>

master_ip_address  <RXA4 2L rO—3DIP7 KL X,

S 0—/NILERTE

DAYV FREFEALT, EYICSNZYRE2 22 FO—FTNH BEZEMIZLET,
FLLAMCLE 2T RE IV FEA—5ADT7 I EATESELSICTHITF. R L—T O
v FO—5M 5 nplusl access AV Y REEFTLET,

ROFTIE, IPF7FLAMN 101110 DI RAEZ 32 ~kA—5 %, 3000-slave & L\5 &ARID
AL—7 a2 bA—=3h5FMLTVET,

3000-slave(config)# nplusl enable 10.1.1.10

® nplust add (238 X—2°)

® nplus1 disable (241 X—<5)
® show nplus1 (253 X—2°)



nplusl period

(378

ES2N

T.\U

|
£

T+

R

{52 Rl

BAEavU R

Alb—Javkro—SON—rE— r’EREZZEELET,

nplusl period <hb_period>

duration AL—THRIYRE a2 bO—FIZ7 FN2 A X%E%IET S
bR (7).
fEl&. 100 ~ 30000 (24 Y E T,

HO—/NLERE

1000 #

nplusl period ¥ F#AL—J av brO—S5THEALT. YRXAZ a2 FO—F[ZF7 K
NEARXEEETHN—FE—MERZEERELET, AL—T a2 rO—FHBF7 K484
AEZELLGVE, BB I AL —N"—HFHRShET,

TIANA—N—D%, IRZ (NI IT)VDNTI T4 THEAL—THHDT KN A X%
BERRLET ., TREMEESNEHBEAICT FNE2 A XEZELBWNE, BEI T+ —IL/NY
OOBBRINET,

ZOBITIE. N—FE— FEREZE 2000 #IZERELTULET,

NP1-MC4200-slave(15) (config)# nplusl period 2000
nplusl period set: 2000 millisecond
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nplusl revert

AL—TDRT—BRRETITAITDOLREVINAIZEBLET,

B nplusl revert

avwy R FO—nNILEE

E—F

TIHIE L

& nplusl revert YV FEFEALT. AL—T AV A—SDART—ERETIT4Th
LRAVNAIZERELFET (YRAZ A bA—FF 1 OXMT BH5E ). EEOH--a>
FA—SNLIESLKATSA VICHDZZENHALMATHY . REABELBZEICZIOIT Y
FEFERALET AL—TET7I9TATHOREVNAIZEETBHIET. VS REDEY
IFEIEmEERINET,
FEERBE—FNEDITHSEE. YR 2V bO—SF & nplus1t N7y TTHY . 7V T4
TJAL—7 av bO—ZTOEBEICERTIVLENHY FT,
YRE Ay kA—=5MNE I LT =Y., nplusl revert AT Y KNEFTSN=Y L1-15
&, BRERELEFEA,
CORRTERSEIDELHDBEIE.
nplusl revert force AV REFERALT. 7O T4 7 AL—ThoRy I IANELRESE
ETELFET,
{1 :
3000-slave#t conf terminal
3000-slave(config)# nplusl revert force

=R ROBITIE, AL—T 3000-slave DRATF—BRETFITA ITHBRABZUNAIZEBLET,

3000-slave# nplusl revert

BEEaTUF show nplus1 (253 X—=5)
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nplusl autorevert

TO9T4T AL—=T AV FA—FIC&>TEHEO T+ —ILN\Y IR MY HEINETS,

B nplusl autorevert

avwyY R S a—nNLHE

EF—F

T4 1L

A& TRE AV rO—SREH T EE RAL—T avbA—58 7S F4T AL—T avk
O—S L LTREBFS|IEHEET, CNET,. VLTV EIYREZ O hA—=5HTH
T4 I BE,. FDIYARE OV kA= nplustrevert ARV KA F7H T4 T AL—T
Oy hrA—STEFEADIETRAYyI T arba—STHYFITTULWELT, SEICDE
EAREIE (BE)ME) Sh, YR2 OV bA—SNFUSAVICHZEEBHERLET,

&£ Rl ROBUIE, 72 T4 AL—7T 3000-slave DT+ —IL/Ny o EZBEE N AEBHMLE

ER

3000-slave# nplusl autorevert enable

B R show nplus1 (253 N—<5)
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nplusl setdebugloglevel

(378

av

vk
>

E—F

T+

P&

fs2 FR Bl

246

N+1 8BS Avt—CDORELANILERELET,

nplusl setdebugloglevel <number>

number BRETELHLRILOEREE, 0~3TY, LRIL1IZT S
E. 0T AvE—UhRELBHICHYET, TI4+IL MR
FEDOTIX, YATL AT AytE—CHNEMICHYET,

S a—nNJLEEE

TI4IEE0 T, PRATLBAY AyEe—JEEHTT,

nplusl setdebugloglevel OY > FEFEALT. N+1 OY A vE—CORELANILER
ELETo COAXKREFERAL—T a2 bO—5TOAEATEET, show nplusl
debugloglevel OV Y FEFEALCOVREERELET,

ROBFITIE. AL—T a2 bO—7 3000-slave DATDRLELANLE 1 ITHRELTLE
?_O

3000-slave(config)# nplusl setdebugloglevel 1

® show nplus1 (253 X—2°)
® show nplus1 debugloglevel (257 NX—°)



nplusl start master

Nplus1 v X4 LTy hO—S5%i2ELET,

B nplusl start master

avUR g O—/NVERE

E—F

TIAIE L

& nplusl start slave AL TAL—7J aY rO—S5%RBEHIT DHNZ. TRTH YR4E

22 FA—3 T nplusl start master ZETLET, AL—T a2 bA—F(E N1 &
HIET 59 S RADRENDIV FA—FTHIBENHYEST, AL—T 32 A—FT
N+1 2R T 2H1IZ. TRTOYRE OV FA—F %V SR AIZEBMNT 2RENHY ET,

= B ROFITIE, 3000-master EWVNVSLHIDTRAS 2> bO—FFFELTLET,

3000-master(config)# nplusl start master

BEEaTUF e nplust start slave (248 N—=5)
e show nplus1 (253 NX—<5)
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nplusl start slave

T+

F&

248

N+1 RL—J av rO—S5Z@BLET,

nplusl start slave

5 O—nNJLEE

mL

nplusl start master XYY RZFERALTIRTO N+ YRA 2V bA—5 RSN
fz#% TODH. nplusl start slave AV FEFERAL TN+ AL—7J o> bO—35 %i#2E)
LEFT. C0DH, REUNL AL—TIRISREIZHHTAE O bA—SOARAKEE
BLET, DELGMERECTUDP R— FE2NLTIYRFICE>TEESINEZT RNRNEA X Ay
T—UEZTWMBILET, VS RFACHIIRIDAAMEERLET ., 5 DDEHKT ST
FNAARXEZELENE, RIS RAL—TIF 79747 AL—TIZART—32 X%
ZTEL. BEOHS>YRAEADIPT7 FLRALEEESIEHREET, X201 AL—TIC
F. REICRESNEIREIDBEDIE—LHDI=H. EESNTWEITRTOY—ER
[F. RAL=TBREUNADLTI T4 TICOYBDLIZEVELET—BELELETN, Z0
FERITINFET,

N+1 TREAICRY FO—V ERET D EEITFE, ROAA K4 VITHWVET,

e N+1HUSRATIX, AL—THLUVIREZ av rO—5EFERELCETILTHY.
ForttWLC (SD) Y 7 bz 7DRILNA—C 3 VERITLTWAREAHY FT, £Y R
A2 aYhrA—5BRRL—TICEYETONEIZ, RAL—T artO—3I2&Y.
N—FE9 7 EFILE FortiWLC (SD) DN—2 3 UAE—TH D Z EAFERShET,
—HBLEWMEEEF. AL—TJEFIOIRAAIZYYEZONZ Z LIFHFASNAT, R
T—RAMNIRXE OV FA—50 [Status] BAICKRRENET,

¢ FRTHDIYRABLIUVAL—T AV rO—SFEAEIP7 FLRAZFEALT. NH1 55
AABEE—EMEL > THWMTZEL3IZTE2HRENHYET, (DHCP 7 KL RIE,
N+1 2 SRARIZHMT S0 bA—S5STEYR—rEhZFEEA ).

o YRABLUVRL—T av bO—FERLCIPY TRy MIFETILELHY FT,

o XY MIT—HIZHAITRTDHOAP[E, IV bO—SEDEHETLAVY I3 ZFERTEILS
[CHRETIHENHYFET,

o XNNZVT W=k, 32 bA—3DEHRT DRA v F R— FTEEHCT IHEN
HYET, R—ETRANRZUT VY —FENTEHEICOVTIE. R4 YFDREY
ZaTFLESRBRLTLEZEL,



ARALTAFTLTITATRENEEETBHICF IV bO—FD) TR RBETY,

£ 61 ROBFITIE, 3000-slave E VNS LFTDRAL—T av hO—S5&8BLET,

3000-slave(config)# nplusl start slave
Setting up this controller as a Passive Slave controller
3000-slave(config)#

BAEavTF ® nplusi start master (247 N—2°)
® show nplus1 (253 X—2°)
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nplusl stop

N+1 RAL—JFEIENH TRE2 O bO—5%2FLELET,

X nplusl stop

avUR g a—/NIVERE

E—F

TIAIE L

& N+1 RL—THEELUPN+1 YX4 a2 bA—5 (& nplusl stop #EAL TR RIZELT S

WENHYET, YRE 22 bO—FFEFLTBR1IZ, AL—TICTEHEMTFOATNSET
AE AV PA—ZEEYITTILENHYET, YTREIEZEMLEVE, RL—THE
ELEYRAICREBELTIZANA—NTEEITHRYET, £z, AL—T arto—
SHAT7H T4 TTIEHEWV (BE, YXE2 A0 bA—5FXWLTWDS ) EEEIF, AL—T
32 hB—3Tnplusl stop #ERITTEFET,

= B ROBITIE, 3000-slave & WS LFIDAL—T a2 FA—F TN+ £ELELTVET,

3000-slave(config)# nplusl stop

Making this a normal controller.

ROFITIE, 3000-1 EVSEFODTYRASY T2 FA—FT N+1 ZEFELELTOET,
3000-1(config)# nplusl stop

BEEaTUF e nplust start master (247 N—=°)
e nplust start slave (248 N—<5)
show nplus1 (253 X—=5)
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nplusl takover

RAAMNBARAL—T ar brO—JI2FEFHTI A NI —1N—LET,

B nplusl takeover

avUR g O—/NVERE

E—F

TIAIE L

F& DAY RETI T4 THIRETEITLETS,

= A1 ROBITIE. 3000-slave EVNSEFNDAL—T a2 hO—5 TN+ #ELELTVET,

3000-master(config)# nplusl takeover
3000-master(config)#

B R e nplusi start master (247 N—<°)

® nplust start slave (248 N—)
® show nplus1 (253 X—2°)
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nplusl timeout

X

avY R
EF—F

T+

R

fs2 FR I

252

ARBUINA RAL—TH# Tz ANFT—NESEE N HELBBIZRBREDF—TT754 TOHT
ElS

nplusl timeout <number>

number BEMGEHEIT 4 ~ 60 TY (HEM, BHY 1ROF—TF7S
147 )

Ja—nNILEE

TIAIKE4TY,

nplusl timeout (X, A2 /N4 AL—T a2 rO—5MNTRE a2 bO—S5SDNIEZESF|
EMCR)HELDIRBREDF—TT7SATOHERLET, CORBEIZET D E. RE Y
NA Ao bA—=FBT7I T4 A0 bO—FIHY BEOHSI2 FO—FDIPF7KRL
AEG|ERE, BBEDBRLWIRIDUNEES|EHMEFET,

ROFTIL.3000-slave EWVWSERIDAL—T a2 FA—5TERA LT % 60 FHIZHTE
L/ij_o

3000-slave(config)# nplusl timeout 60

® nplust start master (247 N—°)
® nplust start slave (248 ~N—<°)



show nplusl

TIAINE

A&

show nplusi O<X > KlE, BENI Y FO—5SDHREZF v/ LT, 2> bO—5DR
T—RRAERRLET,

show nplusl

¥4 EXEC

show nplusl OXY Y F#FEALT, YRAFRIFRAL—T a0 rA—5DELLTY T b
DT7HARABLTWVWEANEF VI LET, £, show nplusl AT FZEFAL T, 3l
DIATY EREITENTNEINEF VI TEET, RORT. BRR T4 —ILFIZDONT
SBALET,

TJ4—ILEF Bt
Hostname YRA aArvrO—5DHRAR +E,
IP Address YRZ AV FA—FICEYSETONTLWREEIP 7 FLR
Admin TRAIZEITENH RRIEDRTF—42 R

Enable - N+1 T RAELAT A A THEIZHE>TUWVET
Disable - N+1 TRAELAESIZH > TLET

Switch TREADTYI T4 T AL—T#BSAL—TDREA
Yes - AL—THELUVIYRE EFIL [FortiWLC (SD) D/A—2 3 U EBS
NE#EAHY ET

No-AL—TEXIUTRE ETIL /FortiWLC (SD) D/N—2 3 VBES
ICE#EAL L, EEEATRZTNH ZEMLELE

253



J4—ILF HL:

Reason [Switch] A [No] IZERE SN TWBEBE. XA v FEERTEHNER
EHREALET,
Down - I—HMRI XA ZENIZLTLET
SW Mismatch - FortiWLC (SD) V 7 ko =z 7ARHE SN TVWEEA
(YRR a2 +bB8—5%7yvFT7—FLET)
No Access - SRENDIE—FZELTULVEW=H, Ny T XL—T
FRRBIZTHVEARATEFEREA (T FO—SEEBMLEERIC
show nplus1 IY 2 F& EfTTHELERTRINDIA v E—ITETH.
NMRRREINDZERKIFEAEDYFEA)
No Access- /Xw LT A L—TJF<YAA a2 bO—FIZF7 X TE
FHA (nplust access A7 FEFERAL. X#|LF-a2 bA—FT
YR I A= ADT I EABNER LSRN TLAEWNMEEIZEIS
HELET )
WTRSet-79F4 7T AL—TDIN\y T AL—TADBITIZEWL
T. COREF. WIRZATDHDI Y IO UTRIDIZITHOA DR
Ty ITI,
WTR min -WTR Set O#HIRIZELIzEEIZ. SORAIDBAIU T
DU LT. BYSE (min) 2RTLET,

Adverts EHLTRELE (ZELEN o) 7 K2 4 XD % ([Switch]
T4—IL KB [Yes| DIBE. BRSETIzANA =R LY HEhFE
-a‘-o
SW Version a2 bA—5® FortiWLC (SD) DY 7 bz 7 =232,
= RAHI ROFE, 3000-1 EVWSELRIDTYRAZICETIEAMLETRE o FO—SHNEREZER
~LTWET,

NP-MC4200-master(15)# sh nplusl

Master controller

Master IP : 172.19.215.31

Master Hostname : NP-MC4200-master

Master Status : Active

Slave IP : 172.19.215.32 <-- X L—IBF#HE L TOGIWVBEIZZRIAFEA
Slave Status : Passive <-- L—IZ4G45 L TG LVEEIL Unknown & FREAFET
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RDOBFIE. 3000-slave & WS ZBTDAL—T 2 hA—SICETRIERMGRL—T a3V
FO—SHAIERERRTLTVET,

NP1-MC4200-slave(15)#sh nplusl

Current State : Passive
Heartbeat Period : 1000 milliseconds
Heartbeat Threshold : 4 threshold
Slave IP : 172.19.215.32
Slave Hostname : NP1-MC4200-slave
License Type : Demo
License Usage (Used/Tot) : 1/1

Master Controllers

Hostname IP Address Admin Status Switch Reason MissedAdverts SW Version

NP-MC4200-master 172.19.215.31 Enable Active Yes - 0 6.1-2-15

ROBITE, FOT4T AL—TOEBRERTLTVET, YRAEZIPT7RLRERR M
MRTRICEMENTLVET,

NP-MC4200-master(15)# sh nplusl
Current State : Active Slave
Heartbeat Period : 1000 milliseconds
Heartbeat Threshold : 4 threshold
Master IP : 172.19.215.31
Master Hostname : NP-MC4200-master
Slave IP : 172.19.215.32
Slave Hostname : NP1-MC4200-slave
License Type : Demo
License Usage (Used/Tot) : 1/1
Master Controllers
Hostname IP Address Admin Status

NP-MC4200-master 172.19.215.31 Enable Passive

B R e nplus1 add (238 N—=°)
® nplust add (238 X—<F)
o nplus delete (240 X—<°)
® nplust disable (241 N—<°)
® nplust revert (244 X—2°)
o nplus1 setdebugloglevel (246 X—<°)
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® nplust start master (247 X—22)
® nplust start slave (248 N—<°)
® nplusi stop (250 X—P)

® nplust timeout (252 X—25)
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show nplusl debugloglevel

N+1 OJ A vt—YICBESNhFERRLANLERRLET,

X show nplusl debugloglevel

avUR #$4€ EXEC

E—F

TI24NE L

Jz2pd show nplusl debugloglevel I< > K&, N+1 OF A vE—JICRESNI-TRRLAL
ERRLET,

{5 FA 51 3000-1# 3000-slave# show nplusl debugloglevel

nplusl Debug Logging Level: ©
3000-slave#t

BEav>F nplus1 setdebugloglevel (246 ~X—<)
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7 A3 —TzARXRELVIPaTIFR

AEIZEFNDIAVYUFE, RY NIV A VE—T A REHREL. TOBEEFHRZR
T AEOIZERENETS,

® gw (261 X—)

® jgmp-snoop (262 N—°)

® nterface FastEthernet (264 N—<°)

® p address (267 N—<)

® jp address dhcp (269 X—<°)

® p default-gateway (270 NX—<°)

® ip dhep-passthrough (272 X—2P)

® p dhecp-server (273 X—2°)

® p dns-server (274 X—2°)

® jp domainname (276 X—<°)

o pfip (277 X—2°)

® jpscp (278 N—°)

o psfip (279 XN—2)

® ip udp-broadcast (280 N—<°)

® jpv6-neighbor-discovery-optimization (282 NX—<’)
® mac-address (283 N—2°)

® port-profile (284 NX—22)

® (config-port-profile) ap-vian-tag (285 ~N—2°)
® (config-port-profile) dataplane (286 N—=°)
® (config-port-profile) disable (287 N—2°)

® (config-port-profile) enable (288 X—<)

® (config-port-profile) multicast-enable (289 N—<°)
® (config-port-profile) show (290 N—<2)

® (config-port-profile) vian (291 X—>)
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260

show igmp-snoop (294 N—<°)

show interfaces FastEthernet ap (296 N—=°)

show interfaces FastEthernet controller (299 N—<°)
show interfaces FastEthernet statistics (302 N—2°)
show ip (304 X—22)

show ipv6-neighbor (306 ~X—2°)

show second _interface_status (307 N—2°)
static-route (308 N—2°)

(config-static-route) interface (309 N—<°)
(config-static-route) ip (310 N—22)

type (311 X—25)

virtual-interface-profile (313 N—2°)

(config-vip) disable (314 NX—25)

(config-vip) enable (315 X—°)

(config-vip) gateway (316 NX—<5)

(config-vip) ip (317 N—=°)

(config-vip) show (318 NX—<5)



gw

(378

FTIXIE

Rz

£

BEavY R

FastEthernet f Y2 —J7 x4 ADF— b+, I/ IP7RLREHRELEFT,

gw <address>

address F—hr9zA4DIPF7RFLRZHELET,

FastEthernet f 42— 7 =4 AB/EE—F

mL

COavY F#EFEAL T, FastEthemnet 1 V2 —J A XK YFEREINET—FozA
IP7RLARZERELET., COAVE—TIARDNT I T4 THEBERIZRESATLD
HBE (DFY. FastEthernet f 4 —7 =4 XD type H active & LTHREIN TS
&) gwDEREIIHET—ILFTY,

KDY KTIX, VLAN FE7zI& GRE (Generic Routing Encapsulation) k > JL & HHR—
FEB=0OICERARELTY T4 (active) 1 VA —T A RELTA—HYF Y b R—
2 MNERESNTULVET, ip address (&, 1 V2 —T A AD IP LEBEHET SRV FTR
JEBRELET, gAYV RFFES— I/ REFREL, BWEBEITA—ILKTT,

default# configure terminal

default(config)# interface FastEthernet 2
default(config-if-FastEth)# ip address 172.26.16.200 255.0.0.0
default(config-if-FastEth)# gw 172.26.16.1
default(config-if-FastEth)# type active
default(config-if-FastEth)# end

® p address (267 N—<)

® show interfaces FastEthernet controller (299 NX—<°)
® show second_interface_status (307 N—2°)

® type (311 X—2)
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igmp-snoop

(378

HIR=EE

T+

R

262

IGMP R XR—E V5 ZHELET,

igmp-snoop enable
iigmp-snoop age-time <duration>
iigmp-snoop disable

duration IGMP FIL—TI2B3 A LT hHARESWZHORHERELE
9, duration IZlF., 1 ~ 300 W EHRETEET,

RED IGMP LR— FDHT, 24 L7 FRERORIIZLAR—
MTTULWEWGEEIZ, 9547V EDILFEFY RN H TR
ToavEBmTELRLRYET, YLFXFY R TIL—TDE
IGMP Lik— RIZDWT, IGMP F—EVIXEED I SA TV D
ESSIZHBITILFXXYRA K TIL—TDERA LTI E)EY FL
FT(ISAT7 2 bOTIL—THBERMICER L TLEWNES.,

GLW—T T ) ZHIBRT E2DENHLIBHEDEAA LTI L),

JO—/N\LEREE—F

CDHEETIE, B VLAN TIEYR—bFESNFEHFA, ORI, IPv4 TILF Fr X FLL
HNTIEYR—FShELEA,

IGMP AX—E VT IEEMNTT

IGMP R X—E V7 #FRATSE. L2 TNARIE, IGMP A ha)L A yE—UFEZL
T ILFFvRMNGEET— TN EERTHIETIYIILFF Y R FEREITDLWTARAY— RIS
I TEDESICHYET, ZOFEH. AR)—IVT ATAT7OHEREZECEHET S
IPILFXNXYRNT7IVS—23 D574 v EKBICHBTEZT, IGMP /N—
TIavvihbv3EYR—FLTVET,

COMEENEMICHE > TS E, a2 bO—FE YIVRNDUFIPILFFYRE b3
T4 v DZERKIC, BEMTOLATWETRTOAPIZIPIILFFYR b /37y &R
ELET, COFER. IPILFFYR S T4 99 FHTRAISA4ATLTULHEWLAP A~
DS T4V INKIBICERXLET,



£

BHEavY R

FTIAILITIH L2 RSy F/TYwllF, FJO—FFvR b+ FS5 7099 ERLKSIC,
HEAA—TIARATRELEZIL—LEZZDHMODITRTODA Y 3—T 24 RITEET
BAET. IPTILFEYRAL FI T4 vV ZUNELET, COH. XY T—ID LS
TA9INERL, Ry FT—JIZEHELTOSRA DR T+ —T UV ANMET T 5B
HYFET,

IGMP R FaLlE, AF—YavIickYFERSA, IPILFFYRETIL—F (7KL
A)VEY TR A TEREY TR A TEBRLET HEDIPILFFYR b+ FIL—
FIIBMT B EEFLTIRAT—avE THL—T8M Avt&—C% L3 T/8/ RIS
EEL. LB TNARIEIPILFFYRN TL—T 7FRLRESAVE—DT A REFD
W—F 4o F—TILICEHLET, L3 TNARIE, SMAVE—CHEZTR =4
B—T 1A RADHIZEETZIPILFFYRAM7RLRIZENS 24w o HEGELET,

L3 T8 RIE, EHMIZO T —%2ZEEL. ATF—2aVvhBEEDTIL—TADIP T ILF
FHYRN S TAVYDEZELTLENEIAZHILET, TOLSIZHKESATWNS
RATF—=Y3VMNIGMP Y T —IZELET, AT—2 3V bDBEITHEL T, L3 T/
ARE. W—TF 4T T—TILDFRELEZRZHIBRLET,

IGMP V2 8L U V3 [ZIE. RTF—2a UABARME TTIL—Tho D@l Ay £—C%
L3 FINARIZEEL. RF—VaVvhBEED IPIILFXYRA N TIL—TOHTRI54
J%EBRTEDLSICTEET,

CNSDIGMP A kL A vyt—UlE, L3 TFNAARERT— 3 VBO L2 TINA R %E
NRAAIL—LET, arbO—FEF. RY LTI TILR2TNNARADELSLBEMEELET,
AV FO—5DIGMP AX—EVHE, PRI TILFFNYR S bS5 T4 90 DHIER
SNET,

a2 bO—SHAYDRNURIP bS5 T4 90 %2ETHE. BEMTOATLNDTRTO
APICIPRILFXxFYRAM NSy bEEELET, COBER. IPILLFFYRE FST710v
DEYTRISATLTVWEVWAPAD FS T4 v I NKIBICERLET, 3> FO—3IC
IGMP A X —E VT H#EENDBELZDIL, ZD=HTT,

ROAXVKRIZEY,IGMP AX—E VI NEMIZHEY ., B4 LTI RN 240 IZHRESHQ
ij—o

controller(config)# igmp-snoop enable
controller(config-if-FastEth)# igmp-snoop age-time 240

show igmp-snoop (294 X—2°)
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interface FastEthernet

(378

TI4ILE

R

264

a2 hO—5 0 FastEthernet 1 V34— J 1A REZHRELET,

interface FastEthernet <interface_index>

interface_index BRETHDAE—TA AR KR—F(1E-IZ2)ZERLE

o

o g

JO—LEE

DAY REFEALT, BBE T 5 FastEthernet £ >4 — 7 = 4 X #:#IR L. FastEthernet
BREYITE—FIZAYZET,

a2 bB—3I2(& 2 D0 FastEthernet 1 Y2 —J A ANHY EF, setup A7 FE(E
ALTav rO—5%2RMIEETSHLE. 1 DEDA VI —T A ANERESNET., D
AUB—TIAREFDRIZERTIEEL2 DENDA U2 —T 14 AE2RET HEAIC,
ATV KRZEFEALET, ROBlE. 1 VF—T AR 1%2FEET DAYV FERLE
¥, FI=. FastEthernet REH T E— FTHATTREL AT FERLTWET,

default(config)# interface FastEthernet 1
default(config-if-FastEth)# ?

do Executes an IOSCLI command.

end Save changes, and return to privileged EXEC mode.
exit Save changes, and return to global configuration
mode.

gw Configure Gateway IP Address.

ip Configure IP Address and Netmask.

type Configure the type of the interface.

COYTE—FOIUFRIZIF. A VEA—T A RDIP 7 RLREHRET 5 ip address O
YURAEENTLWET (VLAN BEXU GRE FURILEBRENDO—HILIVRRS D REL
TH¥BBEINET )o ZFRLRIEZ. EEIP 7 FLX (ip address nnn.nnn.nnn.nnn), *
1=1& DHCP (ip address dhcp) IZRETEE Y,



{5

HOTE.

HOTE.

\'

gWIRVKIEF A V=T A ANERTH7— bV A IP7TRLRERELEY,

type AU RIE, 123 —T x4 X 1®redundant ;R— k& L THERT 5H . TEITHEEE
T5EHUHD active R— & LTHERTIMNERELET,

ROARVFFEA—HRY A VE—T AR 24— XV b A VE3—TA4R1D
Ny Ty TELTERELET, COREEITIICIE. type 772 3 ~IZ redundant Z 35
ELET, 24 Thredundant THBIGEEIEL. IP 7 FLRAZBYLTRHROLTLIESLY,

default# configure terminal
default(config)# interface FastEthernet 2
default(config-if-FastEth)# type redundant
default(config-if-FastEth)# end

RMAT 2 KTIE. VLAN F7=I% GRE (Generic Routing Encapsulation) k>3 JLZ&HHRK—
b BI-DIZERMEELRT Y T4 7 (active) 1 V2 —T A RELTA—HY Ry b R—+
2MERESNTWET ip address (X VLAN £/z[EGREA—HIL TV FRA VLD IP T
FLREBEETSHRY FYRVEEELET .gw XY Ry — b/ REEZREL. W
BIA—ILKTT, ¥— b zAIE, VLAN £F=[EGRE FoRILDYE—F TV RRA Y
FDIP7KLRTY,

default# configure terminal

default(config)# interface FastEthernet 2
default(config-if-FastEth)# ip address 172.26.16.200 255.0.0.0
default(config-if-FastEth)# gw 172.26.16.1
default(config-if-FastEth)# type active
default(config-if-FastEth)# end

active #ETIE, 2 2BDA—H Ry h AV E2—TxARIE, TS5A4<) A 083—Tx4RELTH
D2 FASVICEEIP 7 RLRAZERALTEET S2LENHY £F (DHCP [EFEALELA ).

RNEE—RELEFTIT4 T E—KRT220HDA VA —DJ A REHRET SH1IZ. R—k R T«
V4 E—FK%dual £zl none (A2 bA—5 E—FKRIZLD ) IZRETHIHLENHY ET, RoT o
VI DBEIZDONTIE, [ForiWwLC (SD)SREH A Kl £#83BL TS,

® gw (261 X—)
® p address (267 N—<)
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® show interfaces FastEthernet controller (299 NX—<°)
® show second_interface_status (307 N—2°)
® fype (311 X—2)
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ip address
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BEIP7FLADERERELETS .

ip address <ip-address> <ip-netmask>

ip-address address D IP 7 FLRAEH/RELFET,
ip-netmask netmask M IP 7 FLRAEHZRELET,

4'O0—s\)L. FastEthernet, RADIUS 7R 774 JL. AP ¥#. LU VLAN BEE—FK

ATV KRIE, REE— FTIXETTEETH A, FastEthernet, AP, F1=1& VLAN BE
E—FALEFTTIHENAHYET, COaT Y FEFALT, 2> O—5, RADIUS
Y=, TOERAKRL VM, VLIANDIP 7 FLABIUFRY FYRIVZFHRELEFT (O
VRERELEYITE—RIZEYBRERENELRY ET ),

APDIP 7 RLRZHRET HIGEIE. MR ELBDAPIEVE—FNAP EBY ., BEDIP 7
FLREBRETAHZEICHEYZFET . ip address dhep A7 REFERALTEMAZIP 7 KL
AEFRTEELIICAP ERETSHZELTEET,

VLIAN Y TE—RTIP7 FLRZHRET HHE. VLANITIEET D IP 7 FLRIF, 754
TUMIBESNTWETIHILEDT— b E— BT IBENHYET,

AV MA—FICEAEIP7 FLRZEYHTRIZIE. IPFTRLREY TRy FDOSIFEFIRE
LT. ipaddress Y Y FEUTOLSITHERALET,

controller(config-ap)# ip address 10.0.0.19 255.0.0.0

JDE—FAPIZCEEIP 7 RLAZEY Y TSHIZIX AP #EHEY TE— FICAY . ip address
aYYREFERALT, IP7KLX10.0.22030 &£y R RY 255.255.255.0 1) E— b
AP [ZEEELFET .

controller(config)# ap 1
controller(config-ap)# 13-connectivity 13-preferred
controller(config-ap-connectivity)# ip address 10.0.220.30 255.255.255.0

267



controller(config-ap-connectivity)#

UTFDITURIZ&EY, VLAND IP 7 FLX 10123 &£y bTRY 255.0.0.0 BMIEEE
nFEJ,

controller(config)# vlan qa tag 100
controller(config-vlan)# ip address 10.1.2.3 255.0.0.0

BEaT VR gw (261 X—2°)

® interface FastEthernet (264 N—<°)
® jp address dhcp (269 X—=5)

® p default-gateway (270 N—=5)

® p dns-server (274 N—2°)

® show ap-connectivity (632 X—2)
® show controller (172 X—=5)

e fype (311 N—2)
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ip address dhcp

DHCP itz ELF I,

X ip address dhcp

avwy R SO0—NILEEU AP ERREE—F

E—F

TI+IE L

& DR RIE, BEE— FTIEETTEEH A, FastEthernet. AP, F7=[& VLAN RE
E—FoETTILENHYET, COAT U REFALT, a2 FO—58&UT70 1
A RAY LD DHCP i ZRELET (DAY Y FEREUHETH TE—RIZE>THRE
HENERGYES ),

=R I bA—JICHMEIP 7 FLRAFE|IYETSHIZE, LTDELSIZ ip address dhep O

RUREFERALET,
controller(config-ap)# ip address dhcp

AP [ZENRN7Z IP 7 LR ZEIY B TAHIC(E, AP E#EY JE— KIZA Y., ip address dhcp
AU REFEALT, BMICEIYVETONEIPEYE—FAPICERELET,

controller(config)# ap 1

controller(config-ap)# 13-connectivity 13-preferred
controller(config-ap-connectivity)# ip address dhcp
controller(config-ap-connectivity)#

BEavY R e ip default-gateway (270 N—=°)

® p dns-server (274 N—5)

® show controller (172 X—25)
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ip default-gateway

(378

FTIXIE

Rz

£

270

TIHILEF— b9/ DEHFERELET,

ip default-gateway <address>

address TIAILET—rDIADIPT7 FLZR,

THR—NLERE. AP ERHRE. &V VLAN REE—F

TIAILERT—=bD2ADTIAILEDIP 7 KLZRIX0.0.00 TT,

AT KRIE, BEE— FTIEETTEEH A, FastEthernet, AP, FE7=(Z VLAN HE
E—FOOETTILENHYET, AV FA—F 7V ERKRA U b, VLANDT I+
W= b AM EBHREERELET ( AX Y FEREUVHTH TE—FIZEK > THRERNEN
ERYFET ),

VIANDT T4 b =t A ERETHHEE. AV FO-SICLYERSNET I+
WhF—=bro A ZFEALT, VLAN 2RI EHTA VLR V54TV A BRIETSH b
ST4VIEL—TAVILET,

default 7+ —LZFERAL T, TI4NL M T—Fr Iz ADEEZTIAILMIERELET,

OV bO—FICKYFERSNEZTIHILET—bDzADIP 7 FLRZEY HTABIZIE,
UFTDESIZIP7 FLRAZEELT ip default-gateway A< RZEFERLET,

controller(config-ap)# ip default-gateway 10.0.0.1

AP ICEYEREINETIAI N T— bz ADIPT FLRZEIY B THICIE AP EfitH
TE—FICAY, ip default-gateway I7 > FEZFEALT. JE—FAPDIP7FLX
ETHRELET .

controller(config)# ap 1

controller(config-ap)# 13-connectivity 13-preferred
controller(config-ap-connectivity)# ip default-gateway 10.0.0.1

VLIAN 2L Y FERAENBTIAILESF— 94 DIP 7 FLRZE Y L TAIZIE. ULTD
E3NZav U REHEALET,



ek

\'

.

controller(config)# vlan ga tag 100
controller(config-vlan)# ip default-gateway 10.0.0.1

® p address (267 N—<°)

® jp address dhcp (269 X—<°)

® p dns-server (274 N—5)

® show ap-connectivity (632 N—2°)
® show controller (172 X—<2)
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ip dhcp-passthrough

{5

272

DHCP /SRR )L—%E#h | EHIZHELE T,

ip dhcp-passthrough
no dhcp-passthrough

JO—nNILERES LU VLAN REE—F

DHCP /SR R JIL—DNEIZIE>TWET,

DAY RIE, arvba—5F =L VLAN @ DHCP /SRR JIL— H—EREBHME =38
o 74+ —LZER)ICLET (AT Y RAFUVHEEIN=H TE—FIZEYRENENE
BYET ), BRZHESH, DHCP H—/3D IP MT T4/ D 127.001 £4> TLWS
BEIE, DHCP /85y MME, ZEENTIC/HRRARIL—LEFET (TYvP), /ISRAIL—IZ&
Y, REDOEERBIZEWTDHCP J L—AREIZRYFET  hICKYIL—F2 LD L—
BRNARELETHA. CHITBEOEETT,

4 B—/\)L DHCP /AR R )L—[&, ®EFTEHED 21 —I)LD DHCP /AR R JL—EFFEIZL ST
T—NZ4 FEhFET,

3> bA—350 DHCP AR IJL—ZFHMICT BIZIE. LLTFD &L 51T ip dhep-passthrough
ATV FEERALEY,

controller(config)# ip dhcp-passthrough

VLAN O DHCP /SRR JL—EFHIZFT BIZE. UTOLS(2avy FEFRALET,

controller(config)# vlan ga tag 100
controller(config-vlan)# ip dhcp-passthrough

o ip dhcp-server (273 X—22)

® show controller (172 X—55)



ip dhcp-server
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DHCP ) L— H—N%#HBFELET,

ip dhcp-server <ip-address>
no ip dhcp-server

ip-address Fv FRYIY 10 ERETRESNS DHCP JL—H—/1\D IP 7 F
LR (n.n.n.n)

Ja—NILEES LU VLAN FREE—F

DHCP J L—H—/1\DT 74 kD IP 7 KLRIE, 127.0.0.1 TT,

DAY KRE, a2 ba—5 & VIANDDHCP J L—H—RZRELEFT (AT KM
BUHINEZYTE—FICKYBRERENELZYET ),

VLAN Y TE—RTZDaAT Y FAEESN-HBE. IEESNfz DHCP H—/\Ick Y
FO—5AEY X TS DHCP H—N\DHRENLEZEIIFTT, HEERD-ONHRERE

LT.IP 7 FL X 255.255.255.255 " F#7%: DHCP |J L— 7 F L X & L T FortiWLC (SD)
THR—FEIFET,

no 7+ —L%EALT, DHCP I) L— H—/NZHIBRLET,

AV FA—FODHCP Y L— H—NEHRET HITIE LTD &L 51T ip dhep-server 37
VREERALEY,

controller(config)# ip dhcp-server 10.0.1.20

VLAN O DHCP #—/\Z&RET SICIF. UTDLSI2av U FEFERLET,
controller(config)# vlan ga tag 100

controller(config-vlan)# ip dhcp-server 10.0.0.1

® ip dhep-passthrough (272 X—2P)
® show controller (172 X—25)
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ip dns-server
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274

DNSH—/\DIP 7 RLAFHRELET,

ip dns-server <ip_addr>

ip dns-server primary <ip_addr>  (for AP connectivity sub-mode only)
ip dns-server secondary} <ip_addr> (for AP connectivity sub-mode only)
no ip dns-server

ip_addr Fv hEIY 10 ERIETRESNSDNS H—/\DIP 7 KL R
(n.n.n.n)

TO—NIVEREE LV AP BRREE—F

T 74 FTlE,. DNS H—N[FHRESNFEEA,

AT REFEALT. IP7RLAZEEELTDNS H—/"ZEBMLET, DNS 4—/\
MNEMEND L. BEICHESHHEE. YATLIKFIARRELRIIO DNS H—/\ [T L F
¥ VATLIEHEEL TS DNS H—/\NRDOMHFE T DNS —/N\IZIBERT VXL T
WEFET,

no 7+ —L%HEALT. DNS H—NZEHIKRLET,
AV PA—FIZKYERASNSD DNS H—/ D IP 7 FLRAZEYHTBHICIE. UTDES
IZip dns-server YV K% IP7 KLRZIBELTHERALET,

controller(config)# ip dns-server 10.0.200.1

AP [Z&YBERASINDDNS H4—/D IP 7 FLRZEIY B THICIE, AP Y J £— FIC
AY. ip dns-server primary E7zI& ip dns-server secondary IV > R#ZFEHAL T,
JE—KAPICKYEREINDEDNSH—/A\DIP7 KLRZHRELET,

controller(config)# ap 1
controller(config-ap)# 13-connectivity 13-preferred
controller(config-ap-connectivity)# ip dns-server primary 10.0.0.1

® jp address (267 N—=5)



® jp address dhcp (269 X—<5)
® p default-gateway (270 NX—<°)
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ip domainname
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DNS FAA VB ZEHRELET,

ip domainname <name>
no ip domainname

name 1~63XNENHEHETRKAA VR EHR/ELET,

S O—/nNJLEEE

DNS THEAT A FAM VR EHELET . no T+ —LEFRALT, BELIZFASVEE
HIBRLEY,

DNS CTEAT B KA A & EE|Y LB TSIZIL. configure terminal EAALT HB—/\
IWEREE— FICAY LUTOELSIZHZRFZEHEE L T ip domainname a7 > REFEALET,

controller(config)# ip domainname fortinet.com

® p address (267 N—=)

® jp address dhcp (269 X—<5)

® p default-gateway (270 N—=°)
® p dns-server (274 X—2°)



ip ftp
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avwyU kR
E—F

FTIAIE
A&

{5

BAEavU R

FTIPDA—HRENRRT—FREFELET,

ip ftp username <username>
ip ftp password <username> <password>

username

password

2 O—/\)LERE

7L

FTP DaA—H&%#EELET,
FTP /AR — KZEELET,

FTIPEY S a3 DT I MDI—HFZENRRAT—REBELET,

FTPD1—H& %t v 3> Tsusanne IZERET BIZIE, UTOLSIZIEELET,

controller(config)# ip ftp username susanne

® p address (267 N—=°)

® p address dhcp (269 N—=°)

® p default-gateway (270 N—=°)
® p dns-server (274 N—5)
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ip scp

SCP DaA—H£LZENRNRT—REBELET,

B ip scp username <usernames
ip scp password <usernames <password>

username SCP A—HRFHRELET . LRIFEATEEIXFHIIRKT
32 T9,
password SCPNRRT—REHRELET ., NRT—FIZFEATZTIOIXFH

[FHRKRT32TY,

avvk Ja—/NLERE

E—F

TIHIE

R SCPtEwLavMTFIAIbDI—FLZENRRT—REBRELET,

=B SFTP Ma1—4£& %+t v 32T suzanne ISRET BICE. LTFOLSIHEELET,

controller(config)# ip scp username suzanne

BEEaTUF ® p address (267 X—=°)
® p address dhcp (269 N—=°)
® p default-gateway (270 N—=°)
® p dns-server (274 N—5)
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ip sftp

SFTP D1—HLZENRAT—FEBRELET,

X ip sftp username <username>
ip sftp password <username> <password>

username SFTP DaA—H&#H_/ELET,
password SFTP /AR J— F#EELFET,
avuk HO—/NLEE
E_T
TIXIE L
A& SFTP Yy a DT IAINMDAI—HFBENRRT—KREHZELET,
= RAHI SFTP D1—H£& %+t v 3T suzann ITH/ETBI2IE. UTOLSIZEELET,

controller(config)# ip sftp username suzann

BEavT VR ® ip address (267 X—<)
® jp address dhcp (269 NX—=5)
® ip default-gateway (270 N—=5)
® p dns-server (274 N—2°)

279



ip udp-broadcast
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280

UDP JO—FF*v Ak R—+EHRELET,

ip udp-broadcast upstream <port_number>

ip udp-broadcast upstream-bridged <port_number>

ip udp-broadcast downstream <port_number>

ip udp-broadcast downstream-bridged <port_number>

no ip udp-broadcast upstream <port_number>

no ip udp-broadcast upstream-bridged <port_number>
no ip udp-broadcast downstream <port_number>

no ip udp-broadcast downstream-bridged <port_number>

port_number FYTRARNI—LFEFFTIVR N —LDR— FEBEEEELET
(1 ~ 65535),

HO—/NLERE

R—rEIRESATHEEA,

ARV EREF,. 7TV —2300TA—FX¥RA M bS5 T4 v ZETBRIZBRET,
JO—FX ¥R LDREET RLATHRESND UDP R— Dty FEREL. HRA Y
B—T A ANPTA—KF v R ELTT7YTRAMN)—LEZXRETSEH, T4V LR A
B—DIARTHEIVRA M) —LEZEZEELET  REARELR— FORKEIRZART S D
TY. no J+—LZHEALTUDP JO—FFXv¥ X b R—FEHIBRLET. ZOHEEL,
DAY LR RAT—L 3 VB0 UDP JO—REv X FEBELET,

DAY LAETAVYLAUDP JO— KX ¥ X FEERETHIZIE,. R— DTV TR Y —
LBELEUSFIVAR)—L TJO—FX YA EEMZLET, COFITIE, XD CLI O~
> RIZ&YHR— k 10000 T OEENBRIZHE>TWVET,

configure terminal

ip udp-broadcast upstream 10000
ip udp-broadcast downstream 10000
end

= ZIE R— K 5455 DA NV LR UVSA4AF7 DO UDP JO— KX v X FRIZEARAT S
BEIF, UTOavT Y REFERLETS,



controller(config)# ip udp-broadcast downstream 5455

EZE, RESNATWE 7Y TR M) —LDR— FES 3822 2F v o tILT BIZ(F, U
TOavT Y REFERALET.

controller(config)# no ip udp-broadcast upstream 3822
® p address (267 N—<°)
® jp address dhcp (269 NX—=5)

® ip default-gateway (270 N—=5)
® p dns-server (274 N—2°)
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ipv6-neighbor-discovery-optimization
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IPV6 ifERE DORBEILE BN EITEMZLET,

ipv6-neighbor-discovery-optimization

HO—/NILERE

COaAXYFEFEALT, ipv6 OIEERHDOZBELHEZENEZEMLET,

MC3200(15)# configure terminal
MC3200(15) (config)# ipv6-neighbor-discovery-optimization enable
MC3200(15) (config)#

show ipv6-neighbor (306 NX—<°)



mac-address

A—HYRY A VA—T A RADODMACT7 RLRAZHRELET,

(378

mac-address <MAC-address>

mac-address 16 ERKXTHEET S A~V b A VF—T A ADMACT

F LR (XXXXXXXKXKXKXXXX ) o

B —T 14 REE

MAC7 FLRZAALT. A — YRy b A3 —T x4 R%

mc1100# (config)# ap 1
mcl100# (config-ap)# mac-address 00:12:F2:00:00:59
mcl100# (config-ap)#

show interfaces FastEthernet ap (296 N—=°)

RELET,
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port-profile
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R—bF TOT77ALOERBLUVREZHALET,

port-profile <profile>

profile EEE(LERKT 2T 0T 7 1 LOLH,

S O—nNILETE

CDARVRIE, R—+F TFAT7AILDOTANRTAEZTH ALY, KETEHBAYT 51t
DAV REFERALTEERELEYIBDICHERALET, h— bk TOT7AILER—RET
AT RETRT, R—k TJOTF7AILBEE—RTETSINET,

default(15)# configure terminal
default(15)(config)# port-profile portl
default(15)(config-port-profile)#

® (config-port-profile) ap-vian-tag (285 ~N—2°)

® (config-port-profile) dataplane (286 NX—27)

® (config-port-profile) disable (287 N—2°)

® (config-port-profile) enable (288 N—<°)

® (config-port-profile) multicast-enable (289 N—<°)
® (config-port-profile) show (290 NX—<>)

® (config-port-profile) vian (291 X—>)



(config-port-profile) ap-vlan-tag
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WEDKR—F 7OT 74 )LD VLAN 2 5 2EETEET,

ap-vlan-tag <VLAN>

VLAN R—bk TOT77A4ILIZEIYHBTS VLAN 245, 1 ~ 4094 OEFETIE

ETEFET,

R— bk JOT7AILERE

COaTYRIE. WEDKR—F AT 7AILIZERT S VLAN 2 5 25T 2DICERAL

3, VLANAJ(E, TUyS E—RTOEETOHA;MEALET,

default(15)# configure terminal
default(15)(config)# port-profile portl
default(15)(config-port-profile)# ap-vlan-tag 14
default(15) (config-port-profile)#

® port-profile (284 X—=>)

® (config-port-profile) dataplane (286 N—22)

® (config-port-profile) disable (287 N—2°)

® (config-port-profile) enable (288 X—=7)

® (config-port-profile) multicast-enable (289 NX—=°)
® (config-port-profile) show (290 NX—2%)

® (config-port-profile) vian (291 N—2°)
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(config-port-profile) dataplane
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Ty E—FREPURILE—FRDOBTR—F TJRI77ALEZOYVEZDZZEEHFTL
9,

dataplane <mode>

mode bridged E1=1% tunneled ¥ ELE T,

R— bk TOT77AILERE

Tunneled

ZONAXVRIE, R—k TEIT7ANET) Y OFEEFEFORILDELLDRETHERT
BPLENHINERETH=HICERALET,

default(15)# configure terminal
default(15)(config)# port-profile portl
default(15)(config-port-profile)# dataplane bridged
default(15)(config-port-profile)#

® port-profile (284 X—22)

® (config-port-profile) ap-vian-tag (285 ~N—2°)

® (config-port-profile) disable (287 N—<°)

® (config-port-profile) enable (288 N—=°)

® (config-port-profile) multicast-enable (289 X—<°)
® (config-port-profile) show (290 NX—<)

® (config-port-profile) vian (291 N—<5)



(config-port-profile) disable
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REDR—F TOT7AILEEHDICLET,

disable

r"—bk TOTFAILEE

CARVKRIEFH. PUOTFATHER—F TOT7AIILEENTIDIFEARALET,

default(15)# configure terminal
default(15)(config)# port-profile portl
default(15)(config-port-profile)# disable
default(15)(config-port-profile)#

® port-profile (284 N—=>)

® (config-port-profile) ap-vian-tag (285 N—<3)

® (config-port-profile) dataplane (286 ~N—=°)

® (config-port-profile) enable (288 N—<°)

® (config-port-profile) multicast-enable (289 N—<°)
® (config-port-profile) show (290 N—<2)

® (config-port-profile) vian (291 X—°)
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(config-port-profile) enable

REDKR—F TOT7A4ILEBHICLET,

.94 enable

avwUk R—k TOT7AILEE

E—F

TI2ANLE i3]

F& ZOARVRE TOTFATRR—F TOT7ALEBNCTIOIERALES.
fEFAHI default(15)# configure terminal

default(15)(config)# port-profile portl
default(15)(config-port-profile)# enable
default(15)(config-port-profile)#

B R e port-profile (284 X—<5)
® (config-port-profile) ap-vian-tag (285 ~N—<3)
® (config-port-profile) dataplane (286 ~N—2°)
® (config-port-profile) disable (287 N—<°)
® (config-port-profile) multicast-enable (289 N—<°)
® (config-port-profile) show (290 N—<>)
® (config-port-profile) vian (291 X—>)
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(config-port-profile) multicast-enable
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ZODR—bF TAID7AIILVERBEFRIIRELTETILTF JL—LOREEEZEHICLET,

multicast-enable
no multicast-enable

R—bk TOT7AILEERE

* 7

AR KRIEFE.R—bF FO774)LD Allow Multicast 75 5 R ETHDIZHERALET,
ZDR—FTOTILFFY R MREEFEZT 521 . multicast-enable A7 Y KEA A
L. #&HIZT BIZIE. no multicast-enable AN LFET, UTDHIE, port1 TR T 7
AILTOIILFFY R MEFHMICL. BIILET,

default(15)# configure terminal
default(15)(config)# port-profile portl

default(15) (config-port-profile)# multicast-enable
default(15) (config-port-profile)#
default(15)(config-port-profile)# multicast-disable
default(15) (config-port-profile)#

® port-profile (284 X—=>)

® (config-port-profile) ap-vian-tag (285 N—22)
® (config-port-profile) dataplane (286 ~N—=°)
® (config-port-profile) disable (287 N—°)

® (config-port-profile) enable (288 N—=°)

® (config-port-profile) show (290 NX—2%)

® (config-port-profile) vian (291 N—2°)
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(config-port-profile) show
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TEITHREDKR—F AT 7/ ILERRTETET,

show context

r"—k TOT7AILEE

COARVERIFH. PUOTATHR—F TOT7AILERTICTDHOIFEARALED,

default(15)# configure terminal
default(15)(config)# port-profile portl
default(15)(config-port-profile)# show context
Port Profile Name: portl

default(15) (config-port-profile)#

® port-profile (284 N—2°)

® (config-port-profile) ap-vian-tag (285 N—22)

® (config-port-profile) dataplane (286 N—2°)

® (config-port-profile) disable (287 N—°)

® (config-port-profile) enable (288 N—=°)

® (config-port-profile) multicast-enable (289 X—<°)
® (config-port-profile) vian (291 X—2°)



(config-port-profile) vlan

R—bk TOT77A4ILNT7THOERT S VLAN DERIZERELET,

B vlan <name>
name VLAN O£ R,

avuF R—b TOT 71 LEE

E—F

TI+IE L

FAi& ZDaATURIE, BEEATWAR— A —ERT S VLAN DZRTERET 5DIERE
l/ij_o

=K default(15)# configure terminal

default(15)(config)# port-profile portl
default(15)(config-port-profile)# vlan vi
default(15) (config-port-profile)#

EEa<TFR ® port-profile (284 N—2°)
® (config-port-profile) ap-vian-tag (285 N—22)
® (config-port-profile) dataplane (286 N—=°)
® (config-port-profile) disable (287 N—°)
® (config-port-profile) enable (288 N—=°)
® (config-port-profile) multicast-enable (289 X—<°)
® (config-port-profile) show (290 N—=°)
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(config-port-profile) ip-prefix-
validation-enable

X

iU
| d
.\l
T

T+

H
r‘ilwo

fs2 FR I

BHEavY R

292

MDY T2y bDIP 7 RLANHZRT—arhay bO—FI2EKT 56, $ED
FBLAGE, SESELERY FT—VDOMENRET HAEELAHYET, IP TLT1 vy
AREZANICTDE. BRI TRy FORT—avhar bO—SICERTIE%E
MBUETEET . TIAIRTIEIP TL T4 v RABKEEEAR— b FOT 74 L THIIZH-
TWET,

ip-prefix-validation-enable

name VLAN D% #i,

_"—k TOT7AILEE

COARVFR IPTL T4 v RREZEMNEBIENITHDITHEALET,

default(15)# configure terminal

default(15)(config)# port-profile portl
default(15)(config-port-profile)# ip-prefix-validation-enable
default(15)(config-port-profile)#

® port-profile (284 X—2>)

® (config-port-profile) ap-vian-tag (285 NX—<5)

® (config-port-profile) dataplane (286 ~N—=°)

® (config-port-profile) disable (287 N—<°)

® (config-port-profile) enable (288 N—=°)

® (config-port-profile) multicast-enable (289 X—<°)



(config-port-profile) show (290 X—2>)
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show igmp-snoop

£

294

IGMP R X—FEVJICEET 2EHRERTLET,

show igmp-snoop forwarding-table
show igmp-snoop subscription-table]

1 EXEC ®E— K

ZDaAXYRIE, IGMP AX—EVIDENERITIEDITHIM. £z, BITHIHE.
FINAAMNIGMP AX—F TIL—ThoB A LTI T E2RHERTLET,

#+ 7 3 D514 forwarding-table #{EfRA3 5L, SMLTWSESSIDDYRX L, AP D
MAC 7 FLR, YILFF¥ R TIL—T&, BEU T ILEZE—FEFERNERSNET,

A7 3 M54 subscription-table ##A¥5&. SMLTWLWSESSID DRk, AP
DMAC 7 RLAR, ¥ TRV SATLTWEISAF7Y DO MAC 7 FLR, TILFHFrR
MERMNERSNLET,

controller# show igmp-snoop

IGMP Snoop
IGMP Snoop Enable/Disable : enable
IGMP Snoop expiration timer period : 240

MC500# show igmp-snoop forwarding-table

Ess ID AP MAC Multicast Group Filter Mode Source
List

IGMP Snoop forward table(No entries)
MC500# show igmp-snoop subscription-table

<CR>
MC500# show igmp-snoop subscription-table
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Ess ID AP MAC Client MAC
Aging Time Filter Mode Source List

IGMP Snoop subscription table (No entries)

igmp-snoop (262 N—5)

Multicast Group
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show interfaces FastEthernet ap

79t AR RA > bD FastEthernet SREICEET H1ERZRRTLET,

X show interfaces FastEthernet ap [ap-id] [interface index]
ap-id TR RAY MIEEOHANFEEELET .
interface index ERTHAUE—T A REWELET, L<ODDAP EFIL

. BERDA A=A RDBH D=, A—FIIFERT 54T
VIVERETIVLENHYET,

avwyU kR 4548 EXEC E— K

F—F

TI+INE L

& CDATUERIEE. TRTDAP HAWEHEENT Y R KA > +D FastEthernet 1 >4 —

T/ AREBRERTLEY . UTOREHRS/RESNFET,

INTA—4 e
Type /=R BT, EZRET IV ER RA U +TT,
ID BET7 VLR RA Y FEEDHAF (D) TY,
Name FTOERRAY FDBHITT,
Interface Index DA B—T A REHBANTBH=DA T VY RTT,
MTU A B—T 4 AN MTU (RKREEAEE) TT .
MAC Address A=A ADMAC 7 FLRTT,
Admin State A VA—T 14 AOEBKRETT . KEIX, Up F7=I% Down [
BYET,
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=Rl

INSA—4 St EA

Operational State A= 4 ADKETYT, HKEE(L. Enabled 7%
Disabled 2% Y £9,

Last Changed AR =T A RABPRRICEESNI-BFTT,
Uplink Type AVEB—TIARRT YTV OFRIFTO ) Do EROVT

AMNZREENRTVENERTLET,

LTFOav Y RiE, 3XTH AP O FastEthernet EE &R R~LET,

controller# show interfaces FastEthernet ap

Type ID Name IfIndex MTU MAC Address Admin State Op State Last Change
Uplink Type

ap 170 AP-170 2 1500 00:0c:e6:0d:ef:87 Up Disabled 06/06/2013 ©9:09:34
Downlink

ap 170 AP-170 1 1500 00:0c:e6:0d:ef:87 Up Disabled 06/06/2013 ©9:09:34
Uplink

ap 169 AP-169 2 1500 00:0c:e6:0d:ef:71 Up Disabled 06/06/2013 ©9:09:34
Downlink

ap 169 AP-169 1 1500 00:0c:e6:0d:ef:71 Up Disabled 06/06/2013 ©9:09:34
Uplink

ap 167 AP-167 2 1500 00:0c:e6:0d:ee:aa Up Disabled 06/06/2013 ©9:09:34
Downlink

ap 167 AP-167 1 1500 00:0c:e6:0d:ee:a9 Up Enabled 06/06/2013 09:11:29
Uplink Interface Table(6)

The following command displays FastEthernet configuration information for AP 1:

controller# show interfaces FastEthernet ap 167

Type ID Name IfIndex MTU MAC Address Admin State Op State Last Change
Uplink Type

ap 167 AP-167 1 1500 00:0c:e6:0d:ee:a9 Up Enabled 06/06/2013 09:11:29
Uplink

ap 167 AP-167 2 1500 00:0c:e6:0d:ee:aa Up Disabled 06/06/2013 09:09:34
Downlink

Ethernet Table(2 entries)

LUTDavy Rk, XD AP DEHEDA V% —T =4 XD FastEthernet FREFHRER L
TWET,

controller# show interfaces FastEthernet ap 167 1
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Ethernet Table

Node Type : ap

Node ID : 167

Node Name : AP-167

Interface Index : 1

Description : ethe-167-1

MTU : 1500

Interface Speed (Mbits/sec) : 1000
Duplex Mode : full-duplex

Physical Address : 00:0c:e6:0d:ee:a9
Administrative State : Up
Operational State : Enabled

Last Changed : 06/06/2013 ©9:11:29
Uplink Type : Uplink

#
Mk
u
«
\'
.

interface FastEthernet (264 N—<)

298



show interfaces FastEthernet controller

T+

R

a2 bO—3 0 FastEthernet B EICEAET HIFHRERTLET .

show interfaces FastEthernet controller

¥ EXEC E— F

ZMOavYRiE. Oy rA—50 FastEthernet 1 8 —J 14 AR FIEHRERTLET, UL
TOREHRMNEBEINET,

INSA—4 L
Node Type J—KRA47, t=&Z21Ear bO—-5TY,
Node ID aY ba—SEFDOHAF (ID) TY .
Node Name A bA—JICEYHTONEAITY,
Interface Index CDAVE—T A REHNT B=DDA VT VIATY,
Description A3 —T A ADHAERTLET,
MTU A3 —T 4 RN MTU (RKZEETEE) T,

Interface Speed (Mbits/sec) A >4 —7T 4 RDEEEE

Duplex Mode AVA—DTIARAME-ELE_EOELLOE—REFEH
LTWBn%ERLET,

Physical MAC Address A2BR—TTALAADOMACT7 FLATY,

Operational State A3 =T 4 ADIKETT, KEX. Enabled =%
Disabled IZ7% Y F9,

Last Changed A=A RABRRICERSNF-AFTT,

In Octets CDAVA—TTARDNRELIzA VT FRTY,

299



{52 Rl

300

NG A—4

In Unicast Packets

In Non-Unicast Packets

In Discards

In Errors

In Unknown Protocols

Out Octets

Out Unicast Packets

Out Non-Unicast Packets

Out Discards

Out Errors

Out Queue Length

BL

CDAVA—TIARDBZELEZA=ZFY R M1\ Ty b
T3,

SDAVE=TIAANRELIZFI=F X+ /N7y b
BTy,

DA E—T A RITE>THESNEBE/NNTY T
ER

CDAVA—TIARETIS—¢HE-1=FE/\ry T
ER

DAV A—T A ADBRIELEFBELZ IO FaLEF DN
Ty TY,

CDAE=T A ANEEFELEF I Ty FETY,

DAV A—TIARDBEEFELIZA=ZF YR b1\ Y b
T3,

DA VA—T A RDREELFI=FvRX by b
HTY,

DA E—T A RITE>THESNZEE/NTY FIT
ER

CDAVA—TIARETIS—LHE-=&E/ Ty T
ER

REENTY R X2—0D7y FITT,

LUTDa<y RlE, 3> A—50 FastEthernet X EI1EHRERTLET,

controller# show interfaces FastEthernet controller

Type ID Name MTU MAC Address Op State Last
Change
controller 1 controller 1500 00:90:0b:07:d0:82 Enabled 2008/

03/07 09:22:26

Interface Table(1l entry)

Interface Table
Node Type
Node ID

: controller
01
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Node Name

Interface Index
Description

MTU

Interface Speed (Mbits/sec)
Duplex Mode

Physical Address
Operational State

Last Changed
Description

In Octets

In Unicast Packets

In Non-Unicast Packets
In Discards

In Errors

In Unknown Protocols
Out Octets

Out Unicast Packets
Out Non-Unicast Packets
Out Discards

Out Errors

interface FastEthernet (264 N—<°)

: controllerl

¢ 3

¢ ethl

: 1500

: 100

: full-duplex

: 00:02:b3:e6:d7:12
: Enabled

¢ ethl

: 272189914
: 1638979
0

0

: 0

0

: 1467641108
: 9827811

: 0

0

: 0
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show interfaces FastEthernet statistics

FastEthernet 1 2 —J =4 RIZEET Bt T —2 2R ~LET .

X show interfaces FastEthernet statistics ap <ap id>
show interfaces FastEthernet statistics controller]

avwy kR 4548 EXEC E— K
EF—F
TI+INE L
A& ZMav 2 Rl&. FastEthernet AP £1=lEda > FO—SO#EFT—2ERELET, LUTOD
RN RSN ET,
#eEt E L
Iflndex AVB—D A REHNT B4 TYIRATT,
Node ID J—RIZEABOHINF (3> FO—5F=IEAP) TT,
Node Name J—FIZEYETON=4RHEITT,
Type J—KR A4, EzIEar rO—5F =L AP T,
In Octets CDAVE—TIAANRELEAFY Ty MTT,
In Errors DAVE—T A ADRZIELI-TS—#TT,
Out Octets CDAVB—TIARADBNRELEF I Ty FTT,
Out Errors DA UE—T A ANEELEIS—HTT,
E=RAK UTDavr Rk, 3v bA—58&UVBET % AP IZDLVT D FastEthernet #5t 7 — 4
#xRmLET,

controller# show interfaces FastEthernet statistics
Ethernet Statistics
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IfIndex Node ID Node Name Type

Octets Out Errors

2 1 meru-wifi controller
192971219 0

100 2 #2-2F-Sw-208 ap
328290792 0

100 3 #3-2F-Exec-201 ap
84559243 0

100 11 AP-11 ap
545091756 0

100 12 AP-12 ap 0
0

Ethernet Statistics(5 entries)

In Octets

566589467

665578131

124603915

123112809

In Errors
0
0
0
0
(4]

Out

303



show ip

(378

FTIXIE

A&

{5

304

IPREFHRERTLES

show ip

show ip default-gateway
show ip dhcp-server
show ip dns-server

show ip domainname

1 EXEC ®E— K

A rO—5SDIP7 FLRBEHRERTLET .

ZDAXVKREFEALT, a2 bO—ZI2EYHBTONTWBIP7RELAR, T4 b

H—brxzA, DHCP LU DNS H—/\, BLUKRFA AL VEEHERELET,

LTFDaATUFE, EF—TJ—FZFEALTIP7FLRERTILTVET,

controller# show ip

ID IP Address NetMask Type

0 192.168.10.2 255.255.255.0 Static
IP Addresses(1l entry)

Interface Number IP Address NetMask

Assignment Type Interface Mode

1 172.26.0.53
active

255.255.240.0

IP Addresses(1l entry)

controller# show ip default-gateway
192.168.10.1

controller# show ip dhcp-server
10.0.0.10

Gateway Address

172.26.0.1

DHCP



controller# show ip dns-server
DNS Server

10.0.0.10

DNS Server Table(1l entry)
controller# show ip domainname
fortinet.com
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show ipv6-neighbor

IPV6 iitET— I ERRLET,

B show ipv6-neighbor

avo kR S O—/NILERE

E—F

TI24NE L

& COARYREMALT, IPV6EET—IILERTLET,

= A1 MC3200(15)# show ipv6-neighbor

BEa<T R ipv6-neighbor-discovery-optimization (282 N—5°)
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show second_interface_status

H LU
| d
AN
T

T+

H
s

FastEthernet 1 3 —J A A 2DRAKEE—FK RT—42RX&XRRLFET,

show second_interface_status

¥ EXEC E—F

TEE—FELTERSNIADFO—SDE1 AV E—T A RADNY I T TELTE
ELTWREED., & 2FastEthernet f V23— T2 A ADAT—RAEZRTLET,

® interface FastEthernet (264 N—<°)

e fype (311 X—2°)
® show interfaces FastEthernet controller (299 N— )
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static-route

BEIL—hEER - RETEET,

B static-route <name>
name EEFEIIERT HIL— DB,
avy kR Ja—NILERE
E—F
TIHILE L
R CHATYRR, BEL—rDTOT7ANDTONRT 4TI ALY, RETHET

DAY FEFERALTEELEY T HDICERALET  BEL—FEAR—RET HOT
VRREIART, BEIL— FREE— FTRITSAET,

=K default(15)# configure terminal
default(15)(config)# static-route stat
default(15)(config-static-route)#

BEavT R ® (config-static-route) interface (309 N—=°)
® (config-static-route) ip (310 X—=5)

308



(config-static-route) interface

(378

TI4ILE

Rz

=Rl

BAEavU R

W—bRERT DA Ry b AV 3—TAREHELFET,

interface fastEthernet <interface>

interface primary F1z(& secondary 1 V4 —J A REEEL &
j_o

Primary

COAT Y RIE, RECEEL— FMERT I —YRY M AU 2—TA XEHEET S
DIZEALET, primary F71z1& secondary DWIFNHDA V3 —T A REBIRTEFE
j—o

default(15)# configure terminal

default(15)(config)# static-route stat
default(15)(config-static-route)# interface fastEthernet secondary
default(15)(config-static-route)#

e static-route (308 N—2°)

e (config-static-route) ip (310 N—=5)
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(config-static-route) ip

(378

avwyY R
EF—F

T4

P&

fs2 FR Bl

BEavY R

310

LW—FrDNMERATBIP7RLRES TRV N YRV ZERELET,

ip address <ip> <subnet>

ip 255.255.255.255 RED IP 7 KL &,
subnet 255.255.255.255 REDHY Ty b TR Y,

BEEIIL— FEEE

COARY R REDEENL—MFERTEHIPTRLRES TRy F YRV EEET S
DIZERLET,

default(15)# configure terminal

default(15)(config)# static-route stat
default(15)(config-static-route)# ip address 192.168.14.0 255.255.255.0
default(15)(config-static-route)#

o static-route (308 N—<°)

® (config-static-route) interface (309 N—27)



type

FastEthernet 1 2 —J x4 ADFER42 4 TEHBELET,

B type active
type redundant

active A VA —T 1A RETELBEENSH S FastEthernet 1 >
A—TzARELTEELET . 108 —Tz4 X1 F=F
21 LTCHERATEEY .

redundant AR —2J x4 R% FastEthernet { V32— 24X 1D
Ny 7y TELTERELET, chldk. 1 4—T (4R
AOTYIR2IZHLTCOAMERTEET,

avy F FastEthermnet 4 V4 —J 14 ABEE— K
E—F

TIAINE AL

Ri& SHATY FEFEAL T, FastEthemet f 2 —J =4 ADFERAEERELET . type

AT 3 vld. active HL U redundant £ Y EFF, ARG, RESNTULWASR— MK
BLET, TIAL DA UE—T A4 X 1% active E LTHEETIVHENAHY £ A%
A B —2J 14 R 2%, active £7=[F redundant DWLVFINIZHRETEET,

F1A4A—HYRI A VE—T A RIE, TIANL MDA E—D A RELTHRONET, TI4+
DA B—T A ADEBEZ, APEIY FO—SETIAVYLR PRIV bS5 T4 9D EET

e Z & T9, GRE & VLAN O— 3% /R— MZHZ., T4 DA VB —T A R(E, a2+
A—SDEBAA—T x4 RIZHKEY, SSHEKIUVHTTPS #NLI-EBT7IERX 574979
FHR—FLET,

F2A4 23— xA A redundant & L THRESNZEHEE. ANV T Y —KREIZEWL
TEI1AVA—TIARDNYI TV T AVE—T A RELTHELET, ZDRET
F. F1AVF—T A ADPBHLTVWIEEIZIE. F24 28— T4 RIET7 A FILK
BLEBY . E1AVF—T A RICEENRET DL, TOTRTOHEERITLET, 2
DEETIE. E1AVE—T A RICAEIP 7 FLRZERET DLENHYFET,

B2248—TJ14 AN active & LTRESNDIHE. TDMDEKE EHR— FATREL A

NDAVE—T A RELTRETEFTT (LEAFXE1 M08 —T (4 R% VLAN IZERE
LMD, GRE FYRILEHR—FTEET ),
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HOTE.

{52 Rl

BAEavU R

312

TEE—FOBRETEH. E2AVEA— T4 RETIAIL MDA —Y Ry b A VE—T1
A REBUBREEETAIEELR R A v F R— MIEHFET I EARELLAYET, CDLD
BERIERAAZVT Y — Ry b T—9 Y b Ty TTITVET,

FE2AUEA—TIARIZEIYETONDIP7RLRENLTIAY FO—S5ERHETELSICAP %

HRETEHINETEFRA. TRE—FERET7ITAT E—FTE2M4 U 2—T A REEETD

AIZ. A2 brO—5DRYT 4 VY E—F% dual Ffzldnone (> bA—5 E—FIZL D) [T
TOIBENAHYET, HMIZDOULTIE, [ForiWLC (SD)BREH A Kl £#8BL TS,

RMAT 2 FTIE. VLAN F7=I% GRE (Generic Routing Encapsulation) k>3 JLZ&HHRK—
b BI-DIZERTRERT Y T4 7 (active) 1 V2 —T A RELTA—HY Ry b R—+
2HARESNTVEY, ip address [, 1 V3 —T A RADIP LEHET S v hYRV %
BELET, gwaAT U FIETF— b/ REZHBEL. BT —ILFTT,

default# configure terminal

default(config)# interface FastEthernet 2
default(config-if-FastEth)# ip address 172.26.16.200 255.0.0.0
default(config-if-FastEth)# gw 172.26.16.1
default(config-if-FastEth)# type active
default(config-if-FastEth)# end

ROAIXVKIEA—YRY A VA—T A R2FA—F XYM A 2VEF—TA4A X 1D
Ny TyTELTHRELET, COREEITIICIE. type T2 3 ~IZ redundant Z35
ELET,

default# configure terminal
default(config)# interface FastEthernet 2
default(config-if-FastEth)# type redundant
default(config-if-FastEth)# end

gw (261 ~X—2°)

® interface FastEthernet (264 N—<°)

® p address (267 X—=°)

® show interfaces FastEthernet controller (299 N—2°)

® show second_interface_status (307 N—2°)



virtual-interface-profile

(378

£

BHEavY R

REAE—T AR TAT7AILDER - REZHATLET,

virtual-interface-profile <profile>

profile EEE(LEKT 2T 0T 7 1 LOLH,

Ja—NJLERTE

ARV KRIE, REA VA —T AR FAT7AILOTONT« 279 ALEY., &
ECHATAMOaAT U REFERALTCERELEYTADICHERALET RESAVE2—T A
RAER—ZREFTBHATVREFTRT, REAVEA—T A RAREE—RTETSNET,

default(15)# configure terminal
default(15)(config)# virtual-interface-profile vip
default(15)(config-virtual-interface-profile)#

® (config-vip) disable (314 X—°)
® (config-vip) enable (315 NX—<5)
® (config-vip) gateway (316 X—=>)
® (config-vip) ip (317 N—=5)

® (config-vip) show (318 NX—<°)

313



(config-vip) disable

REDREA VA —TIA R TOT7AILEEMLET,

B disable

avU R RIEA VB —T AR TATFAILERE

E—F

TIALE i3]

& COARVRIE, FOTATHEBRAVE—T AR TOT7AILEENCT BDIZER
LFET,

= B default(15)# configure terminal

default(15)(config)# virtual-interface-profile vip
default(15)(config-virtual-interface-profile)# disable
default(15)(config-virtual-interface-profile)#

BEEavY KR e virtual-interface-profile (313 X—2°)
(config-vip) enable (315 X—=5)
(config-vip) gateway (316 NX—=5)
(config-vip) ip (317 N—2°)
(config-vip) show (318 N—<5)

314



(config-vip) enable

REDREA VE—T AR TAT7AILEBIIZLET,

B enable

avU R REA VB —T AR TAT7AILEE

E—F

TIALE 23

R ZNARVRIE. TOTATHEBAVE—T AR TAT7ALEENT EDIZER
LFET,

= B default(15)# configure terminal

default(15)(config)# virtual-interface-profile vip
default(15) (config-virtual-interface-profile)# enable
default(15)(config-virtual-interface-profile)#

BEEavY KR e virtual-interface-profile (313 X—2°)
(config-vip) disable (314 X—=°)
(config-vip) gateway (316 NX—=5)
(config-vip) ip (317 N—2°)
(config-vip) show (318 X—<5)

315



(config-vip) gateway

X

TI4ILE

R

£

BAEavU R

316

HEDRBA VA —TIAR AT 7AIIZERTES— YA PRLAEZEELE
ElS

gateway <ip>

ip 255.255.255.255 REED IP 7 FL X,

REA B —T AR TATF7AILETE

ARV KR PUOTATHRREAVE—T AR TAT7A4ILDTF—Fr94 7KL
AEBRETIDIHEALET, CO7 FLARIL, Z%# IP R0 : 255.255.255.255 TANT 3
WERHY FT,

default(15)# configure terminal

default(15)(config)# virtual-interface-profile vip
default(15)(config-virtual-interface-profile)# gateway 192.168.14.1
default(15)(config-virtual-interface-profile)#

® virtual-interface-profile (313 X—=5)
e (config-vip) disable (314 N—<)

® (config-vip) enable (315 X—=°)

e (config-vip) ip (317 N—<5)
(config-vip) show (318 X—=5)



(config-vip) ip

X

iU
| d
.\l
T

T4

H
r‘ilwo

{5

HEDREA VA—DT AR TAT7AIVIZERTEZHTRYMIP7RLREG TR Y
RO ERELET,

ip address <ip> <subnet>

ip 255.255.255.255 REED IP 7 FL X,

subnet 255.255.255.255 REDHY Ty b TR Y,

REAL B —TIA R TAT7AILETE

COATURIFR. TOTATHRBALVE—T AR TAT7AILDH TRy FIPT7 KL
AREYTRY M IRVERETIDICHEALET. COT7 FLRIK, ZBEIP REE:
255.255.255.255 TANT HHELHY ET,

default(15)# configure terminal
default(15)(config)# virtual-interface-profile vip

default(15)(config-virtual-interface-profile)# ip address 192.168.14.0
255.255.255.0

default(15)(config-virtual-interface-profile)#

® virtual-interface-profile (313 X—<°)
® (config-vip) disable (314 X—°)

® (config-vip) enable (315 NX—<5)

® (config-vip) gateway (316 X—=>)
® (config-vip) show (318 X—<5)

317



(config-vip) show
EFETLHREDREAVEA—T AR TOT7AILERTTEET,

B show context

avU R RIEA VB —T AR TATFAILERE

E—F

TIHIE L

A& ARV RIE, TOTATHEREBEAVEA—T AR TOT7 A ILERFRICTSDIZER
LFET,

= B default(15)# configure terminal

default(15)(config)# virtual-interface-profile vip
default(15)(config-virtual-interface-profile)# show context
Virtual Interface Profile Name: vip
default(15)(config-virtual-interface-profile)#

EEa<TUF ® virtual-interface-profile (313 X—2°)
(config-vip) disable (314 NX—2%)
(config-vip) enable (315 X—=5)
(config-vip) gateway (316 NX—=5)

® (config-vip) ip (317 N—2°)

318



8

VLAN o< >k

FortiwLC (SD) Tl&. %8 LAN (VLAN) & & U Generic Routing Encapsulation (GRE) k>
FILOEAEEHEB L THENGRIN TR REBENGHNEMNASIET. 7499 %
PNEFTLEH0ATY RAFATEEY, VLANBELUGRE P RILERY KT—HRHT
HESE. BB OBESLITE S T4 v I 2REBHICET AV METEET, COFEZEF
HA35L. HANETHEATI2IRTOVRTLZ, MEBUGIGHRICELLT . HEEEKET
ETET, INIZK-T, TFA—FF v Rk FASVEFIBLTEF2) T Z&ZRALETESE

9, GRE b #JLE VLAN ZHERLTHRET 5T FIFRDESY T,

dhcp-server (321 X—2°)

(config-dhcp-server) disable (323 X—£)
(config-dhcp-server) dns-server-primary (324 NX—2°)
(config-dhcp-server) dns-server-secondary (325 X—2°)
(config-dhcp-server) domain-name (327 N—2°)
(config-dhcp-server) enable (328 N—<)
(config-dhcp-server) ip-pool (329 X—2°)
(config-dhcp-server) lease-time (331 XN—22)
(config-dhcp-server) netbios-server-primary (332 N—2°)
(config-dhcp-server) netbios-server-secondary (334 X—27)
(config-dhcp-server) option-43 (336 X—2°)
(config-dhcp-server) show (338 X—25)
(config-dhcp-server) vian (339 N—2°)
(config-dhcp-server) virtual-interface-profile (341 N—2°)
gre (343 X—2°)

interface FastEthernet controller (345 N—2°)

ip remote-external-address (347 N—2°)

ip tunnel-ip-address (348 X—<5)

show dhcp-server (349 N—2°)

show gre (351 X—22)
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show dhcp-lease (352 X—<)
show vian (353 N—2°)

test gre (355 N—2°)

vian (356 X—2°)

wapi-server (357 X—2J)



dhcp-server

A FAO—5%~"—RXEF B DHCP H—N\DBREADT I EAFIRHBLET,

B dhcp-server <name>
name EEFI-XERRT B DHCP H—/ D &,

avvFk Jo—NLEE

:E_ >

TIHIE L

R DAYV RE, AV rA—5%R—REF % DHCP 4—/\DREE— KADT7 I £ RIC
FALET,DHCP Z2R—R ¢EFTRaAT U RETRT, ZCOE—FTETITHALELAHY F
j—o

=K default(15)# configure terminal

default(15)(config)# dhcp-server dhcpl
default(15)(config-dhcp-server)#

B R e show dhcp-server (349 N—<5)
® show dhcp-lease (352 NX—2°)
® (config-dhcp-server) disable (323 N—2°)
® (config-dhcp-server) dns-server-primary (324 N—°)
® (config-dhcp-server) dns-server-secondary (325 N—2°)
® (config-dhcp-server) domain-name (327 N—2°)
® (config-dhcp-server) enable (328 X—2°)
® (config-dhcp-server) ip-pool (329 N—2°)
® (config-dhcp-server) lease-time (331 N—2°)
® (config-dhcp-server) netbios-server-primary (332 NX—2°)
® (config-dhcp-server) netbios-server-secondary (334 X—2°)
® (config-dhcp-server) option-43 (336 X—<°)
® (config-dhcp-server) show (338 N—2°)
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® (config-dhcp-server) vian (339 N—<°)

® (config-dhcp-server) virtual-interface-profile (341 NX—2°)
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(config-dhcp-server) disable
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BHEavY R

IR7ED DHCP H—N\Z# &I L ET,

disable

DHCP #—/ %%

CDaAv U KRIE. 79T 4 T2 DHCP H—N\EEMZT2DIZFEALET,

default(15)# configure terminal
default(15) (config)# dhcp-server dhcpl
default(15)(config-dhcp-server)# disable
default(15)(config-dhcp-server)#

® dhcp-server (321 N—2°)

® (config-dhcp-server) dns-server-primary (324 N—2)

® (config-dhcp-server) dns-server-secondary (325 N—2°)
® (config-dhcp-server) domain-name (327 N—2°)

® (config-dhcp-server) enable (328 X—2°)

® (config-dhcp-server) ip-pool (329 N—2°)

® (config-dhcp-server) lease-time (331 N—2°)

® (config-dhcp-server) netbios-server-primary (332 N—2°)
® (config-dhcp-server) netbios-server-secondary (334 NX—2°)
® (config-dhcp-server) option-43 (336 X—<°)

® (config-dhcp-server) show (338 N—2°)

® (config-dhcp-server) vian (339 N—<°)

® (config-dhcp-server) virtual-interface-profile (341 NX—2°)
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(config-dhcp-server) dns-server-primary
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FTIXIE

Rz

£

BAEavU R

324

IRED DHCP H—/A\D TS5 4 <) DNS H—N\EHELET,

dns-server-primary <IP>

P Wt & 15 DNS H—/30 IP,

DHCP H—/\&%E

AT REFALT, 7547 ) DNSH—/\[ZDHCP H—N\QFEHETZIP 7 KL X
EAHNLET,

default(15)# configure terminal

default(15)(config)# dhcp-server dhcpl
default(15)(config-dhcp-server)# dns-server-primary 192.168.14.14
default(15) (config-dhcp-server)#

® dhcp-server (321 N—2°)

® (config-dhcp-server) disable (323 X—2)

® (config-dhcp-server) dns-server-secondary (325 N—2°)
® (config-dhcp-server) domain-name (327 N—2°)

® (config-dhcp-server) enable (328 N—5°)

® (config-dhcp-server) ip-pool (329 X—2P)

e (config-dhcp-server) lease-time (331 N—2°)

® (config-dhcp-server) netbios-server-primary (332 X—2°)
® (config-dhcp-server) netbios-server-secondary (334 X—2°)
® (config-dhcp-server) option-43 (336 NX—22)

e (config-dhcp-server) show (338 N—2°)

® (config-dhcp-server) vian (339 N—2%)

® (config-dhcp-server) virtual-interface-profile (341 X—<°)



(config-dhcp-server) dns-server-
secondary

IRE®D DHCP Y —/ADth 5 1) DNS H—/N\EHRELZET,

1%5( dns-server-secondary <IP>
P %% & 745 DNS H—/30 IP,

avuk DHCP 4 —/\%E

E—F

TI+IE L

FAi& COaATUREFERALT, EA YA Y DNS H—/N[Z DHCP 4— /W EAT S IP 7 KL X
#ANLFET,

=K default(15)# configure terminal

default(15)(config)# dhcp-server dhcpl
default(15)(config-dhcp-server)# dns-server-secondary 192.168.17.17
default(15) (config-dhcp-server)#

BEaTU R e dhcp-server (321 N—22)
® (config-dhcp-server) disable (323 NX—2)
® (config-dhcp-server) dns-server-primary (324 X—2°)
® (config-dhcp-server) domain-name (327 N—2°)
e (config-dhcp-server) enable (328 N—2°)
® (config-dhcp-server) ip-pool (329 X—2P)
® (config-dhcp-server) lease-time (331 N—2°)
® (config-dhcp-server) netbios-server-primary (332 X—2°)
® (config-dhcp-server) netbios-server-secondary (334 X—2°)
® (config-dhcp-server) option-43 (336 NX—22)
e (config-dhcp-server) show (338 XN—2°)
e (config-dhcp-server) vian (339 N—2%)
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® (config-dhcp-server) virtual-interface-profile (341 NX—2)
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(config-dhcp-server) domain-name

(378

{52 I

BED DHCP H—/\DERT D FAL VB ERELET,

domain-name <name>

name BRETDHRAAL V%A,

DHCP H—/\&&E

COIATY FZEEALT, DHCP Y—/N\HMERTEHFASVEEZAALET,

default(15)# configure terminal

default(15)(config)# dhcp-server dhcpl

default(15) (config-dhcp-server)# domain-name sampledomain
default(15) (config-dhcp-server)#

e dhcp-server (321 X—2)

® (config-dhcp-server) disable (323 N—2°)

® (config-dhcp-server) dns-server-primary (324 N—2)

® (config-dhcp-server) dns-server-secondary (325 N—2°)
® (config-dhcp-server) enable (328 NX—<5)

® (config-dhcp-server) ip-pool (329 NX—<°)

® (config-dhcp-server) lease-time (331 N—2°)

® (config-dhcp-server) netbios-server-primary (332 N—2°)
® (config-dhcp-server) netbios-server-secondary (334 X—27)
® (config-dhcp-server) option-43 (336 N—2°)

® (config-dhcp-server) show (338 N—2°)

® (config-dhcp-server) vian (339 N—2°)

® (config-dhcp-server) virtual-interface-profile (341 N—2)
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(config-dhcp-server) enable
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328

IED DHCP H—N\EHFHMICLET,

enable

DHCP H#—/\8%7E

i3

CavRIF. 7Y T4 T DHCP H—NZEMZT2DIFEALET,

default(15)# configure terminal
default(15)(config)# dhcp-server dhcpl
default(15) (config-dhcp-server)# enable
default(15)(config-dhcp-server)#

® dhcp-server (321 N—2°)

® (config-dhcp-server) disable (323 X—2)

® (config-dhcp-server) dns-server-primary (324 ~N—2°)

® (config-dhcp-server) dns-server-secondary (325 X—2°)
® (config-dhcp-server) domain-name (327 N—2°)

® (config-dhcp-server) ip-pool (329 N—2°)

® (config-dhcp-server) lease-time (331 N—2°)

e (config-dhcp-server) netbios-server-primary (332 N—<°)
® (config-dhcp-server) netbios-server-secondary (334 N—2°)
® (config-dhcp-server) option-43 (336 X—<°)

® (config-dhcp-server) show (338 N—2°)

® (config-dhcp-server) vian (339 N—<°)

® (config-dhcp-server) virtual-interface-profile (341 NX—2°)



(config-dhcp-server) ip-pool
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DHCP H—N\AE|Y L TEHIENTED IPDEBEEEELED,

ip-pool <start-ip> <end-ip>

start-ip BYHTRIENTZERID IP,
end-ip BYNTEHRIENTEEZRED IP,

DHCP +—/ 3%

DAY REFEALT, /ED DHCP H—N\A\MERT A-OICFHEIATLSIP 7 KL
ANHEHEEZZRELFEFT, AV AV NSGA—FELTANTE2DODIP7TRLAD
BODTRTHDIPAFEFRATEDLSICHYFET,

default(15)# configure terminal

default(15) (config)# dhcp-server dhcpl
default(15)(config-dhcp-server)# ip-pool 192.168.15.100 192.168.15.150
default(15)(config-dhcp-server)#

o dhcp-server (321 X—<)

® (config-dhcp-server) disable (323 X—2)

® (config-dhcp-server) dns-server-primary (324 ~N—2°)

® (config-dhcp-server) dns-server-secondary (325 X—2°)
® (config-dhcp-server) domain-name (327 N—2°)

® (config-dhcp-server) enable (328 NX—<5)

® (config-dhcp-server) lease-time (331 N—2°)

® (config-dhcp-server) netbios-server-primary (332 N—2°)
® (config-dhcp-server) netbios-server-secondary (334 NX—2°)
® (config-dhcp-server) option-43 (336 X—<°)

® (config-dhcp-server) show (338 N—2°)
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® (config-dhcp-server) vian (339 N—<°)

® (config-dhcp-server) virtual-interface-profile (341 NX—2°)
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(config-dhcp-server) lease-time
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DHCP H—N\HAE|Y HTEHIENTED ) —RADOEBEEELET,

lease-time <time>

time 1) — R OB (7% ), 300 ~ 65535 DEETHEETEET,

DHCP H—/\&&E

mL

ARV REHEALT, BEOY—N\NEYH TS DHCP ) —RADBHERELET,
) — BRI TAA L, 300 ~ 65535 DEFETIEET AHENHYET,

default(15)# configure terminal
default(15)(config)# dhcp-server dhcpl
default(15) (config-dhcp-server)# lease-time 3000
default(15) (config-dhcp-server)#

® dhcp-server (321 N—2°)

® (config-dhcp-server) disable (323 NX—<)

® (config-dhcp-server) dns-server-primary (324 NX—2°)

® (config-dhcp-server) dns-server-secondary (325 X—2°)
® (config-dhcp-server) domain-name (327 N—2°)

® (config-dhcp-server) enable (328 N—2°)

e (config-dhcp-server) ip-pool (329 N—2°)

® (config-dhcp-server) netbios-server-primary (332 X—2°)
® (config-dhcp-server) netbios-server-secondary (334 X—2°)
® (config-dhcp-server) option-43 (336 NX—22)

e (config-dhcp-server) show (338 N—2°)

e (config-dhcp-server) vian (339 X—2%)

® (config-dhcp-server) virtual-interface-profile (341 N—2°)
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(config-dhcp-server) netbios-server-

primary
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332

IHFED DHCP H—/AM 754 <) NETBIOS H—/\%2H%ELET,

netbios-server-primary <IP>

P Wt & 1B NETBIOS H—/30) IP,

DHCP H—/\&%E

L

AT REFEALT., 754 <) NETBIOS H—/\IZ DHCP H—/I\MEET B IP 7 K
LREZADLET,

default(15)# configure terminal

default(15)(config)# dhcp-server dhcpl

default(15) (config-dhcp-server)# netbios-server-primary 192.168.14.24
default(15) (config-dhcp-server)#

® dhcp-server (321 N—2°)

® (config-dhcp-server) disable (323 X—2)

® (config-dhcp-server) dns-server-primary (324 NX—2°)

® (config-dhcp-server) dns-server-secondary (325 X—2°)
® (config-dhcp-server) domain-name (327 N—2°)

® (config-dhcp-server) enable (328 N—2°)

® (config-dhcp-server) ip-pool (329 N—2°)

® (config-dhcp-server) lease-time (331 N—2°)

® (config-dhcp-server) netbios-server-secondary (334 X—2°)
® (config-dhcp-server) option-43 (336 NX—22)

® (config-dhcp-server) show (338 N—=°)

® (config-dhcp-server) vian (339 N—2%)



® (config-dhcp-server) virtual-interface-profile (341 NX—2)
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(config-dhcp-server) netbios-server-
secondary
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334

IB#E®D DHCP Y4 —/ M+t h >4 1) NETBIOS H—/\ZHRELZET,

netbios-server-secondary <IP>

P %t & 13 NETBIOS H—/30) IP,

DHCP H—/\&%E

L

DAYV FEFEALT, €A% 1) NETBIOS #—/\[Z DHCP H#—/\MERTHIP 7 K
LAEAALETY,

default(15)# configure terminal

default(15)(config)# dhcp-server dhcpl

default(15) (config-dhcp-server)# netbios-server-secondary 192.168.17.27
default(15) (config-dhcp-server)#

® dhcp-server (321 N—2°)

® (config-dhcp-server) disable (323 X—2)

® (config-dhcp-server) dns-server-primary (324 NX—2°)

® (config-dhcp-server) dns-server-secondary (325 X—2°)
® (config-dhcp-server) domain-name (327 N—2°)

® (config-dhcp-server) enable (328 N—2°)

® (config-dhcp-server) ip-pool (329 N—2°)

® (config-dhcp-server) lease-time (331 N—2°)

® (config-dhcp-server) netbios-server-primary (332 X—2°)
® (config-dhcp-server) option-43 (336 NX—22)

® (config-dhcp-server) show (338 N—=°)

® (config-dhcp-server) vian (339 N—2%)



® (config-dhcp-server) virtual-interface-profile (341 NX—2)
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(config-dhcp-server) option-43
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DHCP 4 —/SM DHCP A 7L 3 v 43 X EZEMIZLET,

option-43 <hostnamel>,<hostname2>

hostname1 DHCP A>3 v 43 #HHR—+rd %02 FA—5DHRR MEFEE
IP7FLZA,
hostname2 AT a3 T, DHCP AT 3243 29/KR— b3 %2 2BMaV k

A—S#EELFT,

DHCP H— /& %E

TL

AT REFEALT, DHCP H—/A® DHCP #7< 3 v 43 4 R— rZBMIZLET,
COHEREIL, RUSERD AP BEICERALET, EHICONTIE, APOY=Z1TFILES
BLTLEEWD, BKT2203 bAO—5%4 T2 a3V 43 B FICEFETEET,

default(15)# configure terminal

default(15)(config)# dhcp-server dhcpl
default(15)(config-dhcp-server)# option-43 172.15.182.36,176.27.3.45
default(15) (config-dhcp-server)#

o dhcp-server (321 X—)

® (config-dhcp-server) disable (323 N—2°)

® (config-dhcp-server) dns-server-primary (324 N—2)

® (config-dhcp-server) dns-server-secondary (325 N—2°)
® (config-dhcp-server) domain-name (327 N—2°)

® (config-dhcp-server) enable (328 X—2°)

® (config-dhcp-server) ip-pool (329 X—<°)

® (config-dhcp-server) lease-time (331 N—2°)

e (config-dhcp-server) netbios-server-primary (332 N—<°)



(config-dhcp-server) netbios-server-secondary (334 X—2)
(config-dhcp-server) show (338 N—2°)
(config-dhcp-server) vian (339 N—<P)

(config-dhcp-server) virtual-interface-profile (341 N—2°)
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(config-dhcp-server) show
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338

ZFHEI BHIRAED DHCP H—NERRTEET,

show context

DHCP H#—/\8%7E

ATV RIE, 79 T4 T DHCP H—N\E2RTTHDICEALET,

default(15)# configure terminal
default(15)(config)# dhcp-server dhcpl
default(15) (config-dhcp-server)# show context
DHCP Server Pool Name: dhcpl

default(15) (config-dhcp-server)#

® dhcp-server (321 N—2°)

® (config-dhcp-server) disable (323 X—£)

e (config-dhcp-server) dns-server-primary (324 N—2°)

® (config-dhcp-server) dns-server-secondary (325 X—2°)
® (config-dhcp-server) domain-name (327 N—5°)

® (config-dhcp-server) enable (328 N—2°)

® (config-dhcp-server) ip-pool (329 N—2°)

® (config-dhcp-server) lease-time (331 N—25)

® (config-dhcp-server) netbios-server-primary (332 X—2°)
® (config-dhcp-server) netbios-server-secondary (334 X—2°)
e (config-dhcp-server) option-43 (336 N—2°)

® (config-dhcp-server) vian (339 N—25)

® (config-dhcp-server) virtual-interface-profile (341 X—2°)



(config-dhcp-server) vlan

DHCP H—/\[ZE|Y ¥ TS VLAN OERTZHEELET,

B vlan <name>
name VLAN D& Hi,

avuk DHCP 4 —/\F%E

E—F

T4 1L

A& DX KIE, DHCP H#—/NIZE|Y 15T H VLAN DEFIZHRTET ADICFEALET, O
URA=SMNL2L—TFT 42T E—FTHELTWDRIGEDH. COF T a v EFERATE
ij—o

=K default(15)# configure terminal

default(15)(config)# dhcp-server dhcpl
default(15)(config-dhcp-server)# vlan vi
default(15) (config-dhcp-server)#

BEaT VR e dhcp-server (321 X—22)
® (config-dhcp-server) disable (323 NX—2)
® (config-dhcp-server) dns-server-primary (324 ~N—2°)
® (config-dhcp-server) dns-server-secondary (325 X—2°)
e (config-dhcp-server) domain-name (327 N—°)
® (config-dhcp-server) enable (328 N—2°)
® (config-dhcp-server) ip-pool (329 N—2°)
® (config-dhcp-server) lease-time (331 N—2°)
® (config-dhcp-server) netbios-server-primary (332 X—2°)
® (config-dhcp-server) netbios-server-secondary (334 X—27)
e (config-dhcp-server) option-43 (336 N—2°)
® (config-dhcp-server) show (338 XN—22)
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® (config-dhcp-server) virtual-interface-profile (341 NX—2)
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(config-dhcp-server) virtual-interface-
profile

DHCP H—NIZE|Y B THRREA VA —DT AR JOT7AILDLREIEIEELET,

B virtual-interface-profile <name>
name REAVE—T 4R TOT7AILIZEIY B TH A,
= DHCP #—/\5%E
ERC
TI4INE L
R SOaAT RIE, DHCP 4 —NRIZEY LS TRHRBEA V4 —T (4R TAT74)L D&FTE

BRETHDICHERALET,

=K default(15)# configure terminal
default(15)(config)# dhcp-server dhcpl
default(15) (config-dhcp-server)# virtual-interface-profile vintl
default(15) (config-dhcp-server)#

BEaTU R e dhcp-server (321 N—22)
® (config-dhcp-server) disable (323 NX—2)
® (config-dhcp-server) dns-server-primary (324 X—2°)
® (config-dhcp-server) dns-server-secondary (325 X—2°)
® (config-dhcp-server) domain-name (327 N—2°)
® (config-dhcp-server) enable (328 N—2°)
e (config-dhcp-server) ip-pool (329 X—=°)
® (config-dhcp-server) lease-time (331 N—2°)
® (config-dhcp-server) netbios-server-primary (332 X—2°)
® (config-dhcp-server) netbios-server-secondary (334 X—27)
® (config-dhcp-server) option-43 (336 ~N—2°)
® (config-dhcp-server) show (338 X—2°)
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® (config-dhcp-server) vian (339 N—<°)

342



gre
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GRE b TOT774ILE®Z LT, GREBZEY TE—FIZAYET,

gre <name>

name GRE FoRJIL AT 7AILDETH,

So—nLEE

DOV REFEALT,. GRE FoRJL TOT7AIILDOLHTEIEEL T, GRE BEH T
E—FRIZAYZET, GREFREHTE—KFTIL, GRE FURILDEMEF T a v ERET
2FET, COTATFAILDLBIE. ESSID JAT74A4J)LD GRE AT 7 A IILEIEET 5
BE. COREDOHOEATHLHEASAET,

GRE FURILEFZRET AHEICIEIRDAIZODVWTEET HIHELAHY T,

® DHCP Yy L— /RRRIL—DITS5HIEGRE P RITIFEIZAZIZLET, Thizk
Y. DHCP ) L—h\BERICERA > &5 578, DHCP EXR/4 v kA DHCP H#—/\
IP7 RLRIZEYIEEEN D DHCP H—/NCEZEEINELSITHYET,

¢ GRE hYRIICTERT 21 —HFICEEMIT SN TS DHCP 57 4 v o1&, B&EH
[T5MTWAGRE FoRILERBLTYE— MIHEIHREFHAHD DHCP H—/3(Z )
L—h&FEd,

¢ GRE FYRILTIEIPVA FIFAYR—FERET,

ROBILE 2 FastEthernet f V2 — T 1A ATGRE bR TOT7AILERET 515
BIZEQESIZCTOaAT U FEFERATEINZERLTLET 5 2 FastEthernet 1 4 —7 =
ARATIEE FORILOE—HIL TV RRA D IP 7 FLRIF13.13.13.13 TH Y . ) E—
P T RARA Y ME172.27.0.206 £4>TWET, Ff=. DHCP 4—/31£ 10.0.0.12 [ZH
UES,

default(config)# gre guest

default(config-gre)# interface FastEthernet controller 2
default(config-gre)# ip tunnel-ip-address 13.13.13.13 255.255.0.0
default(config-gre)# ip remote-external-address 172.27.0.206
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default(config-gre)# ip dhcp-override
default(config-gre)# ip dhcp-server 10.0.0.12
default(config-gre)# end

BEav VR e essid (550 X—=°)
® nterface FastEthernet (264 N—2°)
® p dhcp-server (273 N—5)
® ip remote-external-address (347 N—2°)
® show gre (351 N—2°)
e fest gre (355 X—2°)
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interface FastEthernet controller

(378

TI4ILE

R

{5

BHEavY R

GRE YU RIITHEAT ZHREFHAHD FastEthernet 1 V23— T 1A R EBIRLET .

interface FastEthernet controller <number>

number BETHAVFA—FTDAIVE—T A RES, 1 E£EE200Th
MY FET,

GRE REHTE—F

COATU R BEELTWSGRE P RIILTHERAT SV FA—F A V2 —T (4 R%E
BETHEOHICERALET, BRI DA 02—T 14X (32 O— S5O FastEthernet A
VA—TJ AR 1F=IE2) (X, setup A< K4S interface FastEthernet AV K%
FALTHERINTWIRE DY ET, 1 VF—T A RE. 7TV 7147 E—FIZERE
SNEBENHY., IPTRLADEIYHTONTLAIRENHY FT,

RDOFIE.E 2 FastEthernet 1 Y2 —J A ATGRE bR TOT7AIERET S5
BIZEDESIZZDAR Y REFERATHIMNERLTULWET 5 2 FastEthernet 1 2 —7
ARTIEE FORILOBA—HIL TV RRLA VD IP 7 FLRIX13.13.13.13 THY . E—
B T2 RARA Y K 172.27.0.206 £7%5>TWET, Fi=. DHCP H—/\[E 10.0.0.12 [ZH
UETI,

default(config)# gre guest

default(config-gre)# interface FastEthernet controller 2
default(config-gre)# ip tunnel-ip-address 13.13.13.13 255.255.0.0
default(config-gre)# ip remote-external-address 172.27.0.206
default(config-gre)# ip dhcp-override

default(config-gre)# ip dhcp-server 10.0.0.12
default(config-gre)# end

® gre (343 N—2°)
® nterface FastEthernet (264 N—<°)
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® p dhcp-server (273 N—25)

® ip remote-external-address (347 N—2°)
® show gre (351 N—2)

e fest gre (355 N—2°)
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ip remote-external-address

(378

FTIXIE

A&

{52 Rl

GRE FYRILDIVRRAVFDIP 7 FLRAZERELET,

ip remote-external-address <address>

address GRE Y RILDYE—F IZVERAVFDIPFFLZA,

GRE BREH TE—F

AT REFERALT. BT A GRE FoRILDYE—F TV RKRAVFDT RKLR%E
BELET, BRZELLLITSICE. BADIP7 RLRAZEET H2REAHY FT,

RDBIL.E 2 FastEthernet f Y2 —J 1A ATGRE bRV TOT7AILNERET 515
BIZEQESIZZOaAT U FEFEATEINZEZRLTLET L 2 FastEthernet 1 4 —7J =
AATEH FoRILODO—AIL TV RRA VD IP7 KLAIE 13131313 THY .U E—
P TV RRA Y ME172.27.0.206 72> TWET, Ff=. DHCP 4—/30£ 10.0.0.12 IZH
YEd,

default(config)# gre guest

default(config-gre)# interface FastEthernet controller 2
default(config-gre)# ip tunnel-ip-address 13.13.13.13 255.255.0.0
default(config-gre)# ip remote-external-address 172.27.0.206
default(config-gre)# ip dhcp-override

default(config-gre)# ip dhcp-server 10.0.0.12
default(config-gre)# end

o gre (343 N—25)

® interface FastEthernet (264 N—2°)
® p dhcp-server (273 N—5)

® ip tunnel-ip-address (348 NX—=°)

® show gre (351 N—2°)

e fest gre (355 X—2°)
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ip tunnel-ip-address

(378

FTIXIE

Rz

{52 Rl

348

GRE FroRILDIPT7 FLRAZRELET,

ip tunnel-ip-address <address>

address GRE FoRILDIP7 KL R,

GRE BREH TE—F

AT FEFEALT, TS GRE o RILDT7 FLRAZHRELET ., BREELLS
T3 BADIP7 FLRZEET DLENHYET,

RDBIL.E 2 FastEthernet f 3 —TJ 1A ATGRE bR TOIT7AILNERET 515
BIZEDESICZDAT U FEFERATEINERLTLVET 5 2 FastEthernet 1 2 —7J =
AATEFH FORILODO—AIL TV RRA VD IP 7 KLAIE 13131313 THY .U E—
F T2 RKRA Y MK 172.27.0.206 £7%5>TWET, F£i=. DHCP H—/\[% 10.0.0.12 2%
YFEF,

default(config)# gre guest

default(config-gre)# interface FastEthernet controller 2
default(config-gre)# ip tunnel-ip-address 13.13.13.13 255.255.0.0
default(config-gre)# ip remote-external-address 172.27.0.206
default(config-gre)# ip dhcp-override

default(config-gre)# ip dhcp-server 10.0.0.12
default(config-gre)# end

e gre (343 N—25)

® nterface FastEthernet (264 N—2°)

® p dhcp-server (273 N—5)

® ip remote-external-address (347 N—2°)
® show gre (351 N—2°)

e fest gre (355 X—2°)



show

(378

T+

R

fs2 FR Bl

dhcp-server

AV FO—5%R—XEFT B DHCP H—N\DOBREDEFEEEZRTLET,

show dhcp-server
show dhcp-server <VLAN>

VLAN DHCP H—/\HBEMTHDHEHED VLAN @ ID,

So—nNLEE

AT REAALT, DHCPH—NIZHESAhTWATONNF1 2R ELET,

o HIN/E

o IRy L

e 54 F7kIPEH

e IRy bk IRY

e JO—FX¥RFIPF7KLR
o F—kHDTAIP7KLR

o &K —REH

e DNSOIP(BKT?2)

e Netbios H—/3 @ IP (|RKXT 2)

default(15)# show dhcp-server

Tag State Lease Time DHCP IP Subnet DHCP Netmask  Gateway IP
Pool start IP Pool end Domain Name DNS Serverl

102 enable 3600 192.168.102.0 255.255.255.0 192.168.102.1
192.168.102.25 192.168.102.50 0.0.0.0

Internal DHCP server configuration(1l entry)

default(15)# show dhcp-server 102
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Internal DHCP server configuration

Tag (@ for default) ;102

State ¢ enable

Lease Time (in Seconds) : 3600

IP Subnet : 192.168.102.0
Netmask ¢ 255.255.255.0
Gateway : 192.168.102.1
IP Pool start : 192.168.102.25
IP Pool end : 192.168.102.50
Domain Name

DNS Serverl : 0.0.0.0

DNS Server2 : 0.0.0.0
Netbios Serverl : 0.0.0.0
Netbios Server2 : 0.0.0.0

BEavY R e dhcp-server (321 N—=2)
® show dhcp-lease (352 X—2°)
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show gre

BRESNT= GRE b RIVEBERTLET .

B show gre <gre>
gre FHMERERTT S GRE U RILDEH]
= e ¥4 EXEC
E—F
TIHILE L
& GRE b U RIEBEICET M %ERRT BICIL. showgre Aav > FEFERALET.
= I default# show gre

GRE NameRemote External AddressTunnel IP addressTunnel IP NetmasklLocal
External

v1an1172.27.0.16212.12.12.12255.255.0.01
grell72.27.0.20613.13.13.13255.255.0.02
GRE Configuration(2 entries)

BEavT VR ® gre (343 ~X—2)
® nterface FastEthernet (264 N—<°)
® p dhep-server (273 X—°)
® ip remote-external-address (347 N—2°)
® p tunnel-ip-address (348 X—<°)
e festgre (355 N—=5)
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show dhcp-lease

a2 hO—5%~_R—2 &9 5 DHCP H—/NDBED DHCP ) —RIEHERTLET,

X show dhcp-lease <option> <VLAN>
option RTRTBHINTA—H, it (stats 185 A —2 E{FR ) £1=IL VLAN &
B|(VianA T avEER) ZRRTEET,
VLAN DHCP 4 —/I 0749 74 T TH% VLAN @ ID, option 7 4 —JL FIZ

Vian MEE SN TV SEEDAHERALET .

avw Uk #1E EXEC

E—F

TI+IE L

FA& CNARUEEAALT. $RTODHCP 4547V rDYRMEEIYHTOATLNS IP
7 RLR, BLUBEIYHTOHBEZERTLET,

{5 FA 51 default(15)# show dhcp-lease vlan 102

BEEav UK e dhcp-server (321 N—22)
® show dhcp-server (349 X—<)
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show vlan

(378

avwyU kR
E—F

FTIAIE

P&

{5

HESNTLD VLAN EHREERTRLET,

show vlan
show vlan <vlan>
show vlan ess-profile

vian HMEHRERTY S VLAN D&,

%1 EXEC

FTRTHDBRESNTWNS VLAN ARRENFET,

HED VLAN [CBET 2l FER 3 521, show vlian I <> F&#HHAL T VLAN & %15
FLET, VLAN L ESS 7O 7/ IILDT v EV ST ERRT BIZIE. show vlan ess-
profile YV FZEFALET, COHEEE. TILFF YR AN THIEEIERLE
ERR

UTDaT Y RIE, RTOBRESINTWNS VLAN #RRLET,

controller# show vlan

VLAN Configuration VLAN Name Tag IP Address NetMask Default
Gateway

my_vlan 3 0.0.0.0 0.0.0.0 0.0.0.0
guests 1 0.0.0.0 0.0.0.0 0.0.0.0

LUTFDOIT Y FI&, guests &0V5 VLAN DML RERFERERILET.

controller# show vlan guests
VLAN Configuration

VLAN Name . guests
Tag 01
IP Address : 0.0.0.0
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. 0.0.0.0

Netmask

IP Address of the Default Gateway : 0.0.0.0
Override Default DHCP Server Flag . off
DHCP Server IP Address : 0.0.0.0
DHCP Relay Pass-Through :on
controller#

LTOaT Y FIEERTOZENEND VLAN & ESSDTILFH v X MMEEEERRLET,

controller# show vlan ess-profile

VLAN Name VLAN Tag ESS Profile Multicast IPv6é AirFortress
AppleTalk

—————— 0 corp-mixed-peap off off off off
—————— 0 corp-mixed-psk off off off off
------ 0 corp-wpa2peap off off off off
—————— 0 corp-wpaz2psk on off off off
—————— (%] corp-wpapeap off off off off
------ corp-wpapsk off off off off
—————— 0 ph off on off off
Qa-Vlan-Us 30 phone-meru on off off off
captive-portal-g 9 meru-guest off off off off

VLAN Ess Bonding(9)

BEaTU R vian (356 N—2°)
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test gre

GRE PRI ETAMLET,

B test gre <gre_name>
test gre <gre_name> <ip_address>

gre_name GRE 7O 774 IL%
ip_address (AF2av) PR LDBERTERTEZIIDVDIPTRLR,
avwo kR ¥4 EXEC
E—F
TI4IE L
A& GRE FYURILDRT—HR REMHRT HIZIX, testgre ATV REFERALET, Znavy
FEETTDIE VE—FIVFRAVEFDIP 7 FLAMN Ping SNFET,
ERAK GRE Y RIDRAT—AREHRT HICIE, ROATU FEFEALET,
default# test gre guest 13.13.13.13
BEaTYF ® gre (343 N—2)

® interface FastEthernet (264 N—<°)

o p dhep-server (273 X—2°)

® ip remote-external-address (347 X—2°)
® p tunnel-ip-address (348 N—=°)

® show gre (351 N—25)
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vlan

(378

356

VLAN Z4{Ep L. VLAN BREE— F#BBLE T,

vlan <name>
vlan <name> <tag id>

name HEHFT 16 XFETOXFS, AR—RIIFEHATEE LA,
tag id VLAN D& 5 &S, (Bl 1~ 4,094 (25 YET,

JBa—N)LERE

FortiWLC (SD) [ZIE& K 512 ® VLAN Z{ERTEE 9,
LUTDavy Rl&, 245ES 42 @ VLAN [Z engineering & L\S5 &BTZEIY BT, VLAN &%
EHTE—FDOAILTEZRRTLET,

controller# vlan engineering tag 42
controller(config-vlan)# ?

default Set various parameters to the default value.

do Executes an IOSCLI command.

end Save changes, and return to privileged EXEC mode.
exit Save changes, and return to global configuration
mode.

ip Configure IP address, gateway, and DHCP server.
no Disabling various parameters.

show Displays various parameters.

show vian (353 N—%)



wapi-server

(378

FTIXIE

Rz

£

BHEavY R

WLAN Authentication and Privacy Infrastructure IZ{EH3 5 IP 7 FLRERELET,

wapi-server <ip-address>

ip-address WAPI H—/—®D IP 7 FL X,

Ja—NLERTE

mL

WLAN Authentication and Privacy Infrastructure (WAPI) (. —E8DEDT 1 ¥ L X LAN D
ERIZETT, WAPI R TIE, 32 bO—FITHRBIEV—ERXEE (ASU) D IP BN E
T, ThITE>T, T4V LRBENHFIASNET,

default(15)# configure terminal
default(15)(config)# wapi-server 192.168.14.14
default(15)(config-wapi-server)# end
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9

tXxal)F4 aATF

8021x-network-initiation (363 N—<°)
access-list deny (365 N—2°)
access-list deny import (367 X—2°)
access-list permit (369 NX—=5)
access-list permit import (371 X—22)
administrator guest (374 X—=5)
allowed-12-modes (375 N—<°)
app-visibility-policy (377 N—2)
app-visibility-custom-application (379 NX—22)
sh service-summary Application-Visibility (380 ~N—2°)
authentication-mode (382 N—<°)
authentication-mode global (384 ~X—2°)
authentication-type (386 NX—=%)
captive-portal (390 N—=°)
captive-portal-auth-method (392 NX—2’)
cef (394 NX—2°)

certmgmt delete-ca (397 N—=°)
certmgmt delete-csr (399 NX—=°)
certmgmt delete-server (400 N—2°)
certmgmt export-ca (402 N—=°)
certmgmt export-csr (404 N—<°)
certmgmt export-server (406 N—=°)
certmgmt list-ca (408 N—<°)

certmgmt list-csr (410 X—=>)

certmgmt list-server (411 NX—<5)

tXa)T4 AT RFEWLANDEFLY T TOT7AILDEREERTFIERALET,

359



360

change_mac _state (418 N—<5)
change mac_state (418 N—2’)
change_mac _state (418 N—<5)
change mac_state (418 N—2’)
description (421 X—<)
encryption-modes ccmp (422 N—2°)
encryption-modes ccmp-tkip (423 N—2°)
encryption-modes tkip (424 X—°)
encryption-modes wep128 (425 N—2°)
encryption-modes wep64 (426 N—=°)
firewall-capability (427 N—<7)
firewall-filter-id (428 ~N—2°)
firewall-filter-id-flow (429 N—<5)
group-rekey interval (430 N—<°)
import (431 X—5)

ip-address (432 N—2°)

key (433 X—2°)

key-rotation (434 ~X—2°)

local-admin (435 NX—2%)
mac-delimiter (437 X—2°)
macfiltering (438 N—=%)

password (439 N—2°)
password-type (441 NX—5)
PMK-caching (442 ~—<°)
pmkcaching (443 N—<°)

port (444 N—=>)

primary-tacacs-ip (445 ~N—<2)
primary-tacacs-port (447 N—2)
primary-tacacs-secret (449 X—27)
privilege-level (451 N—2°)

psk key (454 X—<)

radius-profile (456 N—2°)
radius-server primary (458 ~N—2’)
radius-server secondary (459 N—2°)



reauth (460 X—=°)

rekey period (461 N—<°)
secondary-tacacs-ip (462 NX—2°)
secondary-tacacs-port (464 N—2°)
secondary-tacacs-secret (466 N—2°)
security-logging (468 ~N—=°)

security-profile (469 N—<)
shared-authentication (472 N—2°)

show aaa statistics (473 N—°)

show access-list deny (474 ~N—°)

show access-list permit (475 X—2°)

show air-shield (476 ~N—2°)

show arp (477 ~N—<°)

show authentication-mode (479 N—=°)
show cef (480 N—=°)

show local-admins (481 N—2)

show radius-profile (483 N—<)

show security-profile (485 N—2°)

show ssl-server (488 N—<°)

show web (489 ~N—2°)

ssl-server associate (493 N—2°)

ssl-server captive-portal (494 N—2°)
ssl-server captive-portal-external_URL (496 X—<°)
ssl-server port (498 ~X—°)

ssl-server radius-profile (499 X—2°)
static-wep key (502 N—2°)

static-wep key-index (504 N—<2)
tunnel-termination (505 ~N—5°)

vpn client (506 N—<5)

(config-vpn-client) vpn-client-state (507 N—=°)
(config-vpn-client) vpn-server-ip (508 N—2°)
(config-vpn-client) vpn-server-port (509 N—=°)
vpn server (510 N—<5)

(config-vpn) encryption (511 X—2°)
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362

(config-vpn) ip-pool (512 X—<P)
(config-vpn) port (513 NX—2)
(config-vpn) subnet-mask (514 N—2°)
(config-vpn) vpn-server-ip (515 N—2°)
(config-vpn) vpn-server-state (516 N—=5)
web custom (517 N—2°)

web login-page (519 N—<°)



8021x-network-initiation

a2 FE—5M5 802X FBEAEMBIARIEEMNE S MERELE T,

B 8021x-network-initiation
no 8021x-network-initiation

=k tXaUTF4 TOT7AILEE

E—FK

FIAILE 802.1X Ry I — Y RBEFAMIZHEH>TVETS,

& 802X rw FD—4HEBEFIC&Y ., 32 FO—5M 802X RBift v 3 5fE TE5 &

SNIZHELHTWVWET, 802AX *y FT =V RIANEDDEE., 2> bO—FF0WMED
802.1X *‘y |~'7—7u...ul—l:%ﬁ§'a‘f%$ﬁh

802.1X MWMHLZEMIZT 5 &, AN TOF7 Y F 4 JIZ EAP-REQUEST /845w b %
DSAT U MIREELET, BNCTEHE. V5472 A EAP-START /34 k%25
(avbA—3)ITEELES,

= A1 LTOaTY REEET B E. 802.1X oy hT—H BEMNEMIZHY ET,

controller(config-security)# no 8021x-network-initiation
controller(config-security)#

B R o allowed-I2-modes (375 N—<°)
® radius-profile (456 NX—2°)
® radius-server primary (458 N—2°)

® radius-server secondary (459 N—2°)

363



802.1x-termination

X

T+

R

{5

364

HOTE.

802.1x-Termination [&£.IOSCLI & Controller GUI TiE#ftEhTHEY . X2 )54 FOT 7
AIBER—XTOREEERTLET,

802.1x-termination
PEAP TTLS
802.1x-termination PEAP

tXa)Fq4 TOT7AILETE

_E*_:/E :/lj:j-j—G?-O

802.1x #—Xx—> 3 IC&->T, 22 +O—50 PEAP/TTLS 4ty 3 oDHE—=
F— MAYETREIC AR Y F 9, NER MSCHAPV2 802.1x (. /3wy ¥ T > K RADIUS #—/\IZ&k >
THREBENEFT, hlk. RADIUS H—/3h PEAP E71z[X TTLS £HHR— kL TULVE NG
BIZERTY,

LUTOavy REEETHE. 802X 2 —I R— FAESIZHRY ET,

controller(config-security)# no 802.1x-termination (peap/ttls)
controller(config-security)#

LTF®D L2 E—Fl&, PEAP F#z[F TTLS AL TH b3 L TDH, YR—bEATLET,
® 802.1x

* WPA

® \WPA2

N=Pa
® ER



access-1list deny

X

T+

F&

RATF—YaVDMAC7 FLRZEFY R MIBML, *y b T—VIZT7IERTHRT—
YAVEERLEY. A —YAEED MAC ICEVWHRBAZENT 56 TEET,

access-list deny <MAC-address>

(config-acl-deny)# descr <description up to 40 characters>
(config-acl-deny)# exit

no access-list deny <MAC-address>

no access-list deny all

MAC-address 2y LI—=Y FORAPEEESNSRAT—Y3IDODMACT L
R, 16 #ER (nn:nm:nn:nn:nninn) TRITAIERY FHA, &K
T1000 D7 FLRZFERATEET,

all all XS A—FMEEShD &, EEVRFTHESNS MAC 7
FLRIZTATHIBRENET,

Ja—/nNJLEEE

MAC7 KLADT7YI R YA Z4ILE)UTIE, POER VR MEEIFERFY R RIS
EENBEEESNF-MAC 7 RLRIZEDWTT7 YR EHFaHdVIEEBTTH LT,
WLAN ADT7 Y ERX%E32 bA—)LLET, EEFJR RIE. WLAN ADT7 I AMES
ENBVSAFTURMACT RLRADY R N EENET,

Deny ACL [, RADIUS 4+—/N\THAIENATWE 77 R LY L BEMICERSINET,
Deny ACL [, RT—2 3 ~AD7HICREHEIERT 2-OICHERALET., BEEIE.
Deny ACL #ERALT. HEDIV AT rDIRDBEVDHEELIGE (V4 ILRITEELT
W3, FEEFMOTNAARERELTWND )ITThODISA TV bE TSV )R]
ISEBMLTZEDT I EREEETEET,

HAIV R MHDBWNIKETY R FEERT BB, MAC 7 FLANHFAE-IFET SN D80
IZ. mac-filter-state 37> FKZERALTACL 8T HI2REAHY ET, BRHI-TED
DA REWTIAN DDA TTHAIRMEEBFVR N 2RABICEDICTDHLETEE
A,

365



£

BAEavU R

366

no 74 —LEZHERALT, XY FIT—IADRT—23 v FORREZEETHIVAMIH
B, 12HBVETRTOT U M) ZHIBRLET,

LUTMa<y Fix. MAC 7 KL R aa:11:aa:22:aa:33 ZERE Y R MZEBMLET, FLT.
DenyStation % MAC M&iBAE L TEML., EEERRLET,

MC3200-5072(15)# configure terminal

MC3200-5072(15) (config)# access-1list deny aa:11l:aa:22:aa:33
MC3200-5072(15) (config-acl-deny)# descr DenyStation
MC3200-5072(15) (config-acl-deny)# end

MC3200-5072(15)# sh access-1list deny

MAC Address Description
aa:l1ll:aa:22:aa:33 DenyStation

ACL Deny Access Configuration(1 entry)

MC3200-5072(15)#

® access-list permit (369 N—2°)

® show access-list deny (474 N—2)



access-list deny import

(378

TI4ILE

R

fs2 FR Bl

ERYRMIEMTSMAC 7 FLRADTHFA M IJ7MILEA4 viRk— b LET,

access-list deny import <filename>

filename EEYRMIEMTSMACT7 RLRZEL 774 ILDET, 77
AIWAIEZUNIX 774 LS EBRAIRESBHENSHY £T,

5 a—/NILERTE

EEVRMIEBMTEMACT RLADY R M HBBEIE. TRTOMACT KLRZY
ALTBTHERN T7A4ILVEERL. TOTFR N 774V EA VR—FTEET, MAC
TFRELREYRAMLTWE I 7AILEALVR— T 52 EIE. & MAC 7 KL R T access-
listdeny 37> F&FESDERLTY,

AVR—FENBTHFRAL T7ALEERT HBRITATICT1IDETOMACT FLR &
16 ERR (xxxxxxxxxx:xx) TRHBLES . EXF A VR—FFHTFX L 7700
DRBEELUTO&SIZHY FT,

00:04:23:87:89:71
00:06:25:a7:e9:11
00:07:€9:15:69:40
00:0c:30:be:f8:19
00:0Cc:e6:09:46:64
00:0c:e6:12:07:41
00:0c:e6:bd:01:05

THERN I7ALEERLIEZS. AV FA—F T7AIIL VRTLIZT7ALNERET S0
ENHYET, CLINSIE, copy AXV FEFERALTIV FA—FIZT 7/ ILEEELE
J.dirav Y REFERALT, 274N bO—F /images T4 LY bJIZHBE%E
HELET,

UTOavr RiFacl EVWSERDTHFAN T74)LEA 2V R—FL, T74ILAD MAC
7 RELRZEEIV R MZBMLET,

367



controller(config)# access-list deny import acl
00:04:23:87:89:71
00:06:25:a7:e9:11
00:07:€9:15:69:40
00:0c:30:be:f8:19
00:0Cc:e6:09:46:64
00:0c:e6:12:07:41
00:0c:e6:bd:01:05

Successfully Added :
Duplicate Entries
Invalid Format

N © © N

Entries Processed
controller(config)#

BEEav> K e copy (73 N—20)

o dir (79 X—=)

® show access-list deny (474 N—<°)
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access-1list permit

X

avwy R
EF—F

T+

R

{52 Rl

RATF—YaVDOMACT FLRZHAY R MIBML, 7y bT—VIZT7IERTHRT—
SAvEHALET ., 1—YA MAC ICEVSHAZIEET S LLTEET,

access-list permit <MAC-address>
(config-acl-permit)# descr <description up to 40 characters>
(config-acl-permit)# exit

no access-list permit <MAC-address>

no access-list permit all

MAC-address Y LT—=0 FTORADHFASNDIRAT—L3 VD MAC T KL
R, 16 ERR (nn:nn:nn:nn:nninn) THEITHAIERE Y €A, &K
T1000 D7 FLREZFEATEET,

all all NS A—ADBEEIND E, HFAIVRXFTIHRESINS MAC 7
RLRIZTRTHIBREhETS,

Ho—N\JLEE

MAC 4 LR Y VT E, $EED MAC 7 RLRIZEDWTT7 VR EHAH D NIIEET
H5ET.WLAN ADT7HERZI bO—)LLET, Y X kK. WLAN ADT Y+
ADEFRAIENS MAC 7 FLADY R FTT, EE YR MEL WLAN ADT I ERADEFR S
NbMACT7 KLADY R T,

AR MHBWVIET) R FEERT BE1IZ. MAC 7 FLANHFAE-IFEES NS
IZ. mac-filter-state I<v > FEFEALTACL ZBMICTIHENHYET, BRZTZS
DR MEWTNN 1 DDOBTTHAURMEERVR FERBICEDICTHIEETEE
HAo MAC 74 LAY VT EETH T4 TIZTHIET, FABLITIETY R FEERL.,
NLEEYICTEES,

no 74—LEFERALT, XY FIT—OADRT—23 Y PO EREHFATEH IR MH
5. 12H5WFTRTOIV M) ZHIBRLET,

LUTFNDavY RiE, MAC 7 KL X 11:11:11:11:22:22:33 #5AI Y X MMZEMLET, FL
T. Z® MAC DERBAIZ TMyClient] #AA L. HILWMERERTLET,
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MC3200-5072(15)# configure terminal
MC3200-5072(15) (config)# access-1list permit 11:11:11:22:22:33
MC3200-5072(15) (config-acl-permit)# descr ?

<Descr> (10) Enter the Description to add.

MC3200-5072(15) (config-acl-permit)# descr MyClient
MC3200-5072(15) (config-acl-permit)# end
MC3200-5072(15)# sh access-1list permit

MAC Address Description

11:11:11:22:22:33 MyClient

ACL Allow Access Configuration(1 entry)

MC3200-5072(15)#

BAEa<TF ® access-list permit import (371 X—5)
® show access-list permit (475 X—2°)
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access-list permit import

(378

TI4ILE

R

fs2 FR Bl

FHAY R MTEMT D MAC T FLADTHR b 774 LEA VR—FLET,

access-list permit import <filename>

filename R R MISEMT D MAC 7 RLREEL 77 M4 ILD&T, 77
AIBAIEUNIX 774 L@ ERAIRESBENHY FT,

5 a—/NILERTE

HFR[) R MTEBMT A MAC 7 RLADY R M HBBEIE. TRTOMACT KLR%ZY
ALTBTHERN T7A4ILVEERL. TOTFR N 774V EA VR—FTEET, MAC
FRELREFYRAMLTWE I 7AILEAVR— T B2 EIE. & MAC 7 KL X T access-
list permit AY U FEFESDERLETY,

AVR—FENBTHFRAL T7ALEERT HBRITATICT1IDETOMACT FLR &
16 ERR (xxxxxxxxxx:xx) TRHBLES . EXF A VR—FFHTFX L 7700
DRBEELUTO&SIZHY FT,

00:04:23:87:89:71
00:06:25:a7:e9:11
00:07:€9:15:69:40
00:0c:30:be:f8:19
00:0Cc:e6:09:46:64
00:0c:e6:12:07:41
00:0c:e6:bd:01:05

TERE 774NV EER LIz, OV FA—5 /images T4 LY FUIZCT7AILEEET
BDHENHYFET, CLINGIE, copy ARV FEFEARALTIY FA—FI2T7MILEEE
LET, dirav Y REFERLT, 274000 r0—5 T74IL SRTLIZHBZ E
EWELET,

LUT®Dav 2 Fi& permit_acl EWSBFIDTFA S J74ILEAVR—bFL., T74ILA
DO MAC7 FLRZEFRIJ R MIEMLET,
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controller(config)# access-list permit import permit_acl
00:30:ab:1f:d4:b6
00:40:96:52:27:52
00:04:75:bb:94:48
00:0c:e6:bd:4:05
00:40:05:c5:ca:02
00:04:23:4b:68:6¢C
00:05:3c:08:c5:9e

Successfully Added :
Duplicate Entries
Invalid Format

N © O N

Entries Processed
controller(config)#

BEavT VR e copy (73 ~—2°)

o (Jir (79 N—2°)

® show access-list permit (475 X—27)
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mac-filter-state

(378

DI REFERALT. LTFTOWLWTFhHD ACLEBEZEIRLET,

mac-filter-state <acl-environment-state>

® deny Deny List Enabled
e disabled ACL Disabled
® permit Permit List Enabled
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administrator guest

guest L—H FHO U FEBHELITEMLET,

B administrator guest enable
administrator guest disable

avok S A—NILERE

ET—F

FIAILE 4.0 TIXEYTT,

& guest 1—H ZHH Y MME. 4.0 Y —RTIET T4 FTERIZH->TUVET, LT CLI

ARV KFEFERT D E. BAFLEEMCTEFTS,

{5 FA 51 ramecntrl# configure terminal
ramecntrl(config)# administrator guest enable
ramecntrl(config)# administrator guest disable
ramecntrl(config)#

BEavT VR e captive-portal (390 NX—<°)

® password (439 N—2°)
® password-type (441 N—<°)
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allowed-12-modes

HASNBLAYV2REE—FEEELET.

(378

T4

allowed-12-modes
allowed-12-modes
allowed-12-modes
allowed-12-modes
allowed-12-modes
allowed-12-modes
allowed-12-modes
allowed-12-modes
allowed-12-modes

802.1x
clear
mixed
mixed-psk
wep
wpa2
wpa2-psk
wpa

wpa-psk

802.1x
clear
mixed
mixed_psk
wep

wpa
wpa-psk
wpaz2
wpa2-psk}

IEEE 802.1X $BsfE— R &AL E T,
REE—FEEBEELER A,

WPA £E— K& WPA2 E— ROmAEHYR—FLET,
WPA-PSK £— K & WPA2-PSK E— RODBAEHHR—rLET,
F4H97 WEP B2fIE— FZ#EFRILE T,

Wi-Fi fRET7 V2R 2(WPA2) X2 ) T4 E—FZEHFALET,
WPA2 ZERH£EF X — (PSK) L FREHALET,

Wi-Fi fRE7 V2R (WPA) X2 T4 E—REHALET,
WPA E8T#H 5 — (PSK) I FZEHTLET,

tXxalyT4 TJOT7AILETE

FTIAIRTHAESNE LAY 2 E— Kl clear T, CHDRETIL., BEI S BT L H

YFEEA,
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HOTE.

£

BAEavU R

376

COATUKRIZEST, EFXaF4 FAOT7AINIZEIYBTEHLAY 2 BAEE— RAR
FEnFET, COavr FEFEALT802.1X. WEP., WPA2, WPA2-PSK. WPA. F71=I%
WPA-PSK 2ifE— KZEBMLET,

LAY2AYy F1DEIF%&EXa)T1+ JOT7AIILTEETEET,

802.1X RADIUS 4 —/\ZHH L T WPA F£1-[Z WPA2 2RETELWMEGE. ¥ —ZHIT
HREFHRE LT WPA2-PSK 115 WPA-PSK ZFBTEEY, WPA[2-PSK =&, +
FA)TFAETIHEBLALHY . IMNRELGY A MR EISHELEAETT,

UTDaAT Y RERETHEHFASND LAV 2tEFa) T4 E—F&LTWPA2 HYE
mEhxErd,

controller(config-security)# allowed-12-modes wpa2
controller(config-security)#

® encryption-modes tkip (424 N—2°)

® encryption-modes wep128 (425 X—P)
® encryption-modes wepb4 (426 N—°)
radius-profile (456 NX—<>)



app-visibility-policy

ARV REFALT. 77U —2a vaBIERY O—0ERZBLES, CDO
IUREEALTRYY O—ZERLIz&IL. DPI HIHIL—IILEHRETEET,

X app-visibility-policy <policy-name>
P
*7vav e
advanced-detection Jaran /¥4I IO LOBEEENE EHELET,
apids AP ERELFET,

TR RA 2 DB : apids "<ap-id>: A"
TR RA 2 b FIL—TDEM : apids "<ap-group-

name>: L"
appids FIV5—3 0 IDERELET,
7TV —2 3 M5B appids <application-
ID>:<type>
description RYD—FHAZRELET,
essids ESSID #3%ELET,
ESS 7R 774 JLMIEN : essids <essid-name>
owner AT 7 AINDA—F—, A—F—(Fa > FB—FH NMS

OVWThNZHEYET, a2 rA—F TR = Epish
e F—F—FarbO—FELTYRMIRESNE

ER
policy-order TI)r—23 R —DIEFEHRELET, K —
. RRSNTWLWSIEFTEITINET,
state COARELTIVr—a 0Ty ) #8183t
L/ij-o
version TAIFAILDN—D 3 Y
ERAK
controller(15)# show application-visibility policy
Name Enable Applications EssIds AP Groups or APs
11 enable 2:A,3:B appsla
3:A
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123 enable appsla
143:A
1232454 enable 2:A,3:B,4:B,5:B,6:A,7:A,8:A,9:A appsla
145:A
ALL enable * appsla
145:A
a enable * appsla
123:1,143:A,145:A
rrer enable * appslal
1234:L
Application Visibility Policy(6)
controller(15)#
Rl
Rl B
A TIVr—2avIcERATREE. TIVr—2ar b3 7490 %H

A, R, BRI S LEEBERLET,

TIVr—23ay b4 90 EBRELTIOV I IH5EICERALE

ERR
A AP-ID & LTHERESNSEE. ERD AP BN 52 LERLET,
L ap-group R O—I[ZEBMT BBEICERALET.
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app-visibility-custom-application

X

{5

DAYV REFEALT, hRAAL 7TV 5—230DRYO—%ERLET, hRE
LTIV r—=aviE, VATFLAERET IV r—vavIitgFEhiEgln, 2a—YE&ET7 7
Jy—230TF, A bAO—FIIHRAXIZ2BEO7TUHSr— 3 0 FEML. Network
Manager THRA2MBOT7 TV r—L 3 U &BMTEET,

(config)# app-visibility-custom-application <policy-name>

(config-app-visibility-custom-application)# description <descriptive
text>

(config-app-visibility-custom-application)# url <app URL to block or
monitor>

(config)# app-visibility-custom-application CustomApp-BBC
(config-app-visibility-custom-application)# description "To Monitor BBC
traffic"

(config-app-visibility-custom-application)# url www.bbc.com
(config-app-visibility-custom-application)# exit

# sh application-visibility custom-application

Name Description ID

CustomApp-BBC To Monitor BBC traffic 10001
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sh service-summary Application-
Visibility

=Bl FTARTORI O—ZHE/TBHICE, COav U FEFERLEY,

# sh service-summary Application-Visibility

Feature Type Name Value ValueStr

Application-Visibility Application  myspace 100  {"uti":3006.76,"tx":6943001576,"rx":257651566}
Application-Visibility Application amazon_cloud 0 {"util":474.84,"tx":1093389603,"rx":43774451}
Application-Visibility Application facebook 0 {"util":184.00,"tx":421673492,"rx":18973696}
Application-Visibility Application twitter 0 {"util":164.58,"tx":358628579,"rx":35513363}

... <snipped> ...

Application-Visibility Station 08:11:96:7d:cf:80 0 {"util":286.78,"tx":657504303,"rx":29271859}
Application-Visibility Station 24:77:03:80:a4:40 0 {"util":281.94,"tx":646183947,"rx":29009375}
Application-Visibility Station 24:77:03:80:5f:54 0 {"util":280.23,"tx":645624714,"rx":25475052}
Application-Visibility Station 24:77:03:85:b4:50 0 {"util":279.89,"tx":641592459,"rx":28689908}
Application-Visibility Essld stability 100  {"util":4055.84,"tx":9313033268,"rx":399999526}
Application-Visibility AP AP-109 100  {"uti":4055.84,"tx":9313033268,"rx":399999526}

Service Data Summary(20 entries)
by T107TVr—2 a0 OBBRERTTAHICE, COATUFEFERLET,

mc1500(15)# sh application-visibility application-summary

APPID Name Station Counts AP Counts ESS Counts TX
Bytes Rx Bytes TXRx Bytes

5 myspace 12 1 1 7274981850
269918317 7544900167

24 amazon_cloud 13 1 1

1149026229 45994062 1195020291
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2 facebook 13 1 1 443832821
19962877 463795698

8 twitter 13 1 1 375850987
37259491 413110478

0 unknown 20 1 1 233565871
13899667 247465538

70 amazon_shop 13 1 1 170637983
25318821 195956804

41 linkedin 12 1 1 115430025
6896689 122326714

32 youtube 13 1 1 3022484
304784 3327268

Application Visibility Statistics Summary(8)
PS4 90D LY FERRTDICE, COARY FEFERALET,

mc1500(15)# sh service-summary-trend Application-Visibility

Feature Type Name StartTime EndTime

Value ValueStr

Application-Visibility Application myspace 01/17/2009 01:00:00 01/17/
2009 02:00:00 370191907 {"util":254501.59,"tx":3561906268,"rx":140012805}
Application-Visibility Application amazon_cloud 01/17/2009 01:00:00 01/17/
2009 02:00:00 523131985 {"util":35964.57,"tx":502700232,"rx":20431753}
Application-Visibility Application twitter 01/17/2009 01:00:00 01/17/
2009 02:00:00 221967525 {"util":15259.95,"tx":202733592,"rx":19233933}
Application-Visibility Application facebook 01/17/2009 01:00:00 01/17/
2009 02:00:00 220636588 {"util":15168.45,"tx":210304218,"rx":10332370}
Application-Visibility Application unknown 01/17/2009 01:00:00 01/17/
2009 02:00:00 113502079 {"util":7803.10,"tx":106412520,"rx":7089559}
Application-Visibility Application amazon_shop 01/17/2009 01:00:00 01/17/
2009 02:00:00 106703142 {"util":7335.69,"tx":93322094,"rx":13381048}
Application-Visibility Application linkedin 01/17/2009 01:00:00 01/17/

2009 02:00:00 58696435 {"util":4035.30,"tx":55165018,"rx":3531417}

... <Snipped> .....
Application-Visibility Application linkedin 01/17/2009 03:00:00 01/17/
2009 04:00:00 121917540 {"util":3824.43,"tx":114827231,"rx":7090309}
Application-Visibility Application youtube 01/17/2009 ©3:00:00 01/17/

2009 04:00:00 3187860 {"util":100.00, "tx":2879796, "rx" :308064}
Service Data Summary Trend(24 entries)
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authentication-mode

ad— #’&:&ET%T’&)O)WLHRJ?/ f‘a):l-?/f‘:E_i‘

B authentication-mode
authentication-mode
authentication-mode
authentication-mode
authentication-mode
authentication-mode

local

radius

primary-radius
secondary-radius

profile_name

no-primary-radius

no-secondary-radius

FTIAIE L

382

authentication-type local
authentication-type radius
primary-radius <profile_name>
secondary-radius <profile_name>
no-primary-radius
no-secondary-radius}

A—A)l 3y brO—3P1—FRAERTLET, v TT7107
R—BIRHADRIAE2 A THA—HILTHBHEE, O—HILD

guest AI—HYDADBEYZHYET, v ar a4 LTI RE
TFOTFAET4 BALT7 OOy FO—SENEEESNET,
A—ALBT I+ F T, TNHKREKT S L. RADIUS FBEEA

FryvyEInET,

RADIUS H—/\D1—HRBEEERTLET, ¥F¥ TT7404 7 K—4

JLERSETlX. RADIUS H—nDa—HEFAERIZHZY ET,
t/’/az BALTINETITAETA BALTILD
RADIUS H—/\EMNMERASNET, Eviar 4 1 LTV ME
MRADIUS H—NIZREShTWAWNESEH, av bkOo—35
Lyl ar ALLTY MENMERSNFET ., RADIUS BNEET B
t a— jJ}l/uuL.\nJ.—Hj:a—'I J7$1’L$ﬂ'/\/

7547 1) RADIUS H—/\ 7O 774 ILDLETEBELET,
H241) RADIUS H—/N 7O 774 ILDLHTEEELET,

TS54<YELIFEAUFY RADIUS H—/OTOT7A LA T
¥,

734<') RADIUS 4—/\DFZEEERITLAENESITLET,

tHh24 1) RADIUS H—/\DRBEZERITLEVKSIZLET,



fs2 FR I

BEavY R

DAYV REFALT, Web A—HDRIAENTHONEBRRERELET ., RIAEETT
5I2&. B—A)TaY bA—F %HM (local 51 EFER ) 50, T34 UELUED
VA1) RADIUS $—/\ %M (radius 518 % EA ) 9 5h. WA ZERA (local & radius) L
ij—o

radius 7 7> 3 VEFERTHIGEIE. T34 UDER, £ T3 0TEAVH ) DAFI.
# & U RADIUS H—/X (profile_name BI#TIEE ) #FERALET, ChoDH—/DTA
774 IIL%&IL, radius-profile < 2 FTEEICHER SN TWDIRENH Y £9 ., radius =7
I VERETSHEEIE, BHAITHLI—HFID LIS, A—HFRENRRT—FK, avrO—
SMOIP7 FLR%E, 4E RADIUS H—/N\IZHERT AENHY TI,

no-primary-radius & 7z [ no-secondary-radius 514 % & L T. RADIUS ¥ —/\FRFFRE %
EYILET,

ROARV RZEFERATSHE. O—A)L A2 bA—FHEMILEY | 2—FREIAELETS
i?—o

default(config)# authentication-mode local

ROARVKREFERATDIE, T5347) TAT7AILRICKESNI
754 <) RADIUS H—/\DBNEHIZHY ., 2—FRBIANEITINET,

default(config)# authentication-mode radius
default(config)# authentication-mode radius-profile
default(config)# authentication-mode primary-radius Primary

ROAT REFERETRHE. 7547 1) RADIUS H—N\AEMELY, 1 —HRHEEET
TEHLRY, BEEFEO—A)L a2 bO—FITHRLET,

default(config)# authentication-mode no-radius-profile
default(config)# authentication-mode local

® radius-profile (456 NX—2°)
® show authentication-mode (479 NX—=°)
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authentication-mode global

H LU
| d
AN
T

T+

H
r‘ilwo

{5

384

BEEFRETH-HNRAaTY FOIT Y K E—FK,

authentication-mode global

BIE— K, ChlE, REDTOHNaATY K E—KTY,

configure terminal = A 71 L ThH 5 authentication-mode global = A 719 % & . (config-
auth-mode) A7 O 7 MBI E 4., authentication-type (386 N—=° ) A< Y REMERAT
EHELOICHYETS,

ROATVKRIE,. TZ347JEEHUF ) DEBEEE— K% RADIUS [25RE L. RADIUS ¥ —
gLy hERELET,

ramcntrl(0)# configure terminal

ramcntrl(0)(config)# authentication-mode global
ramcntrl(0)(config-auth-mode)# authentication-type radius
ramcntrl(@)(config-auth-mode)# primary-radius-ip 172.18.1.3
ramcntrl(0)(config-auth-mode)# primary-radius-secret RadiusP
ramcntrl(0)(config-auth-mode)# secondary-radius-ip 172.18.1.7
ramcntrl(@) (config-auth-mode)# secondary-radius-secret RadiusS
ramcntrl(0)(config-auth-mode)# exit

ramcntrl(0)(config)# exit

ramcntrl(0)# sh authentication-mode

Administrative User Management

AuthenticationType : radius

Primary RADIUS IP Address : 172.18.1.3

Primary RADIUS Port : 1812

Primary RADIUS Secret Key : *****

Secondary RADIUS IP Address : 172.18.1.7

Secondary RADIUS Port : 1812

Secondary RADIUS Secret Key : *****

Primary TACACS+ IP Address : ©0.0.0.0
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Primary TACACS+ Port : 49

Primary TACACS+ Secret Key : *¥¥**
Secondary TACACS+ IP Address : 0.0.0.0
Secondary TACACS+ Port : 49

Secondary TACACS+ Secret Key : *¥¥*x*
ramcntrl(0)#

e authentication-type (386 N—=5)

® show authentication-mode (479 N—2°)
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authentication-type

abA—5 2—Y A5 VDRBES A T (BHEE—FD) ZRELET,

(378

FTIAIE

F&

386

authentication-type
authentication-type
authentication-type
authentication-type
authentication-type
authentication-type

local (default)

radius

primary-radius
secondary-radius

profile_name

no-primary-radius

no-secondary-radius

BEE—F

Cavy REFERAL.

local

radius

primary-radius <profile_name>
secondary-radius <profile_name>
no-primary-radius
no-secondary-radius}

A—AJ 3> ba—5H1—FREAERTLET, B2 TH
O—AILTHAHBE. A—HILOD guest T—HFDHFNEHIZHY
FT, YL IV BALTIONETITAETA BALT I LD
aY hrA—SENMERINET, O—HLLBTIAILET. Th
MNEET D&, RADIUS BREIAF = v I ShFET,

RADIUS 4 —/N\AR1—HBE£EE{TLFET ., RADIUS H—/\D
A—YHDOANEDZHYEST, v av BALTINETH
FA4ET4 B4 L 79 D RADIUS H—/N\ENERASIIET,
tyar 4 A L7 MEA RADIUS H—NIZHRES A TULVE
WEEEH., O bO—F5 vyl aYy B4 LTI MENFERESNE
9, RADIUS kR 5 &, O—AHIRBEEFz vy shEREA.
T754<1) RADIUS H—/\ O 77/ ILDLRIEIEELET,
AHLH 1) RADIUSH—/\ 7O T 7 IILDLRTEIEELET,
TS5a4<YERIFEALSFY RADIUS H—/ D TOT7AILEZT
ER

754 <) RADIUS $— R DRBEEERTLAVELSITLET.

tH %) RADIUS —/\DBEEERITLAEVELSITLET,

Web 21— "j-o):m. nl—tb\‘lf:f*)n%)iﬁflﬁélkm Li?- s nEé%? Té

121X, B—A)Tar btO—5%EH (local 318 ZEH ) T5h. T34V ELUVEHY



{52 Rl

A1) RADIUS H—/\%{E M (radius 5|15{%ER ) 95h. mAZEHEMA (local & radius) L
ij_o

radius 7 7> a3 VEFERT A58, TSATUDERL. £ T a>TrAUH ) OARIL
# & U RADIUS H—/X (profile_name BI#TIEE ) #FERALET, ChoDH—/DTA
774 IV, radius-profile AV 2 FTREICER SN TWLWARENHY FT,

radius 71_70:/3 :/E*E'Ed—%)i%é[is ELHIET%)J- -‘j- ID Z &(-s d— -'j-gl &/\X'j_ I‘
IV RO—5DIP 7 KLA%E, & RADIUS H—NIZHERT 2RELAHY T,

No-primary-radius-primary-radius & /= 1& no-secondary-radius 5l %A L C.
RADIUS H—/\EREERE | LE T,

ROATURE, O—H)L a2 bO—SRAERELET,
default(config)# authentication-mode local

ROARV F#EFERTHE. 7547U7ﬁ774»%t$iéht7547URMmm
H—I\BNEMZHEY, —HBIALERITINET,

default(config)# authentication-mode radius
default(config)# authentication-mode radius-profile
default(config)# authentication-mode primary-radius Primary

ROATU REFERATBEE. 7547 RADIUS H—Nn\AEELY, 1—HREEET
%ti( fd\ LJs Ell‘.\ﬁ[EéD_jJ)l’ :I/ FD_7(~ ﬁbi?o

default(config)# authentication-mode no-radius-profile
default(config)# authentication-mode local

ROAX R, TS534<) D UF ) DFBEEE— K% RADIUS [Z8%E L. RADIUS L —
gLy hERHBELET,

ramcntrl(0)# configure terminal

ramcntrl(0) (config)# authentication-mode global
ramcntrl(@)(config-auth-mode)# authentication-type radius
ramcntrl(0)(config-auth-mode)# primary-radiusprimary-
radius-ip primary-radius-port primary-radius-secret
ramcntrl(@)(config-auth-mode)# primary-radius-ip 172.18.1.3
ramcntrl(0)(config-auth-mode)# primary-radius-secret RadiusP
ramcntrl(0) (config-auth-mode)# secondary-radiussecondary-
radius-ip secondary-radius-port secondary-radius-secret
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8

(6-8)

Operator is the lowest authentication level and also the default.Operators
can see statistics and results but cannot make any configuration changes.
5

(3-5)

Admininstrators can also do general configuration changes, but cannot

upgrade APs or controllers, nor can they upgrade FortiWLC (SD) versions
using

Telnet.They cannot configure an NMS server, NTP server, change the system
password, date or time (all CLI).They cannot create local admins, a new
feature in release 4.1, nor can they set the authentication mode for a
controller (GUI and CLI).Administrators cannot add or remove licensing.

2

(0-2)

SuperUser admininstrators can perform all configurations on the
controller.

They are the only ones who can upgrade APs or controllers and they can
upgrade FortiWLC (SD) versions using Telnet.The can configure an NMS
server, NTP server, system password, date and time (all CLI).They can also

create other admins and set the authentication mode for a controller (GUI
and

CLI).Superuser [X. 54 U R%ZENM., BIKRTEET,

Radius Authentication
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ramcntrl(0)(config-auth-mode)# secondary-radius-ip 172.18.1.7
ramcntrl(0)(config-auth-mode)# secondary-radius-secret RadiusS
ramcntrl(0)(config-auth-mode)# exit

ramcntrl(0)(config)# exit

ramcntrl(0)# sh authentication-mode

Administrative User Management

AuthenticationType : radius

Primary RADIUS IP Address : 172.18.1.3

Primary RADIUS Port : 1812

Primary RADIUS Secret Key : ****x

Secondary RADIUS IP Address : 172.18.1.7



Secondary RADIUS Port : 1812

Secondary RADIUS Secret Key : *¥¥**
Primary TACACS+ IP Address : 0.0.0.0
Primary TACACS+ Port : 49

Primary TACACS+ Secret Key : *¥¥**
Secondary TACACS+ IP Address : 0.0.0.0
Secondary TACACS+ Port : 49

Secondary TACACS+ Secret Key : *¥¥x*x*
ramcntrl(0)#

o radius-profile (456 NX—=%)

® show authentication-mode (479 N—2°)

389



captive-portal

(378

TI4ILE

Rz

{5

390

I TT4 T R—BILBREEZEDILES,

captive-portal disabled
captive-portal webauth
no captive-portal

disabled Fro T4 T R—E L HEEEEMLET,
webauth v T7 40 R—4%)LT WebAuth ZFJIZLET,

tXa)F4 TOT7AILEE

X TTF4 T R—FIIIEEHZE>TWET,

COARVEREFEALT, EXaUT4 FOT7ANIZEFEZXTNYTF4T R—42 )L
Webauth ZF#IZLET, Fv TT4 T R—2ILBNEHTHDHEE. RT— 3% ESS
IZEEEF I BRIZ, 2—H(E WebAuth OV A > R—=D (X TF74 TR —42)L) IZFBEIL
ij—o

Fx 74T R—4A LT Webauth BRECHEH>TWEEIVSATU M RATF—2a VDR
SFEABEANTT I HETIE, HTTPS 78 k3L & Secure Socket Layer (SSL) [2& Y, B
BFEOTA L AV —F o o OMNEBREINET, RADIUS RBEEY—/N\IE, 22— 77U X
ERETDBNVIIURELTHEREINET, DHCP, ARP, & U DNS /347w k%<
JSATURDBDTRTDIS T4 v VIF. ZFUOEADBHFAShDETROy TEhzE
To TOERADHFASINBWNGEF, AT—avEFvy T740 T R—a2 L o@ins
CIFXTEFRBA, 7OEANRFAEND E, A—HFX N TTF4 T R—F I SBENT.,
WLAN AR EMNTEET,

v TF 4T R—FIILHEEEETESIZT BIZIX. no captive-portal ZF 7-[& captive-
portal disabled AL ET,

UTDavY Y REEETDE, EXa)T40 TRIT 74T WebAuth ¥ FF7 4 7 K—
AIDEMIZHEY £,

default# configure terminal
default(config)# security-profile web_auth



default(config-security)# captive-portal webauth
default(config-security)# radius-server primary main-auth
default(config-security)# exit

default(config)# exit

BEavY R e radius-server primary (458 ~N—=°)

® ssl-server radius-profile (499 N—=7)
® captive-portal-auth-method (392 X—<°)

391



captive-portal-auth-method

{5

392

BEE. IA—T ARy PR (T IAIL L)) Fl=FH—ER—F4 Va— 3005
BICERELET,

captive-portal-auth-method internal
captive-portal-auth-method external

BREE—F. EF¥2UT4 T—F

TH—T4FRy b FvTF0T R=4L

Tr—Ta4xv b XY TT4TR=F)L V)a—2avoRbYIlz, —FkR—F41 Y
Ja—2aVEFERATEES -2 L EAIERTE FH A Bradford, Avenda. CloudPath
BEDEMIET T, FortiWLC (SD) 4.1 I TEMET 2% ¥ TT7 4 T R—%2I)L V1) a—
SAVERBLTVES, RET5EFaUTas TAT7ALEFYTT4T R—2ILE
ED2MNFRIZ. U= FNR—=F A4 DX Y TT4 T R—=4)L V) a1—23 UERTTILEN
HYFET, CLI a7 K captive-portal-auth-method ZEHAL T, X2 )T« 70O
T7ANTH—RNN—FT 4 DX TT4 T R—=F) VY a1—2avzEFERATHLSERL
F9,CLI a7 K ssl-server captive-portal-external-URL ZERL T, ¥¥ TT«
T HR=BFLEFEETH—FR—TFT1DF ¥ TT4T R—2)L Y )a—2avEFERTI&
S5#RLET., £LT. a7 K change_mac_state T, ¥¥ F7 4 T R—2IL KRyI X
®DURL ZHELFT,

LUTOHITIE. RD2DODERVETTITAIET.CLITYH—FR—F DX~ TT47
R—RILERELET,

CLI 3<% > K captive-portal-auth-method #f#A L T. ¥a)T+4 JOT 7ML T
Y—FNR—TFT4DFxTT4 T R—2IL VY )a—2aVvEFERTHILIBRLET, =&
AlE. ROELSICADLET,

controllerl# configure terminal

controllerl(config)# security-profile CPExternal
controllerl(config-security)# captive-portal-auth-method

external internal

controllerl(config-security)# captive-portal-auth-method ?
<captivePortAuthMethod> Configure captive portal authentication method.
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.

external external
internal internal
controllerl(config-security)# captive-portal-auth-method external

CLI 3 < > K ssl-server captive-portal-external-URL ##HL T, ¥ 74 7
R—BILEBETH— =T DX¥TT4T R=FIL V) a—a EFERATHES5E
~L%EJT, FLT. 37> K change_mac_state T, ¥¥ T4 T R—2 )L Ry I XD
URLZBELET, =EZXIE. RDELSIZAALFET,

controllerl# configure terminal

controllerl(config)# ssl-server ca

captive-portal captive-portal-external-URL
controllerl(config)# ssl-server captive-portal-external-URL
controllerl(config)# exit

controllerl# change_mac_state ?

<ip-address> Enter the Client IP Address.

controllerl# change_mac_state 172.18.19.14 ?

off Web Auth mode off.

on Web Auth mode on.

controllerl# change_mac_state 172.18.19.14 on ?

<CR>

<filter-id> Enter the Filter Id.

controllerl# change_mac_state 172.18.19.14 on ftp_only
Configure a Radius Server for Captive Portal Authentication
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<CR>

controllerl# change_mac_state 172.18.19.14 on ftp_only
controllerl#

controllerlx# change_mac_state 172.18.19.14 ?

off Web Auth mode off.

on Web Auth mode on.

controllerl# change_mac_state 172.18.19.14 off ?

<CR>

<filter-id> Enter the Filter Id.

controllerl# change_mac_state 172.18.19.14 off

controllerl

change _mac _state (418 N—<5)
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cef

(378

T+

F&

394

BEARUE 24—y b OF U THEZRTELET,

cef server-ip<hostname> <port>
cef server-ip<IP address> <port>
cef server-ip<hostname>

cef server-ip<IP address>

cef enable

cef disable

hostname JE—F H—NDIP 7 KLREFIZHRR FE TS,

ip address

port BRT Y —/ A R— b TF, T4/ T, 514 AEAE
nFEY,

Fa—\LEE

BANT 74 FTT,

COIATVREFERAL.VATLOY Ay tE—CHERBEARVEN Jr—<y b OXUSIC
EfaL, ZBEIRTLOY 74—< v hOMth, ArcSight X 25 —N\NEDHEERMEE
-.j-rﬁ_ |\ L/gsé—o

COWEEZ AT BRI, AFX U IHEITIN D ArcSight H—/SDRRX B FEIEIP 7
FLREHRELFET,

LTFIZ, YRATFL AT Avte—CF I ATERARU M, BLUAVE—DICEENDE
HERLET,

SARTFL A Ayt—S% SRTL O AvtE—CRIZSRINDIER
FUATBARV
A L ADOBEEMIT MAC 7 FL X, SSID, AP &E., BSSID.
SFUVEALLREVT
1x FREEE 1T 1—HZ, MAC7KLRAR, BLU AP ES
1x BRI LK 1—H%. MAC7FLR, BLU AP EE



SARTFLRAY Ayt—S% SRTL O AytE—CRIZSRIN DR
FUATBARV

BT HLIIEESIATLS MAC7 FLAR.IP7FLR, 8&KU AP MAC
Qos B&UIT7ATF7o4—IL)L— TFELX

IZDOWTIE, *y bT—0 k35

T4 9D TEITINDETIavh

BRI FERIFERE SN,

A hO—SBEEA VA —T AR BALREVT IP7ERLR
ADFTRTDTHIER

RIE AP DRH 7IE BSSID. AP &S
a3y FO—SDEE BALRRETS

AP ZLb APES, 34 LRAVT
AP #2E) APEE A4 LRAVT

AV FA—SORED STy
Sav (YR, AL—T)

FTINARISRAARNUEMIDIEUTDOESY TY .

£S5 ARV b DeviceEventClassld
1 TA ¥ L AOBEM T T4 YL ROBESR T
2 1x FRREERAAT 802.1x FREEERT
3 1x BB EX 802.1x FREEREX
4 RETDHLIICEESNTLNS FYRT—=Y +FT49Y

Qos BLUVIT7ATIA—IL JL—
WIZDOWTIE, Ry kT—Y +35
T4 9 TEFTEINDETIay
NI EITERE SN,

5 AV hO—SBBAA—Tx4 a2 bO—F FHOER
AANDTRTDT IR
6 TIE AP D H IE AP &

395



=Rl

BAEavU R

396

&5 ARV b DeviceEventClassld

7 ay bO—S 0 aY FE—3 0O
8 AP 8 AP &8

9 AP =1t AP =1t

10 AV RA—SORED STy A bO—FREEER

L3V (TR, AL—T)

11 DI RTOAT AvtE—2 BEDIA—T4FY b ARV E

Rk, cef AF YT H—/3% 192.18.100.100 [ZFRE L. cef ZHMIZLET,

default(config)# cef server-ip 192.168.100.100 255.255.255.0
default(config)# cef enable

ROBFIE, CEFAFXF LT AT avERRL, 61T, BED CEF REEZRTLET,

WiFi3e# configure terminal
WiFi36(config)# cef ?

disable Disables Common Event Format Logging Feature.
enable Enables Common Event Format Logging Feature.
server-ip Enter Server Details

WiFi36(config)# exit

WiFi36#

WiFi36# show cef

CEF Logging is disabled

CEF Logging Host is not configured
WiFi36#

show cef (480 X—2°)



certmgmt delete-ca

3> bO—35 Trusted Root CA SFEAZ ZHIBR L E T,

1%5( certmgmt delete-ca <cert-alias>
cert-alias Web Ul Z{ER L TERENFEIBAE T A U 7 ADERITY,
= #$4€ EXEC
E—F
TIAIE L
A& certmgmt delete-ca A< KZ{HAL. Trusted Root CA sIBAZE % 3> FO—S5 DA

EYRSFUMSHIBRLET,

SEBAZE(X. Web Ul ZFAL TOAMERE LU bO—5ADA Vi R— FFEETT .
Trusted Root CA FIBAZ(X., EHEOH A Y — K /IA\—FT A DIERETY, AAEEHKR—
FEBEEDISAT U REREY—NN YT I 7IE, EEDEITS Root CA SIBAE
FRFLET, CNOD CAIHAERK. VI MYz 7AMMD EDRAZELRIITE SN E
RELET, YVIZ b+ 7IlE, a2 O—5® Trusted Root CA SIBAZE YR K IZH
HBCAMSHL 1 DARITLI-IEHEDHZRIELET,

=B KOAT Y K, cal &LNS5LFTD Trusted Root CA SEFAZZHIBRLET .

controller# certmgmt delete-ca cal
controllert

BEaT KR e certmgmt delete-csr (399 N—2°)
® certmgmt delete-server (400 N—<°)
® certmgmt export-ca (402 N—2°)
® certmgmt export-csr (404 N—=5)
e certmgmt export-server (406 N—2°)
e certmgmt list-ca (408 N—<°)
o certmgmt list-csr (410 X—=°)
e certmgmt list-server (411 N—<2)

e certmgmt view-ca (413 NX—2°)

397



® certmgmt view-csr (415 N—5)
® certmgmt view-server (416 X—<°)

® change mac state (418 N—<5)

398



certmgmt delete-csr

(378

iU
| d
.\l

T

T+

{5

.

REHOFEAEEZELEK (CSR) ZHIBRLET,

certmgmt delete-csr <cert-alias>

cert-alias Web Ul #fFHA L TERSNIZEIRAZI () 7 ADARITT,

154E EXEC

certmgmt delete-csr IY 2 RZFEAL., Web Ul ZFAL TERSN=-RERDEHE
ELER (CSR) ZHIBRLET, REHD CSR [F. BEAB L UELFHIHAZMBDI=HIC
CAIZEESNE=T7AILTY, BERFHDIMAZTNRSNSFTIE. CSRORAT—E RI(F
REBFELHGINET,

RDAT 2 FIE, cal EVSRRDFEAENREH CSR ZHIBRLFET

controller# certmgmt delete-csr cal
controller#

® certmgmt delete-ca (397 N—=5)

e certmgmt delete-server (400 N—=°)
® certmgmt export-ca (402 X—<°)

® certmgmt export-csr (404 NX—=5)

® certmgmt export-server (406 X—=7)
o certmgmt list-ca (408 X—=°)

e certmgmt list-csr (410 N—=5)

o certmgmt list-server (411 X—2>)

® certmgmt view-ca (413 N—<)

o certmgmt view-csr (415 N—2°)

e certmgmt view-server (416 X—2°)

® change mac_state (418 N—2)

399



certmgmt delete-server

arbo—35 Y—/GIRAEZHIRLEY .

B certmgmt delete-server <cert-alias>
cert-alias Web Ul ZEA L TR SNI=GIAZ T A ) 7 ADARI T,
= 51 EXEC
E—F
TIANE L
A& certmgmt delete-server X Y FHEFERAL., Y—/\fIAZ %> FO—SDIEHEU R

CSrYUNLHEIBRLET, COCLI avY RTH—/NIRAZEZEIBRTESEITAN, —/N\iIHE
DERETY FO—5ADA UR— k&, Web Ul DS DHFRET T,

H—/NEEAEIE. PKI BRIOEOICELLT T r—2 3 S THEASATOET, +—/ i
PEOL—HIE, T5AA— b $—BLUIREBEREERT 5 TOLREMELET . ©
DIEREERFEEL DT CARA SEESIhET, CA NIREBEREMET 5 L. I8
£FaY FO—SOMRAE KRS FUISRESNET,

£ A5 ROATY FRIE, sc1 EVWSABOY—/\GERHEZHIBRLET,

controller# certmgmt delete-server scl
controller#

BEEaTUF e certmgmt delete-ca (397 N—=°)
e certmgmt delete-csr (399 N—<5)
® certmgmt export-ca (402 N—2°)
® certmgmt export-csr (404 N—<5)
® certmgmt export-server (406 N—2°)
e certmgmt list-ca (408 N—=°)
o certmgmt list-csr (410 X—=°)

e certmgmt list-server (411 N—<2)

400



certmgmt view-ca (413 N—<°)
certmgmt view-csr (415 NX—<°)
certmgmt view-server (416 N—=5)
change _mac_state (418 N—2°)
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certmgmt export-ca
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402
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.

REh@ay O—3F Trusted Root CA sFBAZ 4T AAHR— FLET,

certmgmt export-ca <cert-alias>

cert-alias Web Ul #EH L THERSNFIBAZEIT A ) 7P ADARI T,

5 EXEC

certmgmt export-ca IV RKE{EMA L. Trusted Root CA SEBAZ A1 FO—S5MDIEAE
YRS FUDSRDBRANET Y RR—FLET,

SEAZE(E. Web Ul ZFERALTOAMERB LIV FA—5~ADA iR— A AEET T,

Trusted Root CA SEFAZ (. EHEDH DY — K N—FT 1 DIEAE T, SIPAEE Y HR— T
BEEDYVSAT U MERITH—/IN YT T, EEDE(TS Root CA SFEAZE RS
LET. CMOD CABAZER. VI Oz 7HAMDO EDIAZELRIETEEIMNERELE
3, VI kO 7IE. a2 rA—50 Trusted Root CASFEAZ YRS FJIZHB CADS B
1 DOMNEITLI-IAZDAZRALET, COCLI Oy FTH—/N\GIAEZEZ T AKR—k
TEFETH, Y—NEHAED Y FO—F~DA VR— kL, Web Ul ™S DHETEET T,

RDAT 2 KIE. cal £ULVS5LHTD Trusted Root CA SFBAZEZ T XAR—FLET,

controller# certmgmt export-ca cal
controller#

® certmgmt delete-ca (397 N—=5)

® certmgmt delete-csr (399 N—<)

® certmgmt delete-server (400 N—<°)
® certmgmt export-csr (404 X—<5)

e certmgmt export-server (406 NX—2>)
o certmgmt list-ca (408 X—<°)

o certmgmt list-csr (410 N—=5)



certmgmt list-server (411 N—<>)
certmgmt view-ca (413 X—2°)
certmgmt view-csr (415 N—5)
certmgmt view-server (416 N—2°)

change _mac_state (418 N—<5)
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certmgmt export-csr
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BEavY R

404

REPDIAAZELER (CSR) TV RAKR—FLFET,

certmgmt export-csr <cert-alias>

cert-alias Web Ul #fEH L THERSN-FIBAZEIT A ) T ADARI T,

5 EXEC

mL

certmgmt export-csr I REFERAL. REHD CSR ZRDEFRICTY RAR—FLE
T ABAEE . Web Ul AL TOAERB LTI bO—5~AD A UR— FAHEEETY,

REHD CSR . BEZH L UVBRFAMAEMBENI=OIC CAITEFEENT7ALTY,
ELRBRADIAENREINDSETIE. CSRORT—RRFREBPILEEALINFET,

ROAT2RIE, cal EVWSRHFD CSREZTVRR—KLET,

controller# certmgmt export-csr cal

controller#

o certmgmt delete-ca (397 NX—<°)

® certmgmt delete-csr (399 N—P)

® certmgmt delete-server (400 N—=°)
e certmgmt export-ca (402 NX—2P)

® certmgmt export-server (406 X—2°)
e certmgmt list-ca (408 N—<°)

o certmgmt list-csr (410 X—<°)

o certmgmt list-server (411 N—<2)

® certmgmt view-ca (413 X—2°)

® certmgmt view-csr (415 N—5)

® certmgmt view-server (416 X—<°)



® change mac state (418 N—<5)
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certmgmt export-server

A bA—F Y—N\EHEEZIVRAR—FLET,

1%5( certmgmt export-server <cert-alias>
cert-alias Web Ul ZFEA L THERSNI-EIAETA U 7 ADZHITY .
= 51 EXEC
E—F
TIAIE L
A& certmgmt export-server Y REMERAL. —/\FIHEZZ# 3> FO—SOFHEZ YK

CRUDDBDBFARAET Y RR—FLETS,

H—/EEBAEIL, Web Ul ZERAL TOMMERE LU FA—5ADA ViR— ROV EEET
-a—o

Y—/\FEEHE(E. PKI BHIO-OIZHAGET TUr—2a v TERASATOET, H—/
BAEDNI—HIFE. T3/ R—F F—BLVHAZTEREFRT S TO LR ZMIMLET . =
DIEAZEERIERZDT=®H CARA ITEESNFET, CAMNIAZERENET H &, LA
EFarvbo—5niAEIRD FIITRESNET,

= B ROAT Y FIE, sc1 EVWSEROY—/NEHEEZT I AR—FLET,

controller# certmgmt export-server scl
controller#

BEEavTYR e certmgmt delete-ca (397 N—=)
® certmgmt delete-csr (399 N—2°)
® certmgmt delete-server (400 X—2°)
® certmgmt export-ca (402 N—2°)
® certmgmt export-csr (404 N—=5)
o certmgmt list-ca (408 X—=°)
e certmgmt list-csr (410 N—=5)

406



certmgmt list-server (411 N—<>)
certmgmt view-ca (413 X—2°)
certmgmt view-csr (415 N—5)
certmgmt view-server (416 N—2°)

change _mac_state (418 N—<5)

407



certmgmt list-ca
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{52 Rl

BAEavU R

408

3> kA—35® Trusted Root CA SFEAZEZ#—&BRRLET,

certmgmt list-ca

51 EXEC

certmgmt list-ca <> KA L. Trusted Root CA sIBAZ %> FO—SDIEHEEY
RO FJIZ—EBRRLET,

SEBAEX. Web Ul ZFERA L TOAMERE LV bA—5ADA VR— FAERET T,

Trusted Root CA SEBAZ (L., EEEDH D — K NN—F 4 DIIAETY, SIAEEHHR— T
BEEDY AT MERITH—/IN YT T, EEDE(TS Root CA SFEAZE &S
LET, ChHD CASEHAZIX. VI Iz 7AMD EDIRAEZRIITEEINERELE
T, VI rHz7IE, a2 bO—5® Trusted Root CASERAZ RS FJIZHB CADS B
1 DOMNRITLIZEIAZE DA R LET,

RDOa7 2 KiE, Trusted Root CA SFBAZZ —ERTLET,

controller# certmgmt list-ca

Trusted Root CA Certificates

o certmgmt delete-ca (397 N—2°)

e certmgmt delete-csr (399 N—<5)

® certmgmt delete-server (400 N—=°)
® certmgmt export-ca (402 N—<°)

® certmgmt export-csr (404 N—2°)

® certmgmt export-server (406 X—=7)
o certmgmt list-csr (410 N—2°)

e certmgmt list-server (411 X—<2)



certmgmt view-ca (413 N—<°)
certmgmt view-csr (415 NX—<°)
certmgmt view-server (416 N—=5)
change _mac_state (418 N—2°)
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certmgmt list-csr
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410

REPDOEAZEELER (CSR) Z—ERTLEY,

certmgmt list-csr

44 EXEC

certmgmt list-csr AT RZEFEAL. REHTD CSR 2—EBRRLFT ., SEAEE. Web
U ZFERLTOAMERE LUy FA—5ADA ViR— FAEEETY,

REHD CSR X . BAB L UVERFHEAETMFD=HIC CAISEEFESN=T7AILTY,
ELRBRADIAENREINDSETIE. CSRORT—RRFREBEPILEEALINET,

ROAT2RIE, cal EVWSRHFD CSREZTVRR—KLET,

controller# certmgmt list-csr
Pending CSRs

e certmgmt delete-ca (397 N—2°)

e certmgmt delete-csr (399 N—<5)

o certmgmt delete-server (400 N—=)
® certmgmt export-ca (402 N—<°)

® certmgmt export-csr (404 N—°)

o certmgmt export-server (406 X—=7)
o certmgmt list-ca (408 X—2°)

e certmgmt list-server (411 X—<2)

e certmgmt view-ca (413 N—2°)

e certmgmt view-csr (415 N—<)

o certmgmt view-server (416 ~X—=°)

® change mac state (418 N—<5)



certmgmt list-server

(378
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R

{52 Rl

BEavY R

A bO—50Y—/\GEREEZ-ERTLET,

certmgmt list-server

%1€ EXEC

mL

certmgmt list-server ATV FZFEALT, IV FAO—ZOEHEY RS FJADI Y
FA—5DOH—/\GIBAZE (GUI THEREN, 1 VR—rEhiz3 0 ) E—ERTLET,

H—/\GEHERL. PKI BHOEOICKRALT TV r—2a v THEASATVWET, —/N\EE
BAEDNI—HIF, T3/ XN—F F—BIVHAZTEREERT S TO R ZMIBLET. C
DIEFAEBEREEZEZ D= CARA ITEESNFET ., CAMNIAEERENET S &, ilHA
BEFarvbO—5nEAEFEIYRD FIITREFESNET,

ROARYKRIE, oy bO—SOY—/N\IAZE2—EXRELZET,

controller# certmgmt list-server

Server Certificates

o certmgmt delete-ca (397 X—<°)

® certmgmt delete-csr (399 N—2)

e certmgmt delete-server (400 N—=°)
e certmgmt export-ca (402 X—2°)

® certmgmt export-csr (404 X—<5)

e certmgmt export-server (406 NX—=>)
o certmgmt list-ca (408 X—<°)

® certmgmt list-csr (410 N—=5)

® certmgmt view-ca (413 X—2°)

® certmgmt view-csr (415 N—5)

411



o certmgmt view-server (416 X—=5)

® change mac state (418 N—2)
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certmgmt view-ca

3> kO—3 Trusted Root CA SFFAZ R RLET,

B certmgmt view-ca <cert-alias>
cert-alias Web Ul £ L TR ENI-GEAZ T A ) 7 ADARITY,
= ¥4 EXEC
E—F
TIAIE L
A& certmgmt view-ca IV F#E{HERAL. Trusted Root CA SEBAZMHMERTLET, 1A

[Z2Web Ul 2R L THAEZER LY bO—F(24 ViR— F T 2REAHY FT,

Trusted Root CA SEBRZ (L. SN HSH— K N—T 4 DIIAETT, SIAEFHYHR— T
BEBEDI AT MERIEY—IN VYT b TIE, EEDETS Root CA SEBAZE %R
LET. oD CASEBAZIEE., VI Iz 7D EDIREZRATEINERELE
T, YT rHT7IE. a2 FO—5® Trusted Root CASEFAEZ YRS FJIZHD CADS B
1 DMNEITLIZEIAZ DA R LET,

£ 61 RDOAT Y RIE, cal &LVS&FTD Trusted Root CA SEFREZ %R T LET,

controller# certmgmt view-ca cal

BEEavY R o certmgmt delete-ca (397 N—=)
e certmgmt delete-csr (399 N—2°)
e certmgmt delete-server (400 X—=°)
® certmgmt export-ca (402 N—2°)
® certmgmt export-csr (404 N—=5)
e certmgmt export-server (406 N—=°)
e certmgmt list-ca (408 N—<°)
o certmgmt list-csr (410 X—=°)
e certmgmt list-server (411 N—<2)

e certmgmt view-csr (415 N—2°)

413



o certmgmt view-server (416 X—=5)

® change mac state (418 N—2)

414



certmgmt view-csr

(378
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REBHOFEAEEZELEK (CSR) ERTLET,

certmgmt view-csr <cert-alias>

cert-alias Web Ul A L THERSN-FIBAZEIT A ) 7T ADARITT,

154E EXEC

certmgmt view-csr IX Y RZEMEAL. Web Ul 2R L TERSIN-FEH 0 SIHEE
BER (CSR) DFMERRLET, REFD CSR F. BEEB L UEBRBFAHIHEMENT=
BDIZCAIZEESNE=T7ALTY ., BLFADAAENRSNSETIE. CSRORT—
BRGREBPIEEALEINETS,

RDAT 2 FIE, cal EVSRBIDFEAENREH CSR ZRRLFET,

controller# certmgmt view-csr cal
controller#

certmgmt delete-ca (397 N—<°)

e certmgmt delete-csr (399 N—2°)

e certmgmt delete-server (400 X—=°)
® certmgmt export-ca (402 N—2°)

® certmgmt export-csr (404 N—=5)

e certmgmt export-server (406 N—2°)
e certmgmt list-ca (408 N—<°)

o certmgmt list-csr (410 X—=°)

e certmgmt list-server (411 N—<2)

e certmgmt view-ca (413 NX—2°)

e certmgmt view-server (416 X—2°)

® change mac_state (418 N—2)

415



certmgmt view-server

arho—35 Y—/GIRAEERTLEY.

B certmgmt view-server <cert-alias>
cert-alias Web Ul £ L TR ENI-GEAZ T A ) 7 ADARITY,
= 51 EXEC
E—F
TIAIE L
Jz2pd certmgmt view-server XYY RZFERAL., a2 FA—SDIEHAEY RS FJRDOH—N

FSERREZRTLEY,

H—/EEBAEIL, Web Ul ZERAL TOMMERE LU FA—5ADA ViR— RO EEET
ER

Y—/FEEHE(E. PKI BHD=OIZHAGET TUr—2a v TERASATVET, H—/ Gt
BAEDNI—HIF. T3/ R—F F—BLVHAZTEREFRT S TO LR ZMIBLET . =
DIEAZERIERZDT=®H CARA ITEESNFT, CAMNIAZERENET S &, LA
EFarvbo—50iATIRD FIITRESNET,

= B RDOAT Y FIE, sc1 E&FITFoN=H—N\IBHEERFLET,

controller# certmgmt view-server scl
controller#

BEEavTYR e certmgmt delete-ca (397 N—=)
® certmgmt delete-csr (399 N—2°)
® certmgmt delete-server (400 X—2°)
® certmgmt export-ca (402 N—2°)
® certmgmt export-csr (404 N—=5)
® certmgmt export-server (406 N—2°)
e certmgmt list-ca (408 N—<°)

416



certmgmt list-csr (410 NX—5)
certmgmt list-server (411 X—<5)
certmgmt view-ca (413 N—<°)
certmgmt view-csr (415 N—2°)

change _mac_state (418 N—<5)

417



change _mac_state

{5

418

captive-portal-auth-method LT 2L T H—FR—F 1 DF v TT4 T RK—4)L vV
J)a—23 O URL £ERLET,

change_mac_state <IP address> on <filter ID>
change_mac_state <IP address> off

HEE—F, £Xa T4 E—F

TH—T4FRy b FvTF4T R=4L

T—Ta42xv b XY TT4TR=F)L V)a—2avoRbYlz, —FkR—F4 Y
Ja—2aVEFERATEES 2 L EAIERTE FH A Bradford, Avenda. CloudPath
BEDEMIET T, FortiWwLC (SD) 4.1 IETEMET 2F ¥ TT7 4 T R—AI)L V1) a—
SAVERBLTVES, RET5EXaUTas TJAIT7ALEFYTT4T R—FILE
ED2MNFRIZ. U= FNR—TF A4 DX Y TT4 T R—=4)L V11— 3 UERTTILEN
HYFET, CLI a7 K captive-portal-auth-method ZEHAL T, X2 )T« 70O
T7ANTH—RNN—FT 4 DX TT4 T R—=F) VY a1—2avEFERATHLSERL
F9,CLI a7 K ssl-server captive-portal-external-URL ZERL T, ¥¥ TT«
T HR=BLEFEETH—FR—TFT1DF ¥ TT4T R—2)L Y )a—2avEFERT L&
S5#RLET., £LT. a7 K change_mac_state T, ¥¥ F7 4 T R—2IL KRyI X
®DURL ZHELFT,

UTOHITIE. RD2DODERVETTITAIET.CLITYH—FR—F1sDF¥TT47
R—RILERELET,

CLI 2<% > K captive-portal-auth-method #f#RA L T. %27« JOT74A4)LT
Y—FNR—TFT4DFxTT4 T R—FIL VY )a—2aVEFERTHILIBRLET, =&
AlE. ROELSICADLET,

controllerl# configure terminal

controllerl(config)# security-profile CPExternal
controllerl(config-security)# captive-portal-auth-method

external internal

controllerl(config-security)# captive-portal-auth-method ?
<captivePortAuthMethod> Configure captive portal authentication method.
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external external
internal internal
controllerl(config-security)# captive-portal-auth-method external

CLI 3 < > K ssl-server captive-portal-external-URL ##HL T, ¥ 74 7
R—BILEBETH— =T DX¥TT4T R=FIL V) a—a EFERATHES5E
~LZET, #FL T, 37> K change_mac_state T, ¥ TF7 4 T RK—FIL Ky I AD
URLZBELET, =EZXIE. RDELSIZAALFET,

controllerl# configure terminal

controllerl(config)# ssl-server ca

captive-portal captive-portal-external-URL
controllerl(config)# ssl-server captive-portal-external-URL
controllerl(config)# exit

controllerl# change_mac_state ?

<ip-address> Enter the Client IP Address.

controllerl# change_mac_state 172.18.19.14 ?

off Web Auth mode off.

on Web Auth mode on.

controllerl# change_mac_state 172.18.19.14 on ?

<CR>

<filter-id> Enter the Filter Id.

controllerl# change_mac_state 172.18.19.14 on ftp_only
Configure a Radius Server for Captive Portal Authentication
© 2010 Fortinet, Inc. Captive Portals for Temporary Users 169
4.1 Beta

<CR>

controllerl# change_mac_state 172.18.19.14 on ftp_only
controllerl#

controllerlx# change_mac_state 172.18.19.14 ?

off Web Auth mode off.

on Web Auth mode on.

controllerl# change_mac_state 172.18.19.14 off ?

<CR>

<filter-id> Enter the Filter Id.

controllerl# change_mac_state 172.18.19.14 off

controllerl

captive-portal-auth-method (392 X—2°)

419



clear certificates
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420

REIYYTOHOPEMBEUPFXEIEBRZ D 7 A ILZHIBRLET .

clear certificates

51 EXEC

clear certificates AV Y FEFERAL T ERAINTLEL pem 8LV pix FEBAE T 7
AIVEHIBRLET. Chidld, Web Ul ZFERLTURATAISS VR— FENTGERED 7
AIWTIA, 7TV r—avIZZFEREIY S TOATOWERA,

DAY FE, ERENTOLEVEREZIRTIUTLET,

controller# clear certificates

certmgmt delete-server (400 N—=°)



description
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RADIUS 7R 77 AL H—/IZDWTHBELET,

description <text>

text RADIUS 7O 774 )L H—NIZDOWTHBALET, SAXDOXFH
[FRAT 128 XFTT, ZESFIAFCHATAALETAERY F
HA,

RADIUS 7077 A JLERE

ARV EEFERAL.RADIUS A7 7ML EHRBAT DIEREZEELET, RBANEZE
SR CHATAALEYT, FRAMELAXFHIIHEKT 128 XFTY, show radius-
profile AX Y F&#TA T 7 A L5 IHE—EIERL CRBAZRTLET,

controller(config-radius)# description
“This server is located on the Second floor of building G in the NW server
area.”

controller(config-radius)# do show radius-profile RAD1
RADIUS Profile Table

RADIUS Profile Name :RAD1

Description :This server is located on the Second floor of
building G in the NW server area.

RADIUS IP :192.168.100.1

RADIUS Secret Halalalolo

RADIUS Port 11812

RADIUS VLAN Name

MAC Address Delimiter :none

Password Type : shared-secret

® radius-profile (456 NX—2°)

® show radius-profile (483 NX—°)

421



encryption-modes ccmp

{52 Rl

422

tXa)F4 TJOT7AILDEEXRL—FELTCCMP 2% ELET .

encryption-modes ccmp
no encryption-modes ccmp

tXa)F4 TOT7AILEE

BSERESNTLEREA,

ARV EEFALT.WPA2 X)) T4 T 74 ILDEESERX A — k% CCMP (2§

EFLFEFT, CCMP [E, WPA2 SFRE CHER SN LIESLIZETT,

UTDaTURIZkY., BEIEE— RN CCMP [CERESNET,
controller(config-security)# encryption-modes ccmp

controller(config-security)#

® 8021x-network-initiation (363 NX—27)
® radius-profile (456 X—2°)



encryption-modes ccmp-tkip

{52 Rl

BAEavU R

tXa)Tq4 TOT7AILDEERAA—FELTCCMP LU TKIP #RELET,

encryption-modes ccmp-tkip
no encryption-modes ccmp-tkip

tXa)F4 TOT7AIEE

BSEIRESNTHERA,

CDaATUREFEALT. CCMP BLUV TKIP Ol AZEEILHRET S &IZLY . EXa
JF4 7OT74I)LTHO WPA LU WPA2 EfEDEER A —+E2EX2 )T 70O
TJ7A4ILAICEELET,

UTOaTY RIZ&Y, BEEILE— FA CCMP/TKIP ISRESNET,
controller(config-security)# encryption-modes ccmp-tkip

controller(config-security)#

® 8021x-network-initiation (363 ~N—=°)
® encryption-modes ccmp (422 X—2P)
® encryption-modes tkip (424 N—2°)
o radius-profile (456 NX—<%)

423



encryption-modes tkip

fs2 FR I

BHEavY R

424

tXxa)TFq4 TOT7AILDBEERASLA—FELTTKIP Z2RELET,

encryption-modes tkip
no encryption-modes tkip

tXa)F4 TOT7AILEE

FRESNATVEEA,

Temporal Key Integrity Check (TKIP) Dt ¥ a5« 7O 7 A ILADESR A — 2% TE
FTHEHIT. ZOATY FEFERALET . WEP OifE5EH Z#2ET 5126 D Wi-Fi Protection
Access (WPA) V1) 2—>3vDO—RE LT, TKIP Tl BEIEF—DH A XDERS N,
FRTI2F—OHEMNEMLTVET, Fl-. A vE—COEBEMF I v IBBLERINT
WETTAVLR T2 REDE-DIZRET HIVELAH S WPADZEDHD YY) 12— 3
VELT, 7R avrO—)LE 802X IZKYREEATWEAF—O—F— 30N
HYFET, INE ZEOMERIE IO FaLdA TOVWThhEHFERALET (8021X £y
k7w FIZ DU T radius-profile #58 ),

TKIP [£.128 Ew D F—& 64 E v +D Initialization Vector (IV) #EHT 5 LA ¥ 2 DO
SEFILIYXLTT, TKIP[F, RC4A 7T ALZRHF—&—#ICERL T, BEL
TERAMEERLES ., dMF—I1F, TFR FOBEEILERRIZER SN, 802.1X EAP v
Ja1—2aviEEINTWEEBEIE, AP FEEA—FDRATF—2 3 VICEHMIZEET
EFET, TKIP TlE, AvE—CEEHF vy (MIC) BMERSN, /7y bOBEREDIZE
BEINTWEWI ELNERINET,

UTOavU RIZ&Y, BEIEE—FNTKIP ICEESINET,
controller(config-security)# encryption-modes tkip

controller(config-security)#

® 8021x-network-initiation (363 NX—2°)
o radius-profile (456 NX—=%)



encryption-modes wepl28

tXxal)Tq TOT7AILDEERA—rE LT WEP-128 25%ELZE T,

1%5( encryption-modes wep128
no encryption-modes wep128

=k tXxal)F4 TOTFAILEE

E—F

TI+IE BERA— FERESNTLER A,

A& CHOATUREFEALT. EX2UT 4 TOT7AIILDIEER A — kT WEP-128 (WEP2

EHEENET ) 2FEATDHESITLET, WEP-128 [, 104 Ev hF—& 24 Ew bD
Initialization Vector (IV) R 5 L4 ¥ 2 lESL7I/ILT) XL T, WEP2 [, RC4 7L
TV AXLERAHF—E—#HIHEALT. BEELTFRAMEERLFET ., AF—ETFFR b+
DEBILLBHRDOIOHICFERSINET, BEBERINFETHS. AP FEa1—Y RT7— 3
VICFHTEREINET. EHlIhzF—I1L. EBENT—2LFITIETHEHAINET,
Ff. 802X FORaLEHFERALT, BFMNICF—%4ERT S WEP KU E S 5T+
75 B WEP] REBICTS5&5(1CEFa)Ta TOT7ALERETEET,

= A1 LTOaTY RIZkY., BELE— KA WEP-128 IZBEESNFET,

controller(config-security)# encryption-modes wep128
controller(config-security)#

BEavT VR e 8021x-network-initiation (363 N—=°)
® allowed-I2-modes (375 NX—2°)
® cncryption-modes wep64 (426 N—°)
o rekey period (461 X—=5)
e static-wep key (502 N—=5)

425



encryption-modes wep64

tXxa)TFq4 TOT7AILDEBEERAA—rE LT WEP-64 R ELET,

1%5( encryption-modes wep64
no encryption-modes wep64

avY R tXa)F4 TATFAILEE

F—F

FTIXIE EERA— MIREFSNTOEE A

avy N COAT U REFERTAE. EXaUTo TAT7AILDEER A — F T, WEP-128 &V

T—F PEESILLARILANENT A —LTHS WEP-64 ZFHTEHLIICHESNET ., WEP-64
(WEP E£1=1Z WEP40 & 1 IE[ENFET ) (.40 Ew FF—& 24 E v b D Initialization Vector
(IV) #ERT ALY 2BELTILTY XLTTWEP [FRC4 7T Y XLERTF—%
FRALT. BEIESN=TEFRMEERLET, AHF—IETFR FOBESEEETZD=OH
IZERINET, BFERINETA, AP FLIFI—H XF—23 VICEHTERIESH
F9, EREINF—(F. BEENF—Z2LEFIHFETHERASINEFIT., £, 802.1X A
FaLEHFERALT, BBMICTF—ZF4E/KT S, WEP KUY HE5ICEF2 7% 8 WEP)
BEICTALSI2EFxa)Ts JOT7AILERETCEET ..

= B LTOavY RIZkY, BBEILE— KA WEP-64 IZREINET,

controller(config-security)# encryption-modes wep64
controller(config-security)#

BEavT VR e 8021x-network-initiation (363 N—=°)
® allowed-I2-modes (375 NX—2°)
® encryption-modes wep128 (425 X—P)
o rekey period (461 X—=5)
e static-wep key (502 N—=5)

426



firewall-capability

(378

TIHILE

Rz

{5

BHEavY R

Selects the configuration source for per-user firewall.

firewall-capability configured
firewall-capability none
firewall-capability radius-configured

txal)F4 JOTFAILEE

D747 94— ILHEEEX none [CRESNTWVET,

A—HTEDITF7ATI4+—ILTIE, A—FICEAEFFTONATWE I 74T o94—IL 25
ICERASNBRYS—FHELLT, bS5 7490 FRY TEREEHFATEIEIZKY,
A—HYTEDRY NIV DEREEFRIHLET . Aa—FTEDT7A T oA —ILDYR—
k. RADIUS %R filter-id B, Ef-[E1—HMNESS 7OT 7/ IILEBEED—EELT
SRTET B firewall filter-id 185 A —A ZHECLTRESIET,

RADIUS #RW=a—HTED 774 7 74— ILDIFEIZ(X. Access-Accept ( 79 R EF
A)AYE—UD—EE L TREINS fiter-id BlEIX. 72747 0+—IL 25 ELTHEAS
e SOIT7A4T7 04— BTIZRESNTWE I 74T IA—)L R o—%@ERAT S
ET, 7OV aVvhERTENET,

RADIUS SREMNHZLMEEIZIE, ESS 7O T 7 A IILTHRESNTWE I 74T o4+—IL 25
7OV AVDERICERATEET . COBA. RESNTWDE I 74T 24+—IL KR I—
FEALET, HDHESS THT7AIILICEHRELTLDITRTOI—HFIZIE, COTBT7
ANIZERESNTWIDERLI7ATo4+—IL 2 THEIYHTOENET,

ROARVKRIE, 774 T4+ —ILEEZE RADIUS H—/\EIZERELE T,

meru-wifi # configure terminal
meru-wifi (config)# security-profile web_auth
meru-wifi(config-security)# firewall-capability radius-configured

o firewall-filter-id (428 ~N—2°)

® show security-profile (485 N—=°)

427



firewall-filter-id

ZMav K4 Quality of Service A7 ¥ FICEA SN, TOEICHEAMNEHSIATHET,
firewall-filter-id (704 N—2°) 5B L TL &L,

428



firewall-filter-id-flow

Zmav K4 Quality of Service a7 ¥ FICERA SN, TOEICHEANEHIATHET,
firewall-filter-id-flow (706 N—=°) #SB L TL Z&LY,

429



group-rekey interval

(378
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430

wpa/802.1x 7AT7 7 A JLiF, F— A—T—>a VB THIGEDHERELET,

group-rekey interval <n>
no group-rekey interval

n BRI SFETONE, HMAEEHILX 0 ~ 65535 TY,

tXa)F4 TOT7AILEE

TIAILEELTEOICERESNET,

wpa/802.1x FA 77 AL (F— B—TFT—2a VAN THIHENH ) #HWHTRELE
_a—o

EIHITTBICIE, AT FDno J4—LEFERALET,

ROFITIE, WPA TOT7A)LISH LTI L—TX—EHFOMRE 120 ISRELFET,

rao36vcell# configure terminal

rao36vcell(config)# security-profile kddi
rao36vcell(config-security)# allowed-12-modes wpa
rao36vcell(config-security)# encryption-modes tkip
rao36vcell(config-security)# radius-server primary IAS
rao36vcell(config-security)# key-rotation enabled
rao3é6vcell(config-security)# group-rekey interval 120
rao36vcell(config-security)# exit

rao3é6vcell(config)# exit

® security-profile (469 X—=°)

® 8021x-network-initiation (363 N—<°)
® allowed-I2-modes (375 NX—2°)

® encryption-modes tkip (424 N—°)
® psk key (454 X—2°)

® show security-profile (485 N—2°)



import
COaAT U FREELESN, 40 V) —XTIEHERATELGCGYEL, UHEIE, Z0a<vy

FEERALT, SCPBHTUYE—F YA b SEFa )T AHBAELSA VR—FLTWE
Lfzo SEFAED A UR— FEBEEITIE, GUI ZFEAL TS,

431



ip-address
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432

RADIUS 7A 774 ILELTHRESN TSI —/NDIP 7 FLAZHRELET,

ip-address <address>

address RADIUS 7O 77 A ILELTRESNA TR Y —1DIP T
KLATY,

RADIUS #—/N AT 7 A/ LREE— K

TL

ZMaX 2 RIE, RADIUS 7R 7A LICRESNTWVWSH—/DIP 7 RLAFHRELE
’9’0 RADIUS #—/\[&, 802AXWLAN EXa U F 4 DEEaAVR—RV FTHY., 7O €
ANVRMEFzVvI LTCA—YVERIMTHLT, TV EREBFRBELET,

T734%) Y—N\HHATEL LG HEEIRAY —ERESIEHEFATES L SIS
THHIT, ELDYA FT, T34V EEAUHF ) DRADIUS H—/DEESNFET,

RADIUS H—/SD IP 7 RLR LR F—WEREICBHELERYET,

RADIUS H—/ XD TR I77 A )LEHZELZL, EX¥a)T« FO0774J)LNT radius-
server primary & radius-server secondary AV RZHERLT.RAY—ERZER
IZLFET,

controller(config-radius)# ip-address 10.2.2.2

key (433 X—2°)

® mac-delimiter (437 X—2°)

® radius-profile (456 X—2°)

o port (444 X—2°)

® radius-server primary (458 N—2°)

® radius-server secondary (459 N—2°)
® show radius-profile (483 NX—°)



key

(378
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RADIUS 7R 774 ILELTERESN TSR Y —/I\OMBEF—2XELET,

key <secret>
no key

secret

RADIUS —/\N\MERT H2MEXF—ZIBELET, FAMEELXF
HIBAKTOHAXETY (| XFIIFEATEEEA ).

RADIUS #—/\ AT 7 A/ LREE— K

F—EFEYHBTONTOEEA,

O FEHALT, RADIUS H—/\ TOT 7ML THRESH TS RADIUS H#—/
DWEX—ERELFT,

LUFTOa<TY RIZ&Y., RADIUSH—/\ 7O TJ7 A )L TEHEEEINTLVS RADIUS H—/ D
WZEE—h mysecret [CHRESNET,

controller(config-radius)# key mysecret
controller(config-radius)#

radius-profile (456 NX—<>)

433



key-rotation

TI4ILE

R
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434

F—O—FT—2avDEEERELET,

key-rotation enabled
key-rotation disabled

TXa)T4 TOTFAILEEE—F

COavrrREFEALT, BEX—0Oo—7T—3 0%

B}

X JE

L/ij_o

UTFDavy RIZ&YF—oO—FT— a3 onNE\EMHYET,

controller(config-security)# key-rotation enabled



local-admin

FTI+IE

A&

=Rl

A—A) E—FRIAOEBRFELHREL., BESN-O—HILEEE®D password (439 N—
2) & privilege-level (451 X—2) #BECEHA—NIILEBEEE— FICAVET,

local-admin <name>

HEE—F, O—AH)LEEE, SEHADNRAT—FEHELRNILERETHE—RTI,

J)—R 41 THLLEMENZRODIT Y FEFERALT. A—ALEBEZHRELET,

® authentication-mode global (384 NX—22)

e authentication-type (386 N—=°) (O—AHJLR)
® Jlocal-admin (Z®av > K)

e password (A—HILEEE— FTOHEE)

e privilege-level (O—H L EBE— FTOHENE)
® show local-admins (481 NX—=°)

UTFDavo FT, A—ALBEEZERELET .

ramcntrl(0)# configure terminal
ramcntrl(0)(config)# authentication-mode global
ramcntrl(0)(config-auth-mode)# authentication-type local
ramcntrl(0) (config-auth-mode)# exit
ramcntrl(@)(config)# exit

ramcntrl(@)# sh authentication-mode
Administrative User Management
AuthenticationType : local

Primary RADIUS IP Address : 0.0.0.0

Primary RADIUS Port : 1812

Primary RADIUS Secret Key : *****

Secondary RADIUS IP Address : 0.0.0.0

Secondary RADIUS Port : 1812

435



BEavY R

436

Secondary RADIUS Secret Key : *****

Primary TACACS+ IP Address : 0.0.0.0

Primary TACACS+ Port : 49

Primary TACACS+ Secret Key : **¥**

Secondary TACACS+ IP Address : 0.0.0.0

Secondary TACACS+ Port : 49

Secondary TACACS+ Secret Key : *****

ramcntrl(0)#

ramcntrl(0)(config)# local-admin JCalhoun
ramcntrl(0)(config-local-admin)# privilege-level 2
ramcntrl(@)(config-local-admin)# password yosemite44
ramcntrl(0)(config-local-admin)# exit

ramcntrl(0) (config)# exit

® password (439 N—2°)
® privilege-level (451 N—<5)
® show local-admins (481 X—<°)



mac-delimiter
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RADIUS #—/N\ JOJ 74 IILDERYYXFEZRELET,

mac-delimiter colon
mac-delimiter hyphen
mac-delimiter none
mac-delimiter single hyphen
no mac-delimiter

colon REIYXF£a202 () ICHEELET.

hyphen RY)YXFEENA T () ITHEELET,

singlehyphen £ 3495y bk (#l. abcdef-abedef) EIDRE Y XF %
B—ONAI7Y () ITEBELET,

none ROYXFEFERALEVESICEEELET (T4 L),

RADIUS #—/\ AT 7 A/ LREE— K

RYYXFEFEYVETOohFEEA,

DAY FIE, RADIUS H—N TJOT 74 LOREPYXFERELET . y—/N\ T—%
A—ZRRADOLA— FZEHEIT 51-0HIZ RADIUS 4 — /N THEASN IR Y XFEEELE
_d—o

controller(config-radius)# mac-delimiter colon

o radius-profile (456 NX—=%)

® p-address (432 NX—=5)

® key (433 N—2°)

® port (444 ~X—2)

o radius-server primary (458 NX—°)

® radius-server secondary (459 N—2°)
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tXa)F4 TOTF7AILIZMAC D4 LR EBRELET,

macfiltering
no macfiltering

tXal)F4 FOTFAILEFE

MAC Z 1 LB ) T IEEHTY,

ATV FEFERYTRE. EXaYT 4 TATFAILTMAC 74 LR B EHIZT
2, DaARUFRF. EF21UTF o AT FAILAT no macfiltering AX Y K%fE
FALTESS M5 O—/NILMAC 74 ILAREEZLEZTTHHBEICENTT,

UTOaAvR Y REFERATIE. X2 T4 TOT7A4ILD MAC T4 ILEY) VT HNERIZ
BYET,

controller(config-security)# no macfiltering

access-list permit (369 X—<°)



password
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admin DA—A)L E— RBEE/NXRAT—RFEHRELET,

password <passwd>

BREE—F>O0—AHILBEEE—F

J)—R 41 THLLEBMESNEROIAY Y FEFERALT, O—hILEBEEZRELET.

® authentication-mode global (384 NX—22)

® authentication-type (386 N—=°)

® Jocal-admin (435 X—°)

e password (A—HILEEE— FTOHEE)

e privilege-level (O—H L EBE— FTOHENE)

® show local-admins (481 NX—=°)

UTFDavo FT, A—ALBEEZERELET .

ramcntrl(0)# configure terminal
ramcntrl(0)(config)# authentication-mode global
ramcntrl(0)(config-auth-mode)# authentication-type local
ramcntrl(0)(config-auth-mode)# exit
ramcntrl(@)(config)# exit

ramcntrl(@)# sh authentication-mode
Administrative User Management
AuthenticationType : local

Primary RADIUS IP Address : 0.0.0.0

Primary RADIUS Port : 1812

Primary RADIUS Secret Key : *****

Secondary RADIUS IP Address : 0.0.0.0

Secondary RADIUS Port : 1812

Secondary RADIUS Secret Key : *****

439
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Primary TACACS+ IP Address : 0.0.0.0

Primary TACACS+ Port : 49

Primary TACACS+ Secret Key : **¥*¥**

Secondary TACACS+ IP Address : 0.0.0.0

Secondary TACACS+ Port : 49

Secondary TACACS+ Secret Key : *¥**x*

ramcntrl(0)#

ramcntrl(0)(config)# local-admin JCalhoun
ramcntrl(0)(config-local-admin)# privilege-level 2
ramcntrl(0)(config-local-admin)# password yosemited4
ramcntrl(@)(config-local-admin)# exit
ramcntrl(0)(config)# exit

® Jocal-admin (435 N—°)

o privilege-level (451 N—2°)



password-type
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RADIUS 7R 77 AL ELTERESNTWERY—/INDINAT—K 34 TE2HKELET,

password-type shared-secret
password-type mac-address
no password-type

shared-secret RADIUS H—/N\A\MERT AMBEX—%2/\RT— FTCEHRATS
ESICHELET, key ATV FERETIHLENHY
j_o

mac-address MAC Z 1 JLAY) VT EBFED RADIUS IZEBEEEN TS LS
2. 95472 MAC 7 FLRIZINRT—FRZEHRELE
ER

RADIUS #—/\ 7O 7 A LEREE—F

HES—O Ly FHIERESNATLET,

ARV REFERAL, 9547 R 7O RRIZERSNENRT—FDE A4 TE#HREL
F9, TIA4ILFTIE, RADIUS H—/X TOT7A)LAICkey AR Y FTHRESIN TS
RADIUS 4 —/\DMZF—MNEHRA SN FE I, mac-address 2 1 THABIRSKHTWBI5HE.
MAC 4 LB Y5 DRADIUS RIZA—HELTEHERESATWEYSA T FDISR
J—KELT,. 9547V MO MAC 7 FLADNERENET,

ROAX FIZEY . RADIUS TAT7AILELTEHERESNTLSH—/AD MAC 7 KL R
[S/IRRT— K B4 THRBREEINFET,

controller(config-radius)# password-type mac-address

controller(config-radius)#

radius-profile (456 ~X—2>)
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BIRLEEX2) T 7OAT7AILDOPMK vy aZBMLET. DB,
WPA2 EBEDEXY T TOT7A4ILIZOHFERENET,

pmk-caching
no pmk-caching

tXa)F4 TOT7AILEE

FTIHILETIE, PMK X% v ahEHTY,

COARVKRIEFE. TOTaTlateFa) T4 TBT 74 )LD Pairwise Master Key (PMK)
vy aDFEREEMNELEEMNLET, PMK ¥ Y yialck>T, 74VYLR IS
AT bEAPITEBRIRRENF Y v 22 INBD. FICRIE SN2 LDBHDY T4
TUMDNBL AP ADA—IUT T, BEDRY FT—9 7O RAMNFAREIZHEY FT,

no pmk-caching IAVY Y FEFERATSE. PMK v v aBNEHIZHY ET,

RODATUKRIE, F—%300H D) TEICERBLET,

MC3200-5072(15)# configure terminal
MC3200-5072(15) (config)# security-profile Wpa2Test
MC3200-5072(15) (config-security)# pmk-caching
MC3200-5072(15) (config-security)# end



pmkcaching
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ZMavwr Rk, KDDI OEED PMK v v Y1 28MFHXEMLET,

pmkcaching [enabled | disabled]

tXxalyT4 TJOT7AILETE

AT aviEk, L2EBEEIZ WPA BNSERENTVWEAGRICOMERTEET,

tXalTo TOT7AILEBELNDS. KDDI DEED PMK v v 1 2B EIFERIC
LET, VRATLALIIKDDIRA—ID 2R LT KDDI DEZE#BEIRHE L. FHRIEET
HNIEPMK Fr v aZBALET,

PMK ¥ v aZHBIT3I2F. WPAEF2 T4 TAOT7AILEREICUTOTEE
mLES,

default(config-security)# pmkcaching enabled
PMK v v 22 #8&MCTBICE WPA X2 T TAT7AIILEETUTOATY
FEETLET,

default(config-security)# pmkcaching disabled

e security-profile (469 X—2°)

o radius-server primary (458 NX—2°)

e radius-server secondary (459 ~N—2°)
® 8021x-network-initiation (363 N—<°)

® show security-profile (485 X—°)
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RADIUS #—/\ O 77/ IILDR— FBEEZERELET,

1%5( port port
no port
port RADIUS 25fH—/N O 7 A )L TERENZR— FZEELET,
BMR— FFEIL 1024 ~ 65535 TF. TIA4I +TlE, R—Fk
1812 AR FEINET, R— k1813 &, 7HY VT« >4 RADIUS
Y—NIZFERTILENHY FT,
avY R RADIUS H—/\ 7O 77 A LBEE—FK
F—F
FTIXIE R— k1812 A Y B THAET,
A& ARV FRIZEY . RADIUSH—N TJOT 7/ ILTHEASNEZR— FARESNET &

B, JOTJ7A4ILNRADIUS FHO VT4 T H—N\TEHERASNGEWEY., CORTEEE
FYAMEEHY EFEA. RADIUS 7HY VT 1 o9 H— N THEASNBEEE, 181312
FEITIDLENHYES,

= I controller# config terminal

controller(config)#
controller(config-radius)# port 6600

BHEavY R

ip-address (432 X—<)

® key (433 X—2)

® radius-server primary (458 N—2°)

® radius-server secondary (459 N—2°)
® radius-profile (456 X—2°)

o port (444 X—2°)

® show radius-profile (483 NX—°)
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primary-tacacs-ip

T+

F&
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754<71) TACACS+ H—/IDIP7RKLREZEELET,

primary-tacacs-ip <xx.xx.Xxx.xx>

BREE—F>EEE—F

FortiWLC (SD) 4.1 Tl&. Cisco ACS H—/ DT R THDEEED TACACS+ BB E— F& &
EIHHLWLWITY RNEMEShEL,

® authentication-mode global (384 N—=°) (§25E% TACACS [CRRELFT )

® primary-tacacs-ip (— MY K)

e primary-tacacs-port (447 N—=) ( T34 < 1) TACACS H—/A\DR— +ZHBELFET )

e primary-tacacs-secret (449 X—=) ( 754 < 1) TACACS H—/ M/ RT— FEHEEL
F9)

e authentication-type (386 ~N—<°) tacacs+

® secondary-tacacs-ip (462 N—=°) (A F 1) TACACS+ H—/ D IP 7 FLREIEEL
*£9)

® secondary-tacacs-port (464 NX—22) (£ & 1) TACACS H—/\DR— b EIBELET)

® secondary-tacacs-secret (466 N—=°) (£ & 1) TACACS H—/3D/INRT— F#IEE
LEY)

RMDAT 2 K&, TACACS+ H—/\DRFEHELET,

default(0)# configure terminal

default (@) (config)# authentication-mode global

default(@) (config-auth-mode)# primary-tac

primary-tacacs-ip primary-tacacs-port primary-tacacs-secret
default(@)(config-auth-mode)# primary-tacacs-ip 172.18.1.10
default(@)(config-auth-mode)# primary-tacacs-port 49

default(@) (config-auth-mode)# primary-tacacs-secret CSX2002

default (@) (config-auth-mode)# end

445



default(0)# show authentication-mode

Administrative User Management

AuthenticationType . tacacs+
Primary RADIUS IP Address : 0.0.0.0
Primary RADIUS Port : 1812

Primary RADIUS Secret Key : *****
Secondary RADIUS IP Address : 0.0.0.0
Secondary RADIUS Port : 1812

Secondary RADIUS Secret Key : *****
Primary TACACS+ IP Address :172.18.1.10
Primary TACACS+ Port : 49

Primary TACACS+ Secret Key : *¥¥**
Secondary TACACS+ IP Address : 172.18.1.5
Secondary TACACS+ Port : 49

Secondary TACACS+ Secret Key : *****

BEavY R

authentication-mode global (384 ~N—2°)
® primary-tacacs-port (447 N—<°)

® primar